Q.

ITT NMRN WAN and Firewalls — Supplier Questions and Answers

Can you please send me a list of the CLI's? One for each address.
There aren’tany as they are all fibre lines.

Are you looking foraninternet breakout forthis MPLS? If so how much bandwidth willyou
require?

Yes we are and wouldtoa degree be led by yourselves. What would the normal amountbe?
I’d suggest 400Mbps as a minimum if that works.

Would you be looking at backup connectivity for any of the head office orkey sites? You
have mentioned back upinyourdocument are the backup linesinthelistbelow?

It would be good to have some backup broadband circuits at each of the sites that we could
useinthe eventof a fibre outage, yes. At Portsmouth Historic Dockyard we have the
10/100Mbps Virgin Medialine as our current backup, but as stated this would also need to
increase and ideally be usedin an Active/Active scenario.

If you are havinginternet breakout. Do yourequire a single firewall (single point of fail ure)
or 2 firewalls to secure the internet breakout?

We would gofor 2 firewalls forsome resiliency, but presumably these would sit at the MPLS
level with eachsite below these? We are open to suggestions on how this can be
interpreted.

On the P2P that go back to Portsmouth, isitthe Portsmouth Historic Dockyard or National

Museum of the Royal Navy?

A.

Q.

These go back to the National Museum of the Royal Navy.

Management of firewall. Are NMRN planning to supply theirown firewall, or access to
manage the Cloud Firewall. If supplying own, where is this to be situated?

I am assuming we will need one firewall in the cloud which will ultimately control access to
the MPLS if that isthe solution proposed. You may also propose afirewall at each of our sites
as well as part of the supplied routers.

Management of Firewall —expand on what Admin they are planningto cover?

Notsure | entirely understand the question, but thisis primarily for us to have visibility of
the rulescreated and to allow us access to implement new rules or block existing ports if
required.

SDWAN can remove centralised Firewall and breakout with policy, plus the SRX estate orit
replacement. Isthere any identified need for WAN optimisation and any QoS?

Potentially there s, at the moment our main 100Mbps line at the NMRN is hitting saturation
and so we have switched on some QoS rules which are being worked through. We of course
hope that an increase in bandwidth will resolve some of these issues, but without full
visibility of what the other organisations are doing on their networks, some control is
required.



. Whatisthe currentbreakout fromthe Elite MPLS, notdetailedintheITT.

| am unsure of this so have asked the question and will come back to you shortly.

. What failover option are NMRN considering? FTTC, 4G?

We are opento options onthis. | don’tthink 4G will work at some of oursites because of
locations and signal strengths, aregular office broadband circuit would be useful with the
exception of the NMRN as detailed inthe ITT, where we already have afibre backup
connection with Virgin Media.

For the new DR location, would a 1Gbps or 100/100 P2P assist?
| don’tthink we’ll get P2P due to the geographiclocation, but happy to be told otherwise.
1Gbps would be great if within budget.

. Graphing—isthisto be reported onrequestorperiodically provided. Also, isita
load/capacity reportoris health/stability also to be reported ?

Ideally both to be reported on, but mainly load / capacity. Periodically would be useful, but
alsoon request. We would like visibility so we didn’t need to request them, we could login
and see utilisation easily.

Define parametersforalerts? Outage or 10%+ degradation?
Outage mainly onthisone.

Portsmouth Dockyard — Active/Active —in orderto provide a recommendation onthe two
connections, isit possibleto have usage reports? This will determine the overall bandwidth
neededinthe eventofaproblemandBAU can be delivered.

Yes | can supply these in the form of Cacti graphs. What sort of date range are you thinking
of? The 10Mbps Virginlineisn’tcurrently used so won’t have any trafficacrossit.

Portsmouth Dockyard — Would NMRN accept these two circuits route to alternate Fibre
Exchanges?
Yes that would be fine.

Royal Marine site — would arolling 30 day ADSL be acceptable?
Yes itwouldifitsimplified the setupinthe shortterm, butas outlinedinthe ITTthisisn’t
necessarilyinscope.

. Would each organisation need theirown VRFinan MPLS, with secure partitioning?

Not necessarily from asecurity point of view, butas listed in the tender we do forward traffic
from Wi-Fi radios at the remote sitesto a central controllerin Portsmouth onits own subnet,
so we would potentially needitforthat.

. Arethere any specificsecurity elements needed to be considered within the Firewall?
Notreally, the standard firewall rules will apply and the ability to block certain ports, IPs or
protocols. We would be copying existing rules across from our current firewall as well.



. The copper line at HMS Victory — does thisneed to be part of the MPLS and do you have the
CLl for thiscircuit?

It doesn’t need to be a part of the MPLS, no. The CLI is 02392 863832 andthe full addressis
HMS VICTORY, 2 dock, HMNB Portsmouth, Hants, PO13PZ.

. Thetenderstatesthat PHD has 2 circuits, are failoverlinks desired forall the sites?

Yes they are and we are open to suggestions on how to achieve this. In some locations 4G
would be an option, butsignal strength at one or two sites wouldn’t work out. A standard
office broadband connection would be the minimum.

| wanted to ask if you want us to perform onsite installs forthe hardware orif you are happy
for usto pre-programthe routers and ship themtosite for youto install?
Happy to install them ourselves with some remote supportif required.

Doesthere needtobe any site to site VPN orclient to site SSLs or equivalent?
There doesn’t, of course allowing for the fact that we need some sort of internal MPLS / SD-
WAN link between oursites.

. Thetenderreferencesadesire to bring firewall management backin-house. Doyou have a
preference on, orexpertise to, a particular firewall manufacturer?

No specificmanufacturer, no. Aslongasthere is some supportavailable from yourteamor
some initial training that can take place, that would all help.

It isassumed that all sites are connected into MPLS, are all these utilising the Elite Ltd
centralised managed firewall?

They are. The onlysite thatisn’tinthe MPLS is HMS Victory, simply because it doesn’t need
to be, and FAAMwhichis connected to the MPLS via VPN.

. What isthe current specification of the Elite Ltd internet breakout service?
| am waiting to hear on thisand will let you know.

Do any sites have alocalisedinternet breakout service? If yes provide details
No, although we would like to consider this as part of thistenderas a backup.

. Thesite description suggests PHD is a backup circuit for NMRNP, can we assume these are
the same physical locations?
They are, although different buildings which are connected with 1Gbpsinternal fibre.

Is Quality of Service required on the circuits?

Ideally yes, we are having some issues currently which have required QoS. Moving forward
this will be a useful control, particularly at NMRNP, as we don’t have full control or visibility
of customers networks.

. What voice solutionis currentlyin use and where are the IP PBX located?
We use the 3CX phone system whichishostedin Portsmouth.



Q.

A.

What internet connection does the guest WiFi utilise?

Ultimately it will be the Portsmouth connection as thatis where the controller for the Wi-Fi
isand so the requests will go outfromthere. But the radios are routed back to Portsmouth
across the MPLS, so to a degree will be using the internet breakout at all locations.

Will co-managed firewall comply with DSS requirements, where we will retain responsibility
for backup and maintenance of the device an NMRN retain ownership of the device
configurations?

Yes as | understand it, because we need to have visibility of rules created. They don’tdeemit
sufficientif we askfora rule and you sayitisdone, if we can’t actually verify that.

Why are there P2P links, isthere atechnical reason?
No, whenthey were installed this was a cost effective option to get 100Mbps to those sites,
so ifthereisan alternative then we are happy to consider that.

What site resiliency is currently in position for network connectivity?
None otherthan at the Portsmouth site and see commentabove.

What are the requirements of the firewall?

Some QoS as mentioned above and the usual port/ protocol rulesto block / allow
appropriate traffic. We don’t have any particularin-house expertise on one brand of firewall,
so are happy to go with yoursuggestion as longas we have the option of some remote
support or some initial training to guide us through.

What centralised internet breakoutsize is required?
TBC once | know what we currently operate on.

Will the existing WIFI controllerbe retained? Can we replace this but retain functionality? Is
this currentlyJuniperalso?
Yes it will be asthisis managed by a 3rd party. The WiFiis Ruckus.

| would like to see if there isa network diagram availableillustrating the current setup?

Unfortunately we don’t have anything whichis up-to-date at this stage. Happy for you to

produce somethingand we can verifyit.



