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[bookmark: _gjdgxs]Digital Outcomes and Specialists 3 Framework Agreement  
Call-Off Contract

This Call-Off Contract for the Digital Outcomes and Specialists 3 Framework Agreement (RM1043.5) includes

Part A - Order Form

Part B – Terms and conditions
1.	Contract start date, length and methodology
2.  Supplier Staff
3.  Swap-out
4.  Staff vetting procedures
5.  Due diligence
6.	Warranties, representations and acceptance criteria
7.	Business continuity and disaster recovery
8. _Payment terms and VAT
9.	Recovery of sums due and right of set-off
10.	Insurance
11.	Confidentiality
12. Conflict of Interest
13.	Intellectual Property Rights
14. Data Protection and Disclosure
15. Buyer Data
16.	Document and source code management repository
17.	Records and audit access
18.	Freedom of Information (FOI) requests
19. Standards and quality
20.	Security
21.	Incorporation of terms
22.	Managing disputes
23.	Termination
24. Consequences of termination
25.	Supplier’s status
26.	Notices
27.	Exit plan
28.	Staff Transfer
29. Help at retendering and handover to replacement supplier
30. Changes to Services
31. Contract changes
32.	Force Majeure
33.	Entire agreement
34.	Liability
35.	Waiver and cumulative remedies
36.	Fraud
37.	Prevention of bribery and corruption
38.	Legislative change
39.	Publicity, branding, media and official enquiries
40. Non Discrimination
41.	Premises
42.	Equipment
43.	Law and jurisdiction
44. Defined Terms

Part C - The Schedules
Schedule 1 - Requirements
Schedule 2 - Supplier’s response
Schedule 3 - Statement of Work (SOW), including pricing arrangements and Key Staff
















Schedule 4 - Contract Change Notice (CCN)
Schedule 5 - Balanced Scorecard
Schedule 6 - Optional Buyer terms and conditions
Schedule 7 - How Services are bought (Further Competition process)
Schedule 8 - Deed of guarantee
Schedule 9 - Processing, Personal Data and Data Subjects
Schedule 10 – Alternative Clauses



The Order Form (Part A), the Terms and Conditions (Part B), and the Schedules (Part C) will become the binding contract after the Further Competition Process has been concluded. Specific details will be added after the award of the Framework Agreement. The Order Form may include:
· Buyer and Supplier details
· contract term
· Deliverables
· location
· warranties
· staffing needs
· staff vetting procedure
· notice period for termination
· standards required (including security requirements)
· charges, invoicing method, payment methods and payment terms 
· additional Buyer terms and conditions
· insurances
· business continuity and disaster recovery
· security
· governance
· methodology
· Buyer and Supplier responsibilities 

A mock-up Order Form (Part A) and Schedules (Part C) are set out below.

During the lifetime of the Framework Agreement, the Call-Off Contract Order Form template will be regularly updated to ensure that it continues to meet user needs.
[bookmark: _30j0zll]
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[bookmark: _Ref522090696]Part A - Order Form 
	Buyer 
	Department for Work and Pensions

	Supplier 
	Hippo Digital Limited

	Call-Off Contract Ref.
	Ecm_7376

	Call-Off Contract title 
	Enhancing DWP's Digital Delivery Capability of Identity and Trust

	Call-Off Contract description 
	Provision of Agile Digital teams with flexible capacity and capability to meet changes in demand over the life of the contract. These teams will work across multiple disciplines including, but not limited to, product ownership, business analysis, user research and delivery management to enable delivery of hard dependencies. They will be required to deliver outcomes that enable DWP to reduce its reliance on current identity solutions, whilst protecting current remote identity success rates.

	Call-Off Contract period 
	

	Start date 
	16/09/2019

	End date
	15/09/2020

	(Optional) Maximum Call-Off Contract Extension  Period
	Sixty five (65) working days 

	Latest Extension Period End Date
	16th December 2020

	Notice period (prior to the initial Call-Off Contract period) to trigger Call-Off Contract Extension
	The Buyer will give the Supplier one month’s notice prior to the initial Call-Off Contract end date.

	Call-Off Contract value 
	[bookmark: _GoBack]The Buyer’s maximum combined expenditure for all SoW’s agreed under this proposed Call-Off Contract is £1,989,000.00 inclusive of expenses and exclusive of VAT.
For the avoidance of doubt:

· the maximum contracted value of each SoW is set out within the ’Charging Method(s) for this Release’ section of each SoW under Schedule 3;
· this agreement places “no minimum commitment of spend” obligations on the Buyer;
· this agreement is non-exclusive and the Buyer reserves the right to procure equivalent of similar services via methods at its discretion.

	Charging method 
	Time and materials (T&M)


	Notice period for termination for convenience 
	The notice period to terminate this Call-Off Contract and Supplier Staff is in accordance with Paragraph 23.2 of Part C – Terms and conditions.


	Initial SOW package
	DOS ID&T SoW-01



This Order Form is issued in accordance with the Digital Outcomes and Specialists Framework Agreement (RM1043.5).


	Bravo Project:		      20454

Buyer reference:	                 ecm_7376

	Order date:
	16/09/2019


	Purchase order:
	The Buyer will advise upon contract signature. Each SoW will have a separate purchase order number.
 

	From:
	the Buyer
Department for Work and Pensions
Commercial Directorate – Digital Category
Caxton House 
6-12 Tothill Street
London 
SW1H 9NA 

[Redacted]




	To:
	the Supplier
Hippo Digital Limited
1st Floor Aireside House
Aire Street Leeds
LS1 4HT
Tel: 07714 672888


	

Together:
	Company number: 09877239

the “Parties”




	



Principle contact details 
	For the Buyer:
	Name:
	[Redacted]

	
	Title:
	DWP Deputy Director Identity & Trust Services

	
	Email:
	[Redacted]@DWP.GOV.UK

	
	Phone:
	[Redacted]

	For the 
supplier 
	Name:
	[Redacted]

	
	Title:
	Director

	
	Email:
	[Redacted]@hippodigital.co.uk

	
	Phone:
	[Redacted]







Data Protection Officers 
	For the Buyer:
	Name:
	Data Protection Officer’s Team on behalf of [Redacted]

	
	Title:
	DPO 

	
	Email:
	DATA.PROTECTIONOFFICER@DWP.GOV.UK

	
	
	

	For the 
supplier: 
	Name:
	[Redacted]

	
	Title:
	Business Manager 

	
	Email:
	[Redacted]@hippodigital.co.uk




	Buyer contractual requirements 

	Digital outcomes and specialists services required:
	The Services to be provided by the Supplier under this Call-Off Contract will be detailed in the/each Statement of Work which will outline the relevant objective, scope and deliverables within Section 3.3. 


	Warranty period
	The Warranty is in accordance with Section 33.3 of Part B - Contract Terms and Conditions.


	Location:
	The Supplier will be expected to be co-located with the Buyer in the DWP Sheffield Hub, 2 Kings Court, 80 Hanover Way, Sheffield, S3 7UF.


	Staff vetting procedures:
	HMG Baseline Personnel Security Standard security clearance required for all onsite staff before they will be permitted to start work. 



	Standards:
	The Supplier will comply with all applicable Buyer standards, processes, policies, and procedures. The Buyer shall identify what standards, processes, policies and procedures are applicable from time to time and provide to the Supplier accordingly.


	Limit on supplier’s liability:
	
In accordance with Paragraph 34 of this Call-Off Contract.


	Insurance:
	In accordance with Paragraph 10 of this Call-Off Contract.



	Supplier’s information

	Commercially sensitive information:
	n/a


	Subcontractors / Partners:
	n/a



	Call-Off Contract Charges and payment 

	The method of payment for the Call-Off Contract Charges (GPC or BACS):
	BACS

	
Invoice details:
	
Each Invoice shall reference the purchase order number and project reference 


	
Who and where to send invoices to:
	

Department for Work and Pensions
PO Box 406
SSCL
Phoenix House
Celtic Springs Business Park
Newport
NP10 8FZ
Email: APinvoices-DWP-U@sscl.gse.gov.uk


	Invoice information required – eg PO, project ref, etc:
	All invoices must include as a minimum:

· The Charges for the consumed Services for the agreed charging period.
· Buyer issued Purchase Order Number
· Project reference number_22454
· SoW reference in the format DOS ID&T – SoW 01

In addition, the Supplier will provide the Buyer’s principal contact. 


	Invoice frequency
	Monthly


	Call-Off Contract value:
	£1,989,000.00 inclusive of expenses and exclusive of VAT.



Call-Off Contract Charges:		      
Time and Material will be used as the pricing method using the pre-agreed rate card. In addition, the Buyer and Supplier shall work jointly together in good faith to create resource estimates that consist of the skills required, breakdowns of the estimated effort against each anticipated key activity and overall project duration required.
The Charges will be set out in the agreed SoW(s) and the following rates will apply to the provision of Supplier Resources:

	Digital Role
	Location
	Daily Rate

	Agile Coach
	DWP Sheffield Digital Hub
	[Redacted]

	Content Design
	DWP Sheffield Digital Hub
	[Redacted]

	Software Engineer
	DWP Sheffield Digital Hub
	[Redacted]

	QA
	DWP Sheffield Digital Hub
	[Redacted]

	Performance Analyst
	DWP Sheffield Digital Hub
	[Redacted]

	Senior Software Engineer
	DWP Sheffield Digital Hub
	[Redacted]

	Lead Software Engineer
	DWP Sheffield Digital Hub
	[Redacted]

	Security Architect
	DWP Sheffield Digital Hub
	[Redacted]

	DevOps Engineer
	DWP Sheffield Digital Hub
	[Redacted]

	Subject Matter Expert -inc IDAM/ Agile Delivery
	DWP Sheffield Digital Hub
	[Redacted]



The Daily Rates are fixed for the duration of the twelve (12) month Call-Off Contract term.

Rate card provided is for 40 hours per week, Monday to Friday working days from 09:00AM – 17:30PM UK time.

Charges are exclusive of UK VAT.

Chargeable Travel Accommodation & Expenses Limit

Expenses for travel to other sites other than the agreed base location in Sheffield shall be paid in accordance with the Buyer’s Travel, Accommodation and Expenses Policy as set out at Schedule 6 and shall in no event exceed [Redacted] (excluding VAT). 
In such instances, charges will require pre-authorisation from Buyer (in writing). 


	Additional Buyer terms



	[bookmark: _tyjcwt]Warranties, representations and acceptance criteria
	Acceptance Criteria
Deliverables shall be accepted by the Buyer when the Acceptance Criteria agreed in the applicable Statement of Work have been achieved in accordance with the Buyers’ Requirements as set out in Part C, Schedule 1 (Requirements) and the project specific Acceptance Criteria as set out in Schedule 3 (Statement of Work), paragraph 3.4.8 (Acceptance Criteria).


	Supplemental requirements 
in addition to the call-off terms

	DOS Call-Off Contract Clause
	Change

	Definition "Buyer Data" is inserted at Part B Clause 44:
	This definition is inserted into the Call-Off Contract:
Buyer Data: the data, guidance, specifications, instructions, toolkits, plans, databases, patents, patterns, models, design, text, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media, and which are (i) supplied to the Supplier by or on behalf of the Buyer; or (ii) which the Supplier is required to generate, process, store or transmit pursuant to this Contract; and any Personal Data for which the Buyer is the Data Controller.

	Definition "HMG Baseline Personnel Security Standard" is inserted at Part B, Clause 44:
	This definition is inserted into the Call-Off Contract:
HMG Baseline Personnel Security Standard: the baseline personnel security standard as set out at https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/365602/HMG_Baseline_Personnel_Security_Standard.pdf.  A Guide for DWP Suppliers has been prepared and is set out at Schedule 6 of this Call-Off Contract.

	Definition "Offshoring Policy" is inserted at Part B Clause 44:
	This definition is inserted into the Call-Off Contract:
Offshoring Policy: the policy as set out at Part C – Schedule 6 of this Call-Off Contract.

	Definition "Regulatory Bodies" is amended at Part B, Clause 44:
	Regulatory Bodies: those government departments and regulatory, statutory and other entities, committees, ombudsmen and bodies which, whether under statute, rules, regulations, codes of practice or otherwise, are entitled to regulate, investigate, or influence the matters dealt with in the Contract or any other affairs of the Buyer and “Regulatory Body” shall be construed accordingly.

	Swap Out
Part C, Clause 3.1 is amended:
	Clause 3.1 is amended to read as follows:
3.1  	Staff may only be swapped out with the prior approval of the Buyer (such approval process to be agreed between the Parties)

	Part B, Clause 14.11 is inserted:
	This clause shall be inserted into the Call-Off Contract: 
14.11	Notwithstanding this clause 14 the Supplier shall comply with the Buyer's Offshoring Policy. In the case of any conflict between this Call-Off Contract and the terms of the Offshoring Policy, the Supplier shall immediately notify the Buyer and the Parties shall discuss, and the Buyer shall agree, the appropriate requirements for the Supplier to satisfy its obligations under this clause 14.11.

	Part B, Clause 17.2 is inserted:
	This clause shall be inserted into the Call-Off Contract: 
17.2	Audit and National Audit Office
17.2.1	The Supplier shall keep and maintain until six (6) years after the end of the Call-Off Contract Period, or as long a period as may be agreed between the Parties, full and accurate records of the Call-Off Contract including the Services supplied under it, all expenditure reimbursed by the Buyer, and all payments made by the Buyer. The Supplier shall on request afford the Buyer or the Buyer’s representatives such access to those records as may be requested by the Buyer in connection with the Call-Off Contract.
17.2.2	The Supplier including its staff (and its agents) shall permit the Controller and Auditor General (and his appointed representatives) access free of charge during normal business hours on reasonable notice to all such documents (including computerised documents and data) and other information as the Controller and Auditor General may reasonably require for the purpose of his financial audit of the Buyer and for carrying out examinations into the economy, efficiency and effectiveness with which the Buyer has used its resources. The Supplier shall provide such explanations as are reasonably required for these purposes. This clause does not constitute a requirement or agreement for the examination, certification or inspection of the accounts of the Supplier under Section 6(3) (d) and (5) of the National Audit Act 1983.
17.2.3	Except where an audit is imposed on the Buyer by a Regulatory Body, the Authority may at any time during the Call-Off Contract Period and for a period of twelve (12) months after the Call- Off Contract Period, conduct an audit for the following purposes:
a) 	to verify the accuracy of any charges that become due and payable by the Buyer to the Supplier in respect of the Services (and proposed or actual variations to them in accordance with the Call-Off Contract), or the costs of all suppliers used by the Supplier (including Sub-contractors) in the provision of Services;
b) 	to review the integrity, confidentiality and security of the Buyer Data;
c)	to review the Supplier's compliance with the Data Protection Act 2018, Freedom Of Information Act 2000 and other Law applicable to the Services;
d) 	to review the Supplier's compliance with its obligations under this Call-Off Contract;
e) 	to review any records created during the provision of the Services;
f) 	to review any books of account kept by the Supplier in connection with the provision of the      services;
g) 	to carry out the audit and certification of the Supplier's accounts;
h) 	to carry out an examination pursuant to section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Supplier has used its resources; and
i)	to verify the accuracy and completeness of any management information delivered or required by this Call-Off Contract.
17.2.4	The Buyer shall use its reasonable endeavours to ensure that the conduct of each audit does not unreasonably disrupt the Supplier or delay the provision of the Services.
17.2.5	Subject to the Buyer's obligations of confidentiality, the Supplier shall on demand provide the Buyer, the Controller and Auditor General and any relevant Regulatory Body (and/or their agents or representatives) with all reasonable co-operation, access and assistance in relation to each audit, including:
a) 	all Information requested within the permitted scope of the audit;
b)	reasonable access to any premises or sites controlled by the Supplier and to any equipment used (whether exclusively or non-exclusively) in the performance of the Services;
c) 	access to the Supplier Staff;
d) 	access to the Supplier Software and ICT environment
17.2.6	The Buyer shall endeavour to (but is not obliged to) provide at least fifteen (15) calendar days' notice of its intention to conduct an audit.  
17.2.7	If an audit identifies that:
a) 	the Supplier has committed a material Default capable of remedy, the Supplier shall correct such Default as soon as reasonably practicable and implement a remedial plan within a time limit specified by the Buyer;
b)              the Buyer has overpaid any charges that become due and payable by the Buyer to the Supplier in respect of the Services, the Supplier shall pay to the Buyer the amount overpaid within twenty (20) Working Days. The Buyer may deduct the relevant amount from the charges if the Supplier fails to make this payment; and
c) 	the Buyer has underpaid any charges that become due and payable by the Buyer to the Supplier in respect of the Services, the Buyer shall pay to the Supplier the amount of the under-payment less the cost of audit incurred by the Buyer if this was due to a Default by the Supplier within twenty (20) Working Days.


	Part B, Clause 17.3 is inserted:
	This clause shall be inserted into the Call-Off Contract:
17.3	Exceptional Audits
17.3.1	The Supplier shall permit the Buyer and/or its appointed representative’s access to conduct an audit (an "Exceptional Audit") of the Supplier in any of the following circumstances:  
a)	actual or suspected impropriety or fraud;
b)	there are reasonable grounds to suspect that: 
(i)	the Supplier is in Default under the Call- Off Contract;
(ii)	the guarantor may be in default of the Guarantee; 
(iii)	the Supplier is in financial distress or at risk of insolvency or bankruptcy, or any fact, circumstance or matter which is reasonably likely to cause the Supplier financial distress and result in a risk of the Supplier becoming insolvent or bankruptcy has occurred; or
(iv)	a breach of the Security Management Plan or Information Security Management System has occurred under the Call-Off Contract,
(each an "Exceptional Circumstance")

17.3.2	If the Buyer notifies the Supplier of an Exceptional Circumstance and that it wishes to conduct an Exceptional Audit, the Supplier shall provide access in accordance with clause 17.2.5 as soon as reasonably practicable after such request and in any event within forty eight (48) hours.

	Part B, Clause 17.4 is inserted:
	This clause shall be inserted into the Call-Off Contract:
17.4	Audit Costs 	
17.4.1	The Parties agree that they shall bear their own respective costs and expenses incurred in respect of compliance with their obligations under clauses 17.1 to 17.3 unless an audit identifies a material Default by the Supplier in which case the Supplier shall reimburse:
a)	the Buyer for all the Buyer's identifiable, reasonable costs and expenses properly incurred in the course of the audit; and 
b)	where the Authority, a Regulatory Body, or the Controller and Auditor General appoint another Contracting Body to conduct an audit under this clause, the Buyer shall be able to recover on demand from the Supplier the identifiable, reasonable and properly incurred costs and expenses of the relevant Contracting Body.

	Part B Clause 23.1 is amended:
	Clause 23.1 is amended to read as follows:
The Buyer will have the right to terminate the Call-Off Contract or any Statement of Work at any time by giving the notice to the Supplier specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date set out in the Buyer’s notice. 

	Part B, Clause 37.1 is amended:
	Clause 37.1 is amended to read as follows:
37.1	The Supplier shall not, and shall ensure that any staff shall not, commit any Prohibited Act.

	Part B, Clause 37.2 is inserted:
	This clause shall be inserted into the Call-Off Contract:
37.2	If the Supplier, its staff or anyone acting on the Supplier's behalf engages in a Prohibited Act, the Buyer may:
37.2.1	terminate the Call-Off Contract and recover from the Supplier the amount of any Loss suffered by the Buyer resulting from termination, including but not limited to the cost reasonably incurred by the Buyer of making other arrangements for the supply of the Services and any additional expenditure incurred by the Buyer throughout the remainder of the Call-Off Contract Period; and
37.2.2	recover in full from the Supplier any other Loss sustained in consequence of any default of this clause 37.

	Part B, Clause 37.3 and 37.4 is inserted:
	These clauses shall be inserted into the Call-Off Contract:
37.3	Notwithstanding clause 22 (Managing Disputes), any dispute relating to:
a)	the interpretation of clause 37.1; or
b)	the amount or value of any gift, consideration or commission,
shall be determined by the Buyer, acting reasonably having given due consideration to all relevant factors, and its decision shall be final and conclusive. 
37.4	Any termination under clause 37.2 will be without prejudice to any right or remedy which has already accrued or subsequently accrues to the Buyer.

	Part B, Clause 2.7 is inserted:
	2.7 The Supplier will provide access to expertise including mentoring/buddying at a policy/strategy level up to 2 days per month at nil cost to the Buyer.



Buyer specific amendments
to/refinements of the 
Call-Off Contract terms:	N/A

	    Specific terms:


	


	Clause
	Minimum number of days held within the Call-Off Contract

	6 Warranties, representations and acceptance criteria
	Remains Ninety (90) Days from date of Buyer acceptance of release

	22 Managing Disputes 
	Remains various shown within the Call-Off Contract terms

	23 Termination 
	Remains Fifteen (15) consecutive Working Days

	29 Help at retendering and handover to replacement supplier 
	Remains Ten (10) Working days

	31 Contract Changes
	Remains Five (5) Working Days

	32 Force Majeure
	Remains Fifteen (15) consecutive Calendar Days

	34 Liability 
	Remains various shown within the Call-Off Contract terms








	Formation of Contract 

	1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
	

	1.2 The Parties agree that they have read the Order Form (Part A), the Call-Off Contract terms and conditions (Part B), and the Schedules (Part C), and by signing below agree to be bound by this Call-Off Contract.
	

	1.3 In accordance with the Further Competition procedure set out in Section 3 of the Framework Agreement, this Call-Off Contract will be formed when the Buyer acknowledges the receipt of the signed copy of the Order Form from the Supplier (the “call-off effective date”).
1.4 The Call-Off Contract outlines the Deliverables of the agreement. The Order Form outlines any amendment of the terms and conditions set out in Part B. The terms and conditions of the Call-Off Contract Order Form will supersede those of the Call-Off Contract standard terms and conditions.
2. Background to the agreement 
(A)	The Supplier is a provider of digital outcomes and specialists’ services and undertook to provide such Services under the terms set out in Framework Agreement number RM1043.5 (the “Framework Agreement”). 
(B)	The Buyer served an Order Form for Services to the Supplier on the Order Date stated in the Order Form.
(C)	The parties intend that this Call-Off Contract will not itself oblige the Buyer to buy or the Supplier to supply the Services. Specific instructions and requirements will have contractual effect on the execution of an SOW.
	


SIGNED:
	
	Supplier:
	Buyer:

	Name:
	
	

	Title:
	
	

	Signature:
	
	

	Date:
	
	




[bookmark: _23ckvvd]

[bookmark: _ihv636][bookmark: _Ref522090715]Part B – Terms and conditions

[bookmark: _32hioqz]1.	Call-Off Contract start date, length and methodology

1.1 	The Supplier will start providing the Services in accordance with the dates specified in any Statement of Work (SOW). 

1.2 	Completion dates for Deliverables will be set out in any SOW. 

1.3 	Unless the Call-Off Contract period has been either increased in accordance with Clause 1.4 or decreased in accordance with Clause 1.5 then the term of the Call-Off Contract will end when the first of these occurs: 

· the Call-Off Contract period End Date listed in the Order Form is reached; or
· the final Deliverable, specified in the final SOW, is completed.

1.4 	The Buyer can extend the term of the Call-Off Contract by amending the Call-Off Contract End Date where:

· an Extension Period was specified in the Order Form; and
· written notice was given to the Supplier before the expiry of the notice period set out in the Order Form. The notice must state that the Call-Off Contract term will be extended, and must specify the number of whole days of the extension.

After this, the term of the Call-Off Contract will end on the last day of the Extension Period listed in the notice (the “Extension Period End Date”).    

1.5	If the Call-Off Contract is terminated early, either during the initial Call-Off Contract period, or during any Extension Period, the term of the Call-Off Contract will end on the termination date.

1.6	The Supplier will plan on using an agile process, starting with user needs. The methodology will be outlined in the SOW. Waterfall methodology will only be used in exceptional circumstances, and where it can be shown to best meet user needs. Projects may need a combination of both waterfall and agile methods, playing to their respective strengths. 

[bookmark: _1hmsyys]2. 	Supplier Staff

2.1 	The Supplier Staff will:
· fulfil all reasonable requests of the Buyer;
· apply all due skill, care and diligence to the provisions of the Services;
· be appropriately experienced, qualified and trained to supply the Services;
· respond to any enquiries about the Services as soon as reasonably possible; and
· complete any necessary vetting procedures specified by the Buyer.

[bookmark: _41mghml]2.2	The Supplier will ensure that Key Staff are assigned to provide the Services for their Working Days (agreed between Supplier and Buyer) and are not removed from the Services during the dates specified in the relevant SOW.
[bookmark: _2grqrue]
[bookmark: _vx1227]2.3 	The Supplier will promptly replace any Key Staff that the Buyer considers unsatisfactory at no extra charge. The Supplier will promptly replace anyone who resigns with someone who is acceptable to the Buyer. If the Supplier cannot provide an acceptable replacement, the Buyer may terminate the Call-Off Contract subject to clause 23.
[bookmark: _3fwokq0]
2.4 	Supplier Staff will comply with Buyer requirements for the conduct of staff when on Buyer’s premises.

2.5 	The Supplier will comply with the Buyer’s staff vetting procedures for all or part of the Supplier Staff.

2.6 	The Supplier will, on request (and subject to any obligations under the Data Protection Legislation), provide a copy of the contract of employment or engagement (between the Supplier and the Supplier Staff) for every member of Supplier Staff made available to the Buyer.
[bookmark: _1v1yuxt]
2.7 	The Supplier will provide access to expertise including mentoring/buddying at a policy/strategy level up to 2 days per month at nil cost to the Buyer.


[bookmark: _4f1mdlm]3. 	Swap-out

3.1  	Supplier Staff providing the Services may only be swapped out with the prior approval of the Buyer.
[bookmark: _2u6wntf]
[bookmark: _19c6y18]4. 	Staff vetting procedures

4.1 	All Supplier Staff will need to be cleared to the level determined by the Buyer prior to the commencement of work.

4.2 	The Buyer may stipulate differing clearance levels for different roles during the Call-Off Contract period. 

4.3 	The Supplier will ensure that it complies with any additional staff vetting procedures requested by the Buyer.
[bookmark: _3tbugp1]
[bookmark: _28h4qwu]5. 	Due diligence

5.1 	Both parties acknowledge that information will be needed to provide the Services throughout the term of the Call-Off Contract and not just during the Further Competition process. Both parties agree to share such information freely.

5.2 	Further to Clause 5.1, both Parties agree that when entering into a Call-Off Contract, they:

5.2.1 have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party

5.2.2 are confident that they can fulfil their obligations according to the terms of the Call-Off Contract

5.2.3 have raised all due diligence questions before signing the Call-Off Contract

5.2.4 have entered into the Call-Off Contract relying on its own due diligence

[bookmark: _nmf14n]6.	Warranties, representations and acceptance criteria 
[bookmark: _37m2jsg]
6.1 	The Supplier will use the best applicable and available techniques and standards and will perform the Call-Off Contract with all reasonable care, skill and diligence, and according to Good Industry Practice.

6.2 	The Supplier warrants that all Supplier Staff assigned to the performance of the Services have the necessary qualifications, skills and experience for the proper performance of the Services.

6.3 	The Supplier represents and undertakes to the Buyer that each Deliverable will meet the Buyer’s acceptance criteria, as defined in the Call-Off Contract Order Form.  
6.4 	The Supplier undertakes to maintain any interface and interoperability between third-party software or Services and software or Services developed by the Supplier.
6.5 	The Supplier warrants that it has full capacity and authority and all necessary authorisations, consents, licences and permissions to perform the Call-Off Contract.
[bookmark: _1mrcu09]7. 	Business continuity and disaster recovery

7.1 	If required by the Buyer, the Supplier will ensure a disaster recovery approach is captured in a clear disaster recovery plan. All Supplier Staff must also adhere to the Buyer’s business continuity and disaster recovery procedure as required in the delivery of the Services for this project. 

[bookmark: _46r0co2]8. 	Payment terms and VAT

[bookmark: _2lwamvv]8.1 	The Buyer will pay the Supplier within 30 days of receipt of a valid invoice submitted in accordance with the Call-Off Contract.
[bookmark: _111kx3o]
[bookmark: _3l18frh]8.2 	The Supplier will ensure that each invoice contains the information specified by the Buyer in the Order Form. 
[bookmark: _206ipza]
[bookmark: _4k668n3]8.3 	The Call-Off Contract Charges are deemed to include all Charges for payment processing. All Invoices submitted to the Buyer for the Services shall be exclusive of any Management Charge.
[bookmark: _2zbgiuw]
[bookmark: _1egqt2p]8.4 	All payments under the Call-Off Contract are inclusive of VAT.

[bookmark: _3ygebqi]9.	Recovery of sums due and right of set-off
[bookmark: _2dlolyb] 
9.1 	If a Supplier owes money to the Buyer or any Crown body, the Buyer may deduct that sum from the total due to the Supplier. 

[bookmark: _sqyw64]10.	Insurance

The Supplier will maintain the insurances required by the Buyer including those set out in this Clause. 

10.1	Subcontractors

10.1.1	The Supplier will ensure that, during the Call-Off Contract, Subcontractors hold third-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £5,000,000.

10.2	Agents and professional consultants

10.2.1	The Supplier will also ensure that all agents and professional consultants involved in the supply of Services hold professional indemnity insurance to a  minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the termination or expiry date to the Call-Off Contract to which the insurance relates.

10.3	Additional or extended insurance

10.3.1	If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing insurance policies procured under the Framework Agreement. 

10.3.2	The Supplier will provide CCS and the Buyer, the following evidence that they have complied with Clause 10.3.1 above:
· a broker's verification of insurance; or
· receipts in respect of the insurance premium; or
· other satisfactory evidence of payment of the latest premiums due. 

10.4	Supplier liabilities

10.4.1 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or the Call-Off Contract.

10.4.2 Without limiting the other provisions of the Call-Off Contract, the Supplier will:
· take all risk control measures relating to the Services as it would be reasonable to expect of a contractor acting in accordance with Good Industry Practice, including the investigation and reports of claims to insurers;
· promptly notify the insurers in writing of any relevant material fact under any insurances of which the Supplier is, or becomes, aware; and
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of placing cover representing any of the insurance to which it is a Party.

10.4.3 The Supplier will not do or omit to do anything, which would entitle any insurer to refuse to pay any claim under any of the insurances.

10.5 	Indemnity to principals

10.5.1 Where specifically outlined in the Call-Off Contract, the Supplier will ensure that the third-party public and products liability policy will contain an ‘indemnity to principals’ clause under which the Buyer will be compensated for both of the following claims against the Buyer:
· death or bodily injury; and
· third-party Property damage arising from connection with the Services and for which the Supplier is legally liable.

10.6 	Cancelled, suspended, terminated or unrenewed policies

10.6.1 The Supplier will notify CCS and any Buyers as soon as possible if the Supplier becomes aware that any of the insurance policies have been, or are due to be, cancelled, suspended, terminated or not renewed. 

10.7	Premium, excess and deductible payments

10.7.1 Where any insurance requires payment of a premium, the Supplier will:
· be liable for the premium; and
· pay such premium promptly.

10.7.2 Where any insurance is subject to an excess or deductible below the Supplier will be liable for it. The Supplier will not be entitled to recover any sum paid for insurance excess or any deductible from CCS or the Buyer.
[bookmark: _3cqmetx]
[bookmark: _1rvwp1q]11.	Confidentiality 

[bookmark: _4bvk7pj]11.1 	Except where disclosure is clearly permitted by the Call-Off Contract, neither Party will disclose the other Party’s Confidential Information without the relevant Party’s prior written consent.

11.2 	Disclosure of Confidential Information is permitted where information:
· must be disclosed to comply with legal obligations placed on the Party making the disclosure
· belongs to the Party making the disclosure (who is not under any obligation of confidentiality) before its disclosure by the information owner
· was obtained from a third party who is not under any obligation of confidentiality, before receiving it from the disclosing Party
· is, or becomes, public knowledge, other than by breach of this Clause or the Call-Off Contract
· is independently developed without access to the other Party’s Confidential Information
· is disclosed to obtain confidential legal professional advice.
11.3 	The Buyer may disclose the Supplier’s Confidential Information:
· to any central government body on the basis that the information may only be further disclosed to central government bodies;
· to the UK Parliament, Scottish Parliament or Welsh or Northern Ireland Assemblies, including their committees;
· if the Buyer (acting reasonably) deems disclosure necessary or appropriate while carrying out its public functions;
· on a confidential basis to exercise its rights or comply with its obligations under the Call-Off Contract; or
· to a proposed transferee, assignee or novatee of, or successor in title to, the Buyer.
11.4 	References to disclosure on a confidential basis will mean disclosure subject to a confidentiality agreement or arrangement containing the same terms as those placed on the Buyer under this Clause. 

11.5 	The Supplier may only disclose the Buyer’s Confidential Information to Supplier Staff who are directly involved in the provision of the Services and who need to know the information to provide the Services. The Supplier will ensure that its Supplier Staff will comply with these obligations.
[bookmark: _2r0uhxc]
[bookmark: _1664s55]11.6 	Either Party may use techniques, ideas or knowledge gained during the Call-Off Contract unless the use of these things results in them disclosing the other Party’s Confidential Information where such disclosure is not permitted by the Framework Agreement, or is an infringement of Intellectual Property Rights.
[bookmark: _3q5sasy]
[bookmark: _25b2l0r]11.7 	Information about orders placed by a Buyer (including pricing information and the terms of any Call-Off Contract) may be published by CCS and may be shared with other Buyers.  Where Confidential Information is shared with other Buyers, CCS will notify the recipient of the information that its contents are confidential.

[bookmark: _kgcv8k]12. 	Conflict of Interest

12.1 	The Supplier will take all appropriate steps to ensure that Supplier Staff are not in a position where there is or may be an actual conflict between the financial or personal interests of the Supplier Staff and another Supplier where both are providing the Services to the Buyer under any Call-Off Contract in accordance with the Framework Agreement.

12.2 	Any breach of this Clause will be deemed to be a Material Breach.

12.3 	A conflict of interest may arise in situations including where a member of the Supplier Staff:

· is related to someone in another Supplier team who both form part of the same team performing the Services under the Framework Agreement;
· has a business interest in another Supplier who is part of the same team performing the Services under the Framework Agreement;
· is providing, or has provided, Services to the Buyer for the discovery phase; or
· has been provided with, or had access to, information which would give the Supplier or an affiliated company an unfair advantage in a Further Competition procedure.

12.4 	Where the Supplier identifies a risk of a conflict or potential conflict, they will (before starting work under the Call-Off Contract, unless otherwise agreed with the Buyer) inform the Buyer of such conflicts of interest and how they plan to mitigate the risk. Details of such mitigation arrangements are to be sent to the Buyer as soon as possible. On receiving this notification, the Buyer will, at its sole discretion, notify the Supplier if the mitigation arrangements are acceptable or whether the risk or conflict remains a Material Breach.

[bookmark: _34g0dwd]13. 	Intellectual Property Rights 

13.1 	Unless otherwise specified in the Call-Off Contract: 
· the Buyer will not have any right to the Intellectual Property Rights (IPRs) of the Supplier or its licensors, including the Supplier Background IPRs and any IPRs in the Supplier Software.
· the Crown may publish any Deliverable that is software as open source.
· the Supplier will not, without prior written approval from the Buyer, include any Supplier Background IPR or third party IPR in any Deliverable in such a way to prevent its publication;
· and failure to seek prior approval gives the Buyer right and freedom to use all Deliverables.
· the Supplier will not have any right to the Intellectual Property Rights of the Buyer or its licensors, including:
· the Buyer Background IPRs;
· the Project-Specific IPRs;
· IPRs in the Buyer Data.

13.2 	Where either Party acquires, by operation of Law, right to IPRs that is inconsistent with the allocation of rights set out above, it will assign in writing such IPRs as it has acquired to the other Party on the request of the other Party (whenever the request is made).

13.3 	Except where necessary for the performance of the Call-Off Contract (and only where the Buyer has given its prior approval), the Supplier will not use or disclose any of the Buyer Background IPRs, Buyer Data or the Project-Specific IPRs to or for the benefit of any third party.

13.4 	The Supplier will not include any Supplier Background IPRs or third-party IPRs in any release or Deliverable that is to be assigned to the Buyer under the Call-Off Contract, without approval from the Buyer.

13.5 	The Supplier will grant the Buyer (and any replacement Supplier) a perpetual, transferable, sub-licensable, non-exclusive, royalty-free licence to copy, modify, disclose and use the Supplier Background IPRs for any purpose connected with the receipt of the Services that is additional to the rights granted to the Buyer under the Call-Off Contract and to enable the Buyer:
· to receive the Services; 
· to make use of the Services provided by the replacement Supplier; and
· to use any Deliverables.

13.6	The Buyer grants the Supplier a non-exclusive, non-assignable, royalty-free licence to use the Buyer Background IPRs, the Buyer Data and the Project-Specific IPRs during the term of the Call-Off Contract for the sole purpose of enabling the Supplier to provide the Services. 

13.7 	The Buyer gives no warranty as to the suitability of any IPRs licensed to the Supplier hereunder. Any such licence:
· may include the right to grant sub-licences to Subcontractors engaged in providing any of the Services (or part thereof) provided that any such Subcontractor has entered into a confidentiality undertaking with the Supplier on the same terms as in clause 11 (Confidentiality) and that any such subcontracts will be non-transferable and personal to the relevant Subcontractor; and
· is granted solely to the extent necessary for the provision of the Services in accordance with the Call-Off Contract. The Supplier will ensure that the Subcontractors do not use the licensed materials for any other purpose.

13.8 	At the end of the term of the Call-Off Contract, the Buyer grants to the Supplier a licence to use the Project-Specific IPRs (excluding any information which is the Buyer’s Confidential Information or which is subject to the Data Protection Legislation) on the terms of the Open Government Licence v3.0.

13.9 	Subject to the above Clause, the Supplier will ensure that no unlicensed software or open source software (other than the open source software specified by the Buyer) is interfaced with or embedded within any Buyer Software or Deliverable.

13.10 	Before using any third-party IPRs related to the supply of the Services, the Supplier will submit to the Buyer for approval, all details of any third-party IPRs the Buyer requests.

13.11 	Where the Supplier is granted permission to use third-party IPRs in a request for approval, the Supplier will ensure that the owner of such third-party IPRs grants to the Buyer a licence on the terms informed to the Buyer in the request for approval.

13.12 	If the third-party IPR is made available on terms equivalent to the Open Government Licence v3.0, the request for approval will be agreed and the Supplier will buy licences under these terms. If not, and the Buyer rejects the Request for Approval, then the Call-Off Contract will need to be varied in accordance with Clause 30 ‘Changes to Services’.

13.13 	The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all losses which it may incur at any time as a result of any claim (whether actual alleged asserted and/or substantiated and including third party claims) that the rights granted to the Buyer in accordance with the Call-Off Contract or the performance by the Supplier of the provision of the Services or the possession or use by the Buyer of the Services or Deliverables delivered by the Supplier, including the publication of any Deliverable that is software as open source, infringes or allegedly infringes a third party’s Intellectual Property Rights (an ‘IPR Claim’).

13.14 	Clause 13.13 will not apply if the IPR Claim arises from:
· designs supplied by the Buyer;
· the use of data supplied by the Buyer which is not required to be verified by the Supplier under any provision of the Call-Off Contract; or
· other material provided by the Buyer necessary for the provision of the Services.

13.15	The indemnity given in Clause 13.13 will be uncapped. 

13.16 	The Buyer will notify the Supplier in writing of the IPR Claim made against the Buyer and the Buyer will not make any admissions which may be prejudicial to the defence or settlement of the IPR Claim. The Supplier will at its own expense conduct all negotiations and any litigation arising in connection with the IPR Claim provided always that the Supplier:
· consults the Buyer on all substantive issues which arise during the conduct of such litigation and negotiations;
· takes due and proper account of the interests of the Buyer;
· considers and defends the IPR Claim diligently using competent counsel and in such a way as not to bring the reputation of the Buyer into disrepute; and
· does not settle or compromise the IPR Claim without the prior approval of the Buyer (such decision not to be unreasonably withheld or delayed).

13.17 If an IPR Claim is made (or in the reasonable opinion of the Supplier is likely to be made) in connection with the Call-Off Contract, the Supplier will, at the Supplier’s own expense and subject to the prompt approval of the Buyer, use its best endeavours to:
· modify the relevant part of the Services or Deliverables without reducing their functionality or performance, or substitute Services or Deliverables of equivalent functionality or performance, to avoid the infringement or the alleged infringement, provided that there is no additional cost or burden to the Buyer;
· buy a licence to use and supply the Services or Deliverables, which are the subject of the alleged infringement, on terms which are acceptable to the Buyer; and
· promptly perform any responsibilities and obligations to do with the Call-Off Contract.

13.18	If an IPR Claim is made (or in the reasonable opinion of the Supplier is likely to be made) against the Supplier, the Supplier will immediately notify the Buyer in writing.

13.19	If the Supplier does not comply with provisions of this Clause within 20 Working Days of receipt of notification by the Supplier from the Buyer under clause 13.16 or receipt of the notification by the Buyer from the Supplier under clause 13.18 (as appropriate), the Buyer may terminate the Call-Off Contract for Material Breach and the Supplier will, on demand, refund the Buyer with all monies paid for the Service or Deliverable that is subject to the IPR Claim.

13.20 	The Supplier will have no rights to use any of the Buyer’s names, logos or trademarks without the Buyer’s prior written approval.

13.21 	The Supplier will, as an enduring obligation throughout the term of the Call-Off Contract where any software is used in the provision of the Services or information uploaded, interfaced or exchanged with the CCS or Buyer systems, use software and the most up-to-date antivirus definitions from an industry-accepted antivirus software vendor. It will use the software to check for, contain the spread of, and minimise the impact of Malicious Software (or as otherwise agreed between CCS or the Buyer, and the Supplier).

13.22 	If Malicious Software is found, the Supplier will co-operate with the Buyer to reduce the effect of the Malicious Software. If Malicious Software causes loss of operational efficiency or loss or corruption of Buyer Data, the Supplier will use all reasonable endeavours to help the Buyer to mitigate any losses and restore the provision of the Services to the desired operating efficiency as soon as possible.

13.23 	Any costs arising from the actions of the Buyer or Supplier taken in compliance with the provisions of the above clause, and clause 20.3, will be dealt with by the Buyer and the Supplier as follows:
· by the Supplier, where the Malicious Software originates from the Supplier Software or the Buyer Data while the Buyer Data was under the control of the Supplier, unless the Supplier can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by the Buyer when provided to the Supplier.
· by the Buyer if the Malicious Software originates from the Buyer Software or the Buyer Data, while the Buyer Data was under the control of the Buyer.

13.24	All Deliverables that are software shall be created in a format, or able to be converted into a format, which is suitable for publication by the Buyer as open source software, unless otherwise agreed by the Buyer.

13.25	Where Deliverables that are software are written in a format that requires conversion before publication as open source software, the Supplier shall also provide the converted format to the Authority unless the Authority agrees in advance in writing that the converted format is not required.

[bookmark: _1jlao46]14. 	Data Protection and Disclosure
14.1	The Parties will comply with the Data Protection Legislation and agree that the Buyer is the Controller and the Supplier is the Processor. The only processing the Supplier is authorised to do is listed at Schedule 9 unless Law requires otherwise (in which case the Supplier will promptly notify the Buyer of any additional processing if permitted by Law).	
14.2	The Supplier will provide all reasonable assistance to the Buyer to prepare any Data Protection Impact Assessment before commencing any processing (including provision of detailed information and assessments in relation to processing operations, risks and measures) and must notify the Buyer immediately if it considers that the Buyer’s instructions infringe the Data Protection Legislation.
14.3	The Supplier must have in place Protective Measures, which have been reviewed and approved by the Buyer as appropriate, to guard against a Data Loss Event, which take into account the nature of the data, the harm that might result, the state of technology and the cost of implementing the measures.
14.4	The Supplier will ensure that the Supplier Personnel only process Personal Data in accordance with this Call-Off Contract and take all reasonable steps to ensure the reliability and integrity of Supplier Personnel with access to Personal Data, including by ensuring they:
 	i)	are aware of and comply with the Supplier’s obligations under this Clause; 
ii)	are subject to appropriate confidentiality undertakings with the Supplier or relevant Subprocessor  
iii)	are informed of the confidential nature of the Personal Data and don’t publish, disclose or divulge it to any third party unless directed by the Buyer or in accordance with this Call-Off Contract 
iv)	are given training in the use, protection and handling of Personal Data

14.5	The Supplier will not transfer Personal Data outside of the European Economic Area unless the prior written consent of the Buyer has been obtained and the following conditions are met:

i) the Buyer or the Supplier has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Buyer;

ii) the Data Subject has enforceable rights and effective legal remedies;

iii) the Supplier complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Buyer in meeting its obligations); and

iv) the Supplier complies with any reasonable instructions notified to it in advance by the Buyer with respect to the processing of the Personal Data
14.6	The Supplier will delete or return the Buyer’s Personal Data (including copies) if requested in writing by the Buyer at the termination or expiry of this Call-Off Contract, unless required to retain the Personal Data by Law.
14.7	The Supplier will notify the Buyer immediately if it receives any communication from a third party relating to the Parties’ obligations under the Data Protection Legislation, or it becomes aware of a Data Loss Event, and will provide the Buyer with full and ongoing assistance in relation to each Party’s obligations under the Data Protection Legislation in accordance with any timescales reasonably required by the Buyer.

14.8	The Supplier will maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Supplier employs fewer than 250 staff, unless:

i) the Buyer determines that the processing is not occasional;

ii) 	the Buyer determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and 
ii) the Buyer determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects.
14.9	Before allowing any Subprocessor to process any Personal Data related to this Call-Off Contract, the Supplier must obtain the prior written consent of the Buyer, and shall remain fully liable for the acts and omissions of any Subprocessor.
14.10	The Buyer may amend this Call-Off Contract on not less than 30 Working Days’ notice to the Supplier to ensure that it complies with any guidance issued by the Information Commissioner’s Office.
[bookmark: _2iq8gzs]
15.	Buyer Data 

15.1 	The Supplier will not remove any proprietary notices relating to the Buyer Data.

15.2 	The Supplier will not store or use Buyer Data except where necessary to fulfil its obligations.

15.3	If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested and in the format specified by the Buyer.

15.4 	The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.

15.5 	The Supplier will ensure that any system which holds any Buyer Data complies with the security requirements prescribed by the Buyer.

[bookmark: _xvir7l]15.6 	The Supplier will ensure that any system on which the Supplier holds any protectively marked Buyer Data will be accredited as specific to the Buyer and will comply with:
· the government security policy framework and information assurance policy;
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management and Accreditation of Information Systems; and
· the relevant government information assurance standard(s).
[bookmark: _3hv69ve]
[bookmark: _1x0gk37]15.7 	Where the duration of the Call-Off Contract exceeds one year, the Supplier will review the accreditation status at least once a year to assess whether material changes have occurred which could alter the original accreditation decision in relation to Buyer Data. If any changes have occurred, the Supplier will re-submit such system for accreditation.
[bookmark: _4h042r0]
15.8 	If at any time the Supplier suspects that the Buyer Data that the Supplier has held, used, or accessed has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will at its own cost comply with any remedial action proposed by the Buyer.

15.9 	The Supplier will provide, at the request of CCS or the Buyer, any information relating to the Supplier’s compliance with its obligations under the Data Protection Legislation. The Supplier will also ensure that it does not knowingly or negligently fail to do something that places CCS or any Buyer in breach of its obligations of the Data Protection Legislation. This is an absolute obligation and is not qualified by any other provision of the Call-Off Contract. 

15.10 	The Supplier agrees to use the appropriate organisational, operational and technological processes and procedures to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.

[bookmark: _2w5ecyt]16. 	Document and source code management repository 

16.1 	The Supplier will comply with any reasonable instructions given by the Buyer as to where it will store documents and source code, both finished and in progress, during the term of the Call-Off Contract.

16.2 	The Supplier will ensure that all items that are uploaded to any repository contain sufficient detail, code annotations and instructions so that a third-party developer with the relevant technical abilities within the applicable role would be able to understand how the item was created and how it works together with the other items in the repository within a reasonable timeframe.

[bookmark: _1baon6m]17.	Records and audit access 
[bookmark: _3vac5uf]
[bookmark: _2afmg28]17.1 	The Supplier will allow CCS (and CCS’s external auditor) to access its information and conduct audits of the Services provided under the Call-Off Contract and the provision of Management Information (subject to reasonable and appropriate confidentiality undertakings). 
[bookmark: _pkwqa1]
[bookmark: _39kk8xu]18.	Freedom of Information (FOI) requests 

18.1 	The Supplier will transfer any Request for Information to the Buyer within 2 Working Days of receipt.

18.2 	The Supplier will provide all necessary help reasonably requested by the Buyer to enable the Buyer to respond to the Request for Information within the time for compliance set out in section 10 of the Freedom of Information Act or Regulation 5 of the Environmental Information Regulations.

18.3	To the extent it is permissible and reasonably practical for it to do so, CCS will make reasonable efforts to notify the Supplier when it receives a relevant FoIA or EIR request so that the Supplier may make appropriate representations.

[bookmark: _1opuj5n]19. 	Standards and quality

19.1 	The Supplier will comply with any standards in the Call-Off Contract and Section 4 (How Services will be delivered) of the Framework Agreement, and with Good Industry Practice. 

[bookmark: _48pi1tg]20.	Security 
[bookmark: _2nusc19]
[bookmark: _1302m92]20.1 	If requested to do so by the Buyer, the Supplier will, within 5 Working Days of the date of the Call-Off Contract, develop, obtain Buyer’s approval of, maintain and observe a Security Management Plan and an Information Security Management System (ISMS) which, after Buyer approval, will apply during the term of the Call-Off Contract. Both the ISMS and the Security Management Plan will comply with the security policy of the Buyer and protect all aspects of the Services, and all processes associated with the delivery of the Services.
[bookmark: _3mzq4wv]
20.2 	The Supplier will use software and the most up-to-date antivirus definitions available from an industry accepted antivirus software vendor to minimise the impact of Malicious Software.

[bookmark: _2250f4o]20.3 	If Malicious Software causes loss of operational efficiency or loss or corruption of Buyer Data, the Supplier will help the Buyer to mitigate any losses and will restore the Services to their desired operating efficiency as soon as possible.

20.4 	The Supplier will immediately notify CCS of any breach of security in relation to CCS’s Confidential Information (and the Buyer in relation to any breach regarding Buyer Confidential Information). The Supplier will recover such CCS and Buyer Confidential Information however it may be recorded.
[bookmark: _haapch]
[bookmark: _319y80a]20.5 	Any system development by the Supplier must also comply with the government’s ‘10 Steps to Cyber Security’ guidance, as amended from time to time and currently available at: https://www.ncsc.gov.uk/guidance/10-steps-cyber-security

[bookmark: _40ew0vw]20.6 	The Buyer will specify any security requirements for this project in the Order Form.
[bookmark: _2fk6b3p]
[bookmark: _upglbi]21.	Incorporation of terms
[bookmark: _3ep43zb]
21.1 	Upon the execution of a Statement of Work (SOW), the terms and conditions agreed in the SOW will be incorporated into the Call-Off Contract that the terms of the SOW are agreed under.

[bookmark: _1tuee74]22.	Managing disputes

22.1 	When either Party notifies the other of a dispute, both Parties will attempt in good faith to negotiate a settlement as soon as possible.

22.2 	Nothing in this prevents a Party from seeking any interim order restraining the other Party from doing any act or compelling the other Party to do any act.

22.3 	If the dispute cannot be resolved, either Party will be entitled to refer it to mediation in accordance with the procedures below, unless:
· the Buyer considers that the dispute is not suitable for resolution by mediation;
· the Supplier does not agree to mediation.

22.4 	The procedure for mediation is as follows:
· A neutral adviser or mediator will be chosen by agreement between the Parties. If the Parties cannot agree on a mediator within 10 Working Days after a request by one Party to the other, either Party will as soon as possible, apply to the mediation provider or to the Centre for Effective Dispute Resolution (CEDR) to appoint a mediator. This application to CEDR must take place within 12 Working Days from the date of the proposal to appoint a mediator, or within 3 Working Days of notice from the mediator to either Party that they are unable or unwilling to act.
· The Parties will meet with the mediator within 10 Working Days of the mediator’s appointment to agree a programme for the exchange of all relevant information and the structure for negotiations to be held. The Parties may at any stage seek help from the mediation provider specified in this clause to provide guidance on a suitable procedure.
· Unless otherwise agreed, all negotiations connected with the dispute and any settlement agreement relating to it will be conducted in confidence and without prejudice to the rights of the Parties in any future proceedings.
· If the Parties reach agreement on the resolution of the dispute, the agreement will be recorded in writing and will be binding on the Parties once it is signed by their duly authorised representatives.
· Failing agreement, either Party may invite the mediator to provide a non-binding but informative opinion in writing. Such an opinion will be provided without prejudice and will not be used in evidence in any proceedings relating to the Call-Off Contract without the prior written consent of both Parties.
· If the Parties fail to reach agreement in the structured negotiations within 60 Working Days of the mediator being appointed, or such longer period as may be agreed by the Parties, then any dispute or difference between them may be referred to the courts.

22.5 	Either Party may request by written notice that the dispute is referred to expert determination if the dispute relates to:
· any technical aspect of the delivery of the digital services;
· the underlying technology; or
· is otherwise of a financial or technical nature.

22.6	An expert will be appointed by written agreement between the Parties, but if there’s a failure to agree within 10 Working Days, or if the person appointed is unable or unwilling to act, the expert will be appointed on the instructions of the President of the British Computer Society (or any other association that has replaced the British Computer Society).

22.7 	The expert will act on the following basis:
· they will act as an expert and not as an arbitrator and will act fairly and impartially;
· the expert's determination will (in the absence of a material failure to follow the agreed procedures) be final and binding on the Parties;
· the expert will decide the procedure to be followed in the determination and will be requested to make their determination within 30 Working Days of their appointment or as soon as reasonably practicable and the Parties will help and provide the documentation that the expert needs for the determination;
· any amount payable by one Party to another as a result of the expert's determination will be due and payable within 20 Working Days of the expert's determination being notified to the Parties
· the process will be conducted in private and will be confidential;
· the expert will determine how and by whom the costs of the determination, including their fees and expenses, are to be paid.

22.8 	Without prejudice to any other rights of the Buyer under the Call-Off Contract, the obligations of the Parties under the Call-Off Contract will not be suspended, ceased or delayed by the reference of a dispute submitted to mediation or expert determination and the Supplier and the Supplier Staff will comply fully with the Requirements of the Call-Off Contract at all times.

[bookmark: _4du1wux]23.	Termination

[bookmark: _2szc72q]23.1 	The Buyer will have the right to terminate the Call-Off Contract at any time by giving the notice to the Supplier specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date set out in the Buyer’s notice.

23.2 	The minimum notice period (expressed in Working Days) to be given by the Buyer to terminate under this Clause will be the number of whole days that represent 20% of the total duration of the current SOW to be performed under the Call-Off Contract, up to a maximum of 30 Working Days. 

23.3 	Partial days will be discounted in the calculation and the duration of the SOW will be calculated in full Working Days. 

23.4 	The Parties acknowledge and agree that:
· the Buyer’s right to terminate under this Clause is reasonable in view of the subject matter of the Call-Off Contract and the nature of the Service being provided.
· the Call-Off Contract Charges paid during the notice period given by the Buyer in accordance with this Clause are a reasonable form of compensation and are deemed to fully cover any avoidable costs or losses incurred by the Supplier which may arise either directly or indirectly as a result of the Buyer exercising the right to terminate under this Clause without cause.
· Subject to clause 34 (Liability), if the Buyer terminates the Call-Off Contract without cause, they will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate such Loss. If the Supplier holds insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of such Loss, with supporting evidence of unavoidable Losses incurred by the Supplier as a result of termination.

23.5 	The Buyer will have the right to terminate the Call-Off Contract at any time with immediate effect by written notice to the Supplier if:
· the Supplier commits a Supplier Default and if the Supplier Default cannot, in the opinion of the Buyer, be remedied; or
· the Supplier commits any fraud.

23.6 	Either Party may terminate the Call-Off Contract at any time with immediate effect by written notice to the other if:
· the other Party commits a Material Breach of any term of the Call-Off Contract (other than failure to pay any amounts due under the Call-Off Contract) and, if such breach is remediable, fails to remedy that breach within a period of 15 Working Days of being notified in writing to do so;
· an Insolvency Event of the other Party occurs, or the other Party ceases or threatens to cease to carry on the whole or any material part of its business
· a Force Majeure Event occurs for a period of more than 15 consecutive calendar days.
[bookmark: _184mhaj]
23.7 	If a Supplier Insolvency Event occurs, the Buyer is entitled to terminate the Call-Off Contract. 
[bookmark: _3s49zyc]
[bookmark: _279ka65]24. 	Consequences of termination
[bookmark: _meukdy]
[bookmark: _36ei31r]24.1 	If the Buyer contracts with another Supplier, the Supplier will comply with Clause 29.
[bookmark: _1ljsd9k]
[bookmark: _45jfvxd]24.2   	The rights and obligations of the Parties in respect of the Call-Off Contract (including any executed SOWs) will automatically terminate upon the expiry or termination of the relevant Call-Off Contract, except those rights and obligations set out in clause 24.6.
[bookmark: _2koq656]
[bookmark: _zu0gcz]24.3   	At the end of the Call-Off Contract period (howsoever arising), the Supplier must:
· immediately return to the Buyer:
· all Buyer Data including all copies of Buyer Software and any other software licensed by the Buyer to the Supplier under the Call-Off Contract;
· any materials created by the Supplier under the Call-Off Contract where the IPRs are owned by the Buyer;
· any items that have been on-charged to the Buyer, such as consumables; and
· all equipment provided to the Supplier. This equipment must be handed back to the Buyer in good working order (allowance will be made for reasonable wear and tear).
· immediately upload any items that are or were due to be uploaded to the repository when the Call-Off Contract was terminated (as specified in Clause 27);
· cease to use the Buyer Data and, at the direction of the Buyer, provide the Buyer and the replacement Supplier with a complete and uncorrupted version of the Buyer Data in electronic form in the formats and on media agreed with the Buyer and the replacement Supplier;
· 	destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 months after the date of expiry or termination (whichever is the earlier), and provide written confirmation to the Buyer that the data has been destroyed, except where the retention of Buyer Data is required by Law;
· vacate the Buyer premises;
· work with the Buyer on any work in progress and ensure an orderly transition of the Services to the replacement supplier;
· return any sums prepaid for Services which have not been delivered to the Buyer by the date of expiry or termination;
· provide all information requested by the Buyer on the provision of the Services so that:
· the Buyer is able to understand how the Services have been provided; and
· the Buyer and the replacement supplier can conduct due diligence.
[bookmark: _3jtnz0s]
[bookmark: _1yyy98l]24.4	Each Party will return all of the other Party’s Confidential Information. Each Party will confirm that it does not retain the other Party’s Confidential Information except where the information must be retained by the Party as a legal requirement or where the Call-Off Contract states otherwise.
[bookmark: _4iylrwe]
[bookmark: _2y3w247]24.5	All licences, leases and authorisations granted by the Buyer to the Supplier in relation to the Services will be terminated at the end of the Call-Off Contract period (howsoever arising) without the need for the Buyer to serve notice except where the Call-Off Contract states otherwise.
[bookmark: _1d96cc0]
[bookmark: _3x8tuzt]24.6	Termination or expiry of the Call-Off Contract will not affect:
· any rights, remedies or obligations accrued under the Call-Off Contract prior to termination or expiration;
· the right of either Party to recover any amount outstanding at the time of such termination or expiry;
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses:
· 8 - Payment Terms and VAT
· 9 - Recovery of Sums Due and Right of Set-Off
· 11 - Confidentiality
· 12 - Conflict of Interest
· 13 - Intellectual Property Rights
· 24 - Consequences of Termination
· 28 - Staff Transfer
· 34 - Liability
· 35 - Waiver and cumulative remedies
· any other provision of the Framework Agreement or the Call-Off Contract which expressly or by implication is to be performed or observed notwithstanding termination or expiry will survive the termination or expiry of the Call-Off Contract.
[bookmark: _2ce457m]
[bookmark: _rjefff]25.	Supplier’s status

[bookmark: _3bj1y38]25.1 	The Supplier is an independent Contractor and no contract of employment or partnership is created between the Supplier and the Buyer. Neither Party is authorised to act in the name of, or on behalf of, the other Party.

[bookmark: _1qoc8b1]26.	Notices

26.1 	Any notices sent must be in writing. For the purpose of this Clause, an email is accepted as being in writing.
  
[bookmark: _4anzqyu]26.2 	The following table sets out the method by which notices may be served under the Call-Off Contract and the respective deemed time and proof of Service:
[bookmark: _2pta16n]
	Delivery type
	Deemed delivery time
	Proof of Service

	Email
	9am on the first Working Day after sending
	Dispatched in a pdf form to the correct email address without any error message


[bookmark: _14ykbeg]
[bookmark: _3oy7u29]26.3 	The address and email address of each Party will be the address and email address in the Order Form.

[bookmark: _243i4a2]27.	Exit plan

27.1 	The Buyer and the Supplier will agree an exit plan during the Call-Off Contract period to enable the Supplier Deliverables to be transferred to the Buyer ensuring that the Buyer has all the code and documentation required to support and continuously develop the Service with Buyer resource or any third party as the Buyer requires. The Supplier will update this plan whenever there are material changes to the Services. A Statement of Work may be agreed between the Buyer and the Supplier to specifically cover the exit plan.

[bookmark: _5zb6t75xrjdd]28. 	Staff Transfer
 
28.1        The Parties agree that nothing in the Call-Off Contract or the provision of the Services is expected to give rise to a transfer of employment to which the Employment Regulations apply.
 
28.2        The Supplier will fully indemnify the Buyer against all Supplier Staff Liabilities which arise as a result of any claims brought against the Buyer due to any act or omission of the Supplier or any Supplier Staff.
[bookmark: _9pten9r5h920]
28.3        The indemnity given in Clause 28.2 will be uncapped.

[bookmark: _j8sehv]29.	Help at retendering and handover to replacement supplier

29.1 	When requested, the Supplier will (at its own expense where the Call-Off Contract has been terminated before end of term due to Supplier cause) help the Buyer to migrate the Services to a replacement Supplier in line with the exit plan (Clause 27) to ensure continuity of the Services. Such help may include Supplier demonstrations of the existing code and development documents, software licences used and Buyer approval documents. The Supplier will also answer Service and development-related clarification questions.

[bookmark: _338fx5o]29.2	Within 10 Working Days of a request by the Buyer, the Supplier will provide any information needed by the Buyer to prepare for any procurement exercise or to facilitate any potential replacement Supplier undertaking due diligence. The exception to this is where such information is deemed to be Commercially Sensitive Information, in which case the Supplier will provide the information in a redacted form.

[bookmark: _1idq7dh]30.	Changes to services

30.1 	It is likely that there will be changes to the scope of the Services during the Call-Off Contract period. Agile projects have a scope that will change over time. The detailed scope (eg as defined in user stories) can evolve and change during the Call-Off Contract Period. These changes do not require formal contract changes but do require the Buyer and Supplier to agree these changes. 
 
30.2 	Any changes to the high-level scope of the Services must be agreed between the Buyer and Supplier. The Supplier will consider any request by the Buyer to change the scope of the Services, and may agree to such request. 

[bookmark: _42ddq1a]31.	Contract changes  

[bookmark: _2hio093]31.1 	All changes to the Call-Off Contract which cannot be accommodated informally as described in Clause 30 will require a Contract Change Note. 
[bookmark: _wnyagw]
[bookmark: _3gnlt4p]31.2 	Either Party may request a contract change by completing and sending a draft Contract Change Note in the form in Schedule 4 of Part C - The Schedules ('the Contract Change Notice') to the other Party giving sufficient information to enable the other Party to assess the extent of the change and any additional cost that may be incurred. The Party requesting the contract change will bear the costs of preparation of the Contract Change Notice. Neither Party will unreasonably withhold or delay consent to the other Party’s proposed changes to the Call-Off Contract. 

31.3 	Due to the agile-based delivery methodology recommended by the Framework Agreement, it may not be possible to exactly define the consumption of Services over the duration of the Call-Off Contract in a static Order Form. The Supplier should state the initial value of all Services that are likely to be consumed under the Call-Off Contract. 
	
[bookmark: _1vsw3ci]32.	Force Majeure
[bookmark: _4fsjm0b] 
[bookmark: _2uxtw84]32.1 	Neither Party will be liable to the other Party for any delay in performing, or failure to perform, its obligations under the Call-Off Contract (other than a payment of money) to the extent that such delay or failure is a result of a Force Majeure event. Each Party will use all reasonable endeavours to continue to perform its obligations under the Call-Off Contract for the length of a Force Majeure event. If a Force Majeure event prevents a Party from performing its obligations under the Call-Off Contract for more than 15 consecutive calendar days, the other Party may terminate the Call-Off Contract with immediate effect by notice in writing.
[bookmark: _1a346fx]
[bookmark: _3u2rp3q]33.	Entire agreement 
[bookmark: _2981zbj]
[bookmark: _odc9jc]33.1 	The Call-Off Contract constitutes the entire agreement between the Parties relating to the matters dealt within it. It supersedes any previous agreement between the Parties relating to such matters.

[bookmark: _u2xfjjtl4ynq]33.2 	Each of the Parties agrees that in entering into the Call-Off Contract it does not rely on, and will have no remedy relating to, any agreement, statement, representation, warranty, understanding or undertaking (whether negligently or innocently made) other than as described in the Call-Off Contract.
[bookmark: _7tj0tk6oervb]
[bookmark: _47hxl2r]33.3	Nothing in this Clause or Clause 34 will exclude any liability for (or remedy relating to) fraudulent misrepresentation or fraud.
[bookmark: _3ls5o66]
[bookmark: _20xfydz]34.	Liability 

34.1 Neither Party excludes or limits its liability for:
· death or personal injury;
· bribery or fraud by it or its employees;
· breach of any obligation as to title implied by section 12 of the Sale of Goods Act 1979 or section 2 of the Supply of Goods and Services Act 1982; or
· any liability to the extent it cannot be excluded or limited by Law.

34.2 	In respect of the indemnities in Clause 13 (Intellectual Property Rights) and Clause 28 (Staff Transfer) the Supplier’s total liability will be unlimited. Buyers are not limited in the number of times they can call on this indemnity.

34.3 	Subject to the above, each Party's total aggregate liability relating to all Losses due to a Default in connection with this agreement resulting in direct loss or damage to physical Property (including any technical infrastructure, assets or Equipment) of the other Party, will be limited to the greater of the sum of £500,000 or a sum equal to 200% of the Call-Off Contract Charges paid, due or which would have been payable under the Call-Off Contract in the 6 months immediately preceding the event giving rise to the liability.
· Losses covered by this clause 34.3 that occur in the first 6 months of a Call-Off Contract, will be limited to the greater of the sum of £500,000 or a sum equal to 200% of the estimated Call-Off Contract Charges for the first 6 months of the Call-Off Contract.
[bookmark: _4kx3h1s]
[bookmark: _302dr9l]34.4 	Subject to clause 34.1, in no event will either Party be liable to the other for any:
· loss of profits;
· loss of business; 
· loss of revenue; 
· loss of or damage to goodwill;
· loss of savings (whether anticipated or otherwise); or
· any indirect, special or consequential loss or damage.
[bookmark: _1f7o1he]
[bookmark: _3z7bk57]34.5 	The Supplier will be liable for the following types of loss which will be regarded as direct and will be recoverable by the Buyer:
· the additional operational or administrative costs and expenses arising from any Material Breach; and/or
· any regulatory losses, fines, expenses or other losses arising from a breach by the Supplier of any Law.

[bookmark: _2eclud0]34.6 	No enquiry, inspection, approval, sanction, comment, consent, or decision at any time made or given by, or on behalf of, the Buyer to any document or information provided by the Supplier in its provision of the Services, and no failure of the Buyer to discern any defect in, or omission from, any such document or information will exclude or limit the obligation of the Supplier to carry out all the obligations of a professional Supplier employed in a client and Buyer relationship.
[bookmark: _thw4kt]
34.7 	Unless otherwise expressly provided, the obligations of the Buyer under the Call-Off Contract are obligations of the Buyer in its capacity as a Contracting counterparty and nothing in the Call-Off Contract will be an obligation on, or in any other way constrain the Buyer in any other capacity, nor will the exercise by the Buyer of its duties and powers in any other capacity lead to any liability under the Call-Off Contract on the part of the Buyer to the Supplier. 

[bookmark: _3dhjn8m]34.8 	Any liabilities which are unlimited will not be taken into account for the purposes of establishing whether any limits relating to direct loss or damage to physical Property within this Clause have been reached. 
[bookmark: _1smtxgf] 
[bookmark: _2rrrqc1]35.	Waiver and cumulative remedies 

35.1	The rights and remedies provided by this agreement may be waived only in writing by the Buyer or the Supplier representatives in a way that expressly states that a waiver is intended, and such waiver will only be operative regarding the specific circumstances referred to.

35.2 	Unless a right or remedy of the Buyer is expressed to be exclusive, the exercise of it by the Buyer is without prejudice to the Buyer’s other rights and remedies. Any failure to exercise, or any delay in exercising, a right or remedy by either Party will not constitute a waiver of that right or remedy, or of any other rights or remedies.

[bookmark: _16x20ju]36.	Fraud 

36.1 	The Supplier will notify the Buyer if it suspects that any fraud has occurred, or is likely to occur. The exception to this is if while complying with this, it would cause the Supplier or its employees to commit an offence.

36.2 	If the Supplier commits any fraud relating to a Framework Agreement, the Call-Off Contract or any other Contract with the government:
· the Buyer may terminate the Call-Off Contract
· CCS may terminate the Framework Agreement
· CCS and/or the Buyer may recover in full from the Supplier whether under Clause 36.3 below or by any other remedy available in law.

36.3 	The Supplier will, on demand, compensate CCS and/or the Buyer, in full, for any loss sustained by CCS and/or the Buyer at any time (whether such loss is incurred before or after the making of a demand following the indemnity hereunder) in consequence of any breach of this Clause. 

[bookmark: _3qwpj7n]37.	Prevention of bribery and corruption
[bookmark: _261ztfg] 
37.1 The Supplier will not commit any Prohibited Act.

37.2 The Buyer and CCS will be entitled to recover in full from the Supplier and the Supplier will, on demand, compensate CCS and/or the Buyer in full from and against:
· the amount of value of any such gift, consideration or commission; and
· any other loss sustained by CCS and/or the Buyer in consequence of any breach of this Clause

[bookmark: _l7a3n9]38.	Legislative change 

38.1	The Supplier will neither be relieved of its obligations under the Call-Off Contract nor be entitled to increase the Call-Off Contract prices as the result of a general change in Law or a Specific Change in Law without prior written approval from the Buyer.
[bookmark: _356xmb2]
39.	Publicity, branding, media and official enquiries 

39.1	The Supplier will take all reasonable steps to not do anything which may damage the public reputation of the Buyer. The Buyer may terminate the Call-Off Contract for Material Breach where the Supplier, by any act or omission, causes material adverse publicity relating to or affecting the Buyer or the Call-Off Contract. This is true whether or not the act or omission in question was done in connection with the performance by the Supplier of its obligations hereunder.
[bookmark: _1kc7wiv]
[bookmark: _44bvf6o]40.	Non Discrimination

40.1	The Supplier will notify CCS and relevant Buyers immediately of any legal proceedings issued against it by any Supplier Staff on the grounds of discrimination.
[bookmark: _2jh5peh]
[bookmark: _ymfzma]41.	Premises 

41.1	Where either Party uses the other Party’s premises, such Party is liable for all Loss or damage it causes to the premises. Such Party is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.

41.2 	The Supplier will use the Buyer’s premises solely for the Call-Off Contract. 

41.3	The Supplier will vacate the Buyer’s premises upon termination or expiry of the Call-Off Contract.

41.4	This Clause does not create any tenancy or exclusive right of occupation.

41.5	While on the Buyer’s premises, the Supplier will:
· ensure the security of the premises; 
· comply with Buyer requirements for the conduct of personnel;
· comply with any health and safety measures implemented by the Buyer;
· comply with any instructions from the Buyer on any necessary associated safety measures; and
· notify the Buyer immediately in the event of any incident occurring on the premises where that incident causes any personal injury or damage to Property which could give rise to personal injury.

41.6	The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request. 

41.7	All Equipment brought onto the Buyer’s premises will be at the Supplier's risk. Upon termination or expiry of the Call-Off Contract, the Supplier will remove such Equipment. 

[bookmark: _3im3ia3]42.	Equipment           
  
42.1	Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.

42.2	Upon termination or expiry of the Call-Off Contract, the Supplier will remove the Equipment, and any other materials, leaving the premises in a safe and clean condition. 
[bookmark: _1xrdshw]
[bookmark: _4hr1b5p]43.	Law and jurisdiction 

43.1	The Call-Off Contract will be governed by the Laws of England and Wales. Each Party agrees to submit to the exclusive jurisdiction of the courts of England and Wales and for all disputes to be conducted within England and Wales.
[bookmark: _2wwbldi]
[bookmark: _1c1lvlb]44.	Defined Terms


	‘Assurance’
	The verification process undertaken by CCS as described in section 5 of the Framework Agreement

	‘Background IPRs’
	For each Party:
·  IPRs owned by that Party before the date of the Call-Off Contract, including IPRs contained in any of the Party's know-how, documentation, processes and procedures;
·  IPRs created by the Party independently of the Call-Off Contract; and/or
· For the Buyer, Crown Copyright which is not available to the Supplier otherwise than under the Call-Off Contract;
but excluding IPRs owned by that Party subsisting in Buyer Software or Supplier Software

	‘Buyer’
	A UK public sector body, or Contracting Body, as described in the OJEU Contract Notice, that can execute a competition and a Call-Off Contract within the Framework Agreement

	‘Buyer Background IPRs’
	Background IPRs of the Buyer

	'Buyer’s Confidential Information'
	All Buyer Data and any information that relates to the business, affairs, developments, trade secrets, know-how, personnel, and Suppliers of the Buyer, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above

Any other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential')

	'Buyer Data'
	Data that is owned or managed by the Buyer, including Personal Data gathered for user research, eg recordings of user research sessions and lists of user research participants

	'Buyer Software'
	Software owned by or licensed to the Buyer (other than under or pursuant to this Call-Off Contract), which is or will be used by the Supplier for the purposes of providing the Services

	'Call-Off Contract'
	The legally binding agreement (entered into following the provisions of the Framework Agreement) for the provision of Services made between a Buyer and the Supplier

This may include the key information summary, Order Form, requirements, Supplier’s response, Statement of Work (SOW), Contract Change Notice (CNN) and terms and conditions as set out in the Call-Off Contract Order Form

	'Charges'
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under the Call-Off Contract, as set out in the applicable SOW(s), in consideration of the full and proper performance by the Supplier of the Supplier’s obligations under the Call-Off Contract and the specific obligations in the applicable SOW

	'Commercially Sensitive Information'
	Information, which CCS has been notified about, (before the start date of the Framework Agreement) or the Buyer (before the Call-Off Contract start date) with full details of why the Information is deemed to be commercially sensitive

	‘Comparable Supply’
	The supply of services to another customer of the Supplier that are the same or similar to any of the Services

	‘Confidential Information’ 
	CCS's Confidential Information or the Supplier's Confidential Information, which may include (but is not limited to):
· any information that relates to the business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· any other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential')

	'Contracting Bodies'
	The Buyer and any other person as listed in the OJEU Contract Notice or Regulation 2 of the Public Contracts Regulations 2015, as amended from time to time, including CCS

	'Control'
	Control as defined in section 1124 and 450 of the Corporation Tax Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly

	‘Controller’
	Takes the meaning given in the Data Protection Legislation.

	'Crown'

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including government ministers and government departments and particular bodies, persons, commissions or agencies from time to time carrying out functions on its behalf

	‘Data Loss Event’
	Any event that results, or may result, in unauthorised access to Personal Data held by the Supplier under this Call-Off Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Call-Off Contract, including any Personal Data Breach.

	‘Data Protection Impact Assessment’
	An assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data.

	‘Data Protection Legislation’
	All applicable Law about the processing of personal data and privacy (including the GDPR, LED and DPA 2018) and including if applicable legally binding guidance and codes of practice issued by the Information Commissioner.

	‘Data Protection Officer’
	Takes the meaning given in the Data Protection Legislation.

	‘Data Subject’
	Takes the meaning given in the Data Protection Legislation.

	'Default'
	· any breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term) 
· any other default, act, omission, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff in connection with or in relation to the Framework Agreement or this Call-Off Contract 
Unless otherwise specified in this Call-Off Contract the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer

	'Deliverable'
	A tangible work product, professional service, outcome or related material or item that is to be achieved or delivered to the Buyer by the Supplier as part of the Services as defined in the Order Form and all subsequent Statement of Work

	'Digital Marketplace'
	The government marketplace where Services will be be bought (https://www.digitalmarketplace.service.gov.uk/)

	‘DPA 2018’
	Data Protection Act 2018.

	‘Employment Regulations’
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) as amended or replaced or any other Regulations implementing the European Council Directive 77/187/EEC on the approximation of laws of European member states relating to the safeguarding of employees’ rights in the event of transfers of undertakings, businesses or parts of undertakings or businesses, as amended or re-enacted from time to time

	'Equipment'
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under the Call-Off Contract

	‘Extension Period’
	The period (expressed in Working Days) that the initial Call-Off Contract term is extended by following notice given by the Buyer to the Supplier in accordance with Clause 1.4, such period not to exceed the number of whole days that represent 25% of the initial Call-Off Contract period. 


	'FoIA'
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act occasionally together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation

	‘Force Majeure’
	Force Majeure means anything affecting either Party's performance of their obligations arising from any of the following: 
●	acts, events, omissions, happenings or non-happenings beyond the reasonable control of the affected Party
●	riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
●	acts of government, local government or Regulatory Bodies
●	fire, flood, any disaster and any failure or shortage of power or fuel
●	an industrial dispute affecting a third party for which a substitute third party is not reasonably available

The following do not constitute a Force Majeure event:
●	any industrial dispute relating to the Supplier, its staff, or any other failure in the Supplier’s (or a Subcontractor's) supply chain
●	any event or occurrence which is attributable to the wilful act, neglect or failure to take reasonable precautions against the event or occurrence by the Party concerned

	'Framework Agreement'
	The Framework Agreement between CCS and the Supplier for the provision of the Services dated 27/09/2018

	'Further Competition'
	The Further Competition procedure as described in Section 3 (how Services will be bought) of the Framework Agreement.

	‘GDPR’
	The General Data Protection Regulation (Regulation (EU) 2016/679).

	'Good Industry Practice'
	Standards and procedures conforming to the Law and the application of skill, care and foresight which would be expected from a person or body who has previously been engaged in a similar type of undertaking under similar circumstances. The person or body must adhere to the technology code of practice (https://www.gov.uk/service-manual/technology/code-of-practice.html) and the government service design manual (https://www.gov.uk/service-manual)

	'Group'
	A company plus any subsidiary or holding company.
'Holding company' and 'Subsidiary' are defined in section 1159 of the Companies Act 2006

	‘Group of Economic Operators’
	A partnership or consortium not (yet) operating through a separate legal entity.  

	'Holding Company'
	As described in section 1159 and Schedule 6 of the Companies Act 2006

	'Information'
	As described under section 84 of the Freedom of Information Act 2000, as amended from time to time

	'Insolvency Event'
	may be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand
· a Schedule A1 moratorium

	'Intellectual Property Rights' or 'IPR'
	means:
a) copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, service marks, logos, database rights, trade marks, rights in internet domain names and website addresses and other rights in trade or business  names, design rights (whether registerable or otherwise), Know-How, trade secrets and moral rights and other similar rights or obligations whether registerable or not;
b) applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction; and
c) all other rights whether registerable or not having equivalent or similar effect in any country or jurisdiction (including but not limited to the United Kingdom) and the right to sue for passing off.

	‘Key Staff’
	Means the Supplier Staff named in the SOW as such

	'KPI Target'
	The acceptable performance level for a key performance indicator (KPI) 

	'Law'
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body

	‘LED'
	Law Enforcement Direction (Directive (EU) 2016/680).

	'Loss'
	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly

	   ‘Lot’
	A subdivision of the Services which are the subject of this procurement as described in the OJEU Contract Notice

	'Malicious Software'
	Any software program or code intended to destroy, or cause any undesired effects. It could be introduced wilfully, negligently or without the Supplier having knowledge of its existence.

	'Management Charge'
	The sum paid by the Supplier to CCS being an amount of 1.0% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or termination of any Call-Off Contract

	'Management Information'
	The Management Information (MI) specified in section 6 of the Framework Agreement

	‘Management Information (MI) Failure’
	If any of the below instances occur, CCS may treat this as an 'MI Failure':
· there are omissions or errors in the Supplier’s submission
· the Supplier uses the wrong template
· the Supplier’s report is late
· the Supplier fails to submit a report

	'Material Breach’ (Framework Agreement) 
	A breach by the Supplier of the following Clauses in the Framework Agreement: 
· Subcontracting 
· Non-Discrimination
· Conflicts of Interest and Ethical Walls
· Warranties and Representations 
· Provision of Management Information
· Management Charge 
· Prevention of Bribery and Corruption
· Safeguarding against Fraud
· Data Protection and Disclosure
· Intellectual Property Rights and Indemnity 
· Confidentiality
· Official Secrets Act 
· Audit 

	'Material Breach’ (Call-Off Contract) 
	A single serious breach of or persistent failure to perform as required in the Call-Off Contract   

	'OJEU Contract Notice'
	The advertisement for this procurement issued in the Official Journal of the European Union

	'Order Form'
	An order in the form set out in Part A of the Call-Off Contract for Digital Outcome and Specialist Services placed by a Buyer with the Supplier

	'Other Contracting Bodies'
	All Contracting Bodies, or Buyers, except CCS

	'Party'
	· for the purposes of the Framework Agreement; CCS or the Supplier
· for the purposes of the Call-Off Contract; the Supplier or the Buyer,
 and 'Parties' will be interpreted accordingly

	'Personal Data'
	Takes the meaning given in the Data Protection Legislation.

	‘Personal Data Breach’
	Takes the meaning given in the Data Protection Legislation.

	‘Processing’
	This has the meaning given to it under the Data Protection Legislation but, for the purposes of this Framework Agreement and Call-Off Contract, it will include both manual and automatic processing. ‘Process’ and ‘processed’ will be interpreted accordingly.

	‘Processor’
	Takes the meaning given in the Data Protection Legislation.

	'Prohibited Act'
	To directly or indirectly offer, promise or give any person working for or engaged by a buyer or CCS a financial or other advantage to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	‘Project-Specific IPRs’
	· Intellectual Property Rights in items, including Deliverables, created by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of the Call-Off Contract and updates and amendments of these items including (but not limited to) database schema; and/or
· Intellectual Property Rights arising as a result of the performance of the Supplier's obligations under the Call-Off Contract;
but not including the Supplier Background IPRs

	'Property'
	The property, other than real property and IPR, issued or made available to the Supplier by the Buyer in connection with a Call-Off Contract

	‘Protective Measures’
	Appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	'Regulations'
	The Public Contracts Regulations 2015 (at http://www.legislation.gov.uk/uksi/2015/102/contents/made) and the Public Contracts (Scotland) Regulations 2012 (at http://www.legislation.gov.uk/ssi/2012/88/made), as amended from time to time

	'Regulatory Bodies'
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in the Framework Agreement or the Call-Off Contract

	‘Release’
	The Deliverable for a particular Statement of Work. Its delivery by the Supplier and its acceptance by the Buyer completes the Statement of Work.

	'Reporting Date'
	The seventh day of each month following the month to which the relevant MI relates. A different date may be chosen if agreed between the Parties

	'Request for Information'
	A request for information or an apparent request under the Code of Practice on Access to Government Information, FoIA or the Environmental Information Regulations

	'Self Audit Certificate'
	The certificate in the form as set out in Framework Agreement Schedule 1 - Self Audit Certificate, to be provided to CCS by the Supplier in accordance with Framework Agreement Clause 7.6.

	'Services'
	Digital outcomes, digital specialists, user research studios or user research participants to be provided by the Supplier under a Call-Off Contract

	'Specific Change in Law'
	A change in the Law that relates specifically to the business of CCS and which would not affect a Comparable Supply

	'Statement of Requirements'
	A statement issued by CCS or any Buyer detailing its Services requirements issued in the Call-Off Contract

	'Statement of Work' (SOW)
	The document outlining the agreed body of works to be undertaken as part of the Call-Off Contract between the Buyer and the Supplier. This may include (but is not limited to) the Statement of Requirements, the Deliverable(s), the completion dates, the charging method. Multiple SOWs can apply to one Call-Off Contract

	'Subcontractor'
	Each of the Supplier’s Subcontractors or any person engaged by the Supplier in connection with the provision of the digital services as may be permitted by Clause 9.18 of the Framework Agreement or the Call-Off Contract 

	‘Subprocessor’
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	‘Supplier’
	The Supplier of Digital Outcomes and Specialists services who successfully bid for Call-Off Contracts as outlined in the Contract Notice within the Official Journal of the European Union (OJEU Notice).  The identifying details of the Supplier to be bound by the terms of the Call-Off Contract are set out in the Order Form.

	‘Supplier Background IPRs’
	Background IPRs of the Supplier

	‘Supplier Software’
	Software which is proprietary to the Supplier and which is or will be used by the Supplier for the purposes of providing the Services

	'Supplier Staff'
	All persons employed by the Supplier including the Supplier's agents and consultants used in the performance of its obligations under the Framework Agreement or the Call-Off Contract

	‘Supplier Staff Liabilities
	Any claims, actions, proceedings, orders, demands, complaints, Losses and any awards or compensation reasonably incurred in connection with any claim or investigation related to employment

	'Working Day'
	Any day other than a Saturday, Sunday or public holiday in England and Wales, from 9am to 5pm unless otherwise agreed with the Buyer and the Supplier in the Call-Off Contract
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1.1 The Buyer Requirements
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1.2 The Supplier response

[Redacted] 



[bookmark: _Ref522090884]Schedule 3 - Statement of Work (SOW), including pricing arrangements and Key Staff

 Sch 3.1        SOW Details

	Date of SOW:
	16/09/2019

	SOW Reference:
	DOS – ID&T - 01

	Buyer:
	The Department for Work and Pensions

	Supplier:
	Hippo Digital Limited

	Release Type(s):
	Enhancing DWP Capability in Identity and Trust

	Phase(s) of Development:
	Various – dependant on initiative

	Release Completion Date:
	31/03/2020

	Duration of SOW
	6.5 Months ending 31st September 2020

	Charging Method(s) for this Release:
	Time and Materials


 
3.1.1           The Parties will execute a SOW for each Release. Note that any ad-hoc Service requirements are to be treated as individual Releases in their own right (in addition to the Releases at the delivery stage); and the Parties should execute a separate SOW in respect of each.
3.1.2           The rights, obligations and details agreed by the Parties and set out in this SOW apply only in relation to the Services that are to be delivered under this SOW and will not apply to any other SOW’s executed or to be executed under this Call-Off Contract unless otherwise agreed by the Parties. 
 
Sch 3.2        Key Staff
3.2.1        The Parties agree that the Key Staff in respect of this Project are detailed in the table below.
3.2.2           Table of Key Staff:
	Name
	Role
	Details

	[Redacted]
	Deputy Director 
	 [Redacted]

	[Redacted]
	Senior Business Manager
	[Redacted]


 
Sch 3.3        Deliverables

3.3.1        Background/Objectives

Hippo Digital will support the following outcomes to be delivered under this SoW:

DWP Identity & Trust are required to deliver an element of the Dynamic Trust Hub by March 2020 which will include orchestration, matching and risk capabilities, for c65% of Universal Credit claimants. Implementing this service will negate the need for DWP to undertake face to face identity interviews in job centres, at a cost of £40m over 10 years. Similarly, the Dynamic Trust Hub will enable 35k Tax Credits users per week (10% of the intake) to re-use their HMRC identity, again preventing face to face interviews in job centres.

This element of the Dynamic Trust Hub will:
· Provide reduced reliance on current identity solutions, whilst protecting current remote identity success rates
· Support the enabling of citizens to interact with Government Digital Channels safely and to prevent fraud and error occurring in the Department. 
· Support the enabling of User Centred Trusted Attribute Exchange, enabling data attributes to be shared outside of DWP

The Dynamic Trust Hub is not a single delivery and is constructed of a number of capabilities that lead to a number of deliveries, these include CYI, Authenticate, SYI and FED Prevention.

Hippo Digital’s workforce are required to have:

· Delivery experience of identity and access management in government
· Experience of building multi supplier collaborative teams
· User centred design and delivery capability deployed into prioritised area


3.3.2	Scope
3.3.2.1 DWP ID&T Services team require Hippo Digital to provide Identity specialist support teams to provide service outcomes to ensure citizens have greater access to services via Digital Channels, by proving who they are. 
3.3.2.2 Hippo Digital will provide the following specialist team roles;

[image: ]

3.3.2.3 The deliverables are outcomes based and are articulated in section 3.3.3 to allow the supplier to manage the resource and tell them what is required of them to deliver the contract.

3.3.2.4 The resources will be under the day to day direction and control of the Supplier, not the Buyer. 
 
3.3.2.5 Any quality and non-delivery issues will be raised directly with the Supplier, not the resources.

3.3.2.6 The Supplier will be held accountable for non-delivery of requirements that are specified in the contract, not the resources.

3.3.2.7 The Supplier is able to send substitute resources to carry out the work if required.


3.3.3	Specific Deliverables
The outcomes to be delivered under this SoW are for Hippo to:

	Ref
	Deliverable
	Description
	Acceptance Criteria

	1. 
	Existing ID&T
	· Explore existing Identity and Trust capabilities elsewhere in DWP and Government.
· Produce a report detailing the existing capabilities as detailed above.
 
	Sign off/approval by [Redacted]– Head of IDT

	2. 
	Identify User Needs
	· Conduct workshops and interviews with relevant Buyer stakeholders to assess user needs
· Produce a document that prioritises DWP user needs, following the various workshops and interviews detailed above.

	Sign off/approval by [Redacted]– Lead Product Owner

	3. 
	User Research
	Present feedback and recommendations via PowerPoint regarding the outcome of the user research in relation to IDT services.
	Presentation to Delivery Team

	4. 
	Upskilling
	· Produce a detailed plan detailing approach to upskilling the team in Agile Practices following an assessment and prioritisation of the needs of the team.
· Create L&D materials on standards including GPG 44 & 45;
· Hold learning sessions for ID&T squads on standards including GPG 44 & 45;

	Sign off/approval by [Redacted] – Head of IDT

	5. 
	Delivery
	Define stories and prioritise the backlog to support the delivery of enabling third parties to access DWP data, raising deviation where necessary.
	Weekly Checkpoints with Delivery Team

	6. 
	Existing Teams
	Produce a document that describes a high-level summary of the work undertaken to understand work progressed by the Buyer’s existing teams to date in relation to the IDT Services.
	Sign off/approval by [Redacted] Head of IDT

	7. 
	Design Solutions
	Produce high level and detailed solution options for ID&T services that includes, CYI, SYI, Authenticate, F&E Prevention to enable design approval to be obtained from relevant design forums.
	Design approval to be obtained from relevant Governance forums

	8. 
	Design and Architecture
	Produce and Maintain the IDT Standard Design and Architecture artefacts for ID&T services that includes, CYI, SYI, Authenticate, F&E Prevention:
	Sign off/ Approval by [Redacted] Head of IDT




Sch 3.4	Call-Off Contract Charges

The Total value of this SoW, including capped expenses will not exceed [Redacted]
[Redacted] (incl. VAT* and capped expenses). This is based on the roles and days stated in Charging Method(s) for this Release: applying the Call-Off Contract Charges as stated in this document. Any travel to other sites other than the base location in Sheffield shall be paid in accordance with the DWP Travel, Accommodation and Expenses Policy expenses policy as set out at Schedule 6 and shall in no event exceed [Redacted] (excluding VAT). 

* VAT calculated using the published rate of 20% as at the date of this SOW.  For the avoidance of doubt, VAT will be charged at the prevailing rate.
	
3.4.1 Resource table

[Redacted]


3.4.2. For each individual Statement of Work (SOW), the applicable Call-Off Contract Charges (in accordance with the charging method in the Order Form) will be calculated using all of the following:

· the agreed relevant rates for Supplier staff or facilities, which are inclusive of any applicable expenses and exclusive of VAT and which were submitted to the Buyer during the Further Competition that resulted in the award of this Call-Off Contract.
· the number of days, or pro rata for every part of a day, that Supplier staff or facilities will be actively providing the Services during the term of the SOW.

3.4.3 The Supplier will provide a detailed breakdown of rates based on time and materials Charges, inclusive of expenses and exclusive of VAT, with sufficient detail to enable the Buyer to verify the accuracy of the time and material Call-Off Contract Charges incurred. 

The detailed breakdown for the provision of Services during the term of the SOW will include (but will not be limited to): 
· a role description per Supplier Staff;
· a facilities description;
· the agreed relevant rate per day;
· any expenses charged per day, which are in line with the Buyer’s expenses policy (if applicable);
· the number of days, or pro rata for every part day, they will be actively providing the Services during the term of the SOW; and
· the total cost per role/facility

The Supplier will also provide a summary which is to include:
· Total value of this SOW
· Overall Call-Off Contract value
· Remainder of value under overall Call-Off Contract Charge
	Where: 
Remainder of value under overall Call-Off Contract Charge = overall Call-Off Contract value - sum of total value of all SOWs invoiced
· Whether there is any risk of exceeding Overall Call-Off Contract value (and thereby requiring a Contract Change Note (CCN) to continue delivery of Services)

3.4.4 If a capped or fixed price has been agreed for a SOW:
· The Supplier will continue at its own cost and expense to provide the Services even where the agreed price has been exceeded; and
· The Buyer will have no obligation or liability to pay for the cost of any Services delivered relating to this order after the agreed price has been exceeded.

3.4.5 Risks or contingencies will be included in the Charges. The Parties agree that the following assumptions, representations, risks and contingencies will apply in relation to the Charges.

3.4.5.1.Assumptions and Key Considerations
1. Work location – Supplier resources will be based at the Buyer’s Sheffield Hub location, 2 Kings Court, 80 Hanover Way, Sheffield, S3 7UF.
3.4.6 Any changes to the Supplier Staff (not applicable to Lot 3 Services) should be agreed with the Buyer and covered by a separate SOW where it cannot be accommodated within an existing SOW.

3.4.7 Multiple SOWs can operate concurrently.

3.4.8 The Supplier will keep accurate records of the time spent by the Supplier staff in providing the services and will provide records to the Buyer for inspection on request (not applicable to Lot 3 Services)

3.4.9 	SOW Acceptance Criteria

3.4.9.1 Supplementary to the general Acceptance Criteria set out in the Order Form.      Acceptance of the Deliverables (paragraph 3.3) shall also be subject to the following Acceptance Criteria:

· Resources perform to the expected accuracy and standard for the skill-set required;
· Resources meet planned deliverables and any contractual obligations; 
· Where applicable; all facilities, infrastructure, hosting, software and connectivity perform to the required standard;
· The Supplier pro-actively manages their resource skills / state of offshore facilities by identifying issues early and in a timely fashion addressing any defects.


	Sch 3.5. Call-Off Contract Extension Period
Where the Buyer has specified an Extension Period in the Order Form, the Parties agree that an Extension Period of up to 25% of the initial Call-Off Contract Period can be added to the term of the Call-Off Contract, to accommodate any changes to the Deliverables, or delay in meeting the Buyer’s requirements. The Buyer must give the Supplier the minimum notice specified in the Order Form that an Extension Period is required, set out how long the Extension Period is to be, and obtain prior written approval from the Supplier before applying any Extension Period to the Call-Off Contract period. 

Sch 3.6. Agreement of statement of works

	BY SIGNING this SOW, the parties agree to be bound by the terms and conditions set out herein:
 
	For and on behalf of the Supplier:

	Name and title
	[Redacted]

	Signature and date
	 [Redacted]



	For and on behalf of the departmental Buyer:

	Name and title
	[Redacted]

	Signature and date
	[Redacted] 



Please note that this is the first SOW. If the value of the first SOW is lower than the overall Call-Off Contract value, and subsequent SOW(s) are required to ensure the Services are delivered, they must be raised and signed by the Buyer and the Supplier, with a copy sent to CCS for its records.

If you exceed the overall Call-Off Contract value and Supplier Staff are still required to deliver the services, then a contract change note (CCN) must be raised, explaining the reason(s) for the extension.






Appendix 1 - Indicative Cost Profile

[Redacted]




Expenses


[Redacted]
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Schedule 4 - Contract Change Notice (CCN)

Order Form reference for the Call-Off Contract being varied:

BETWEEN:
	Buyer Full Name  ("the Buyer")

and

Supplier Full Name ("the Supplier")



1. The Call-Off Contract is varied as follows and shall take effect on the date signed by both Parties: 
Guidance Note:  Insert full details of the change including:
Reason for the change;
Full Details of the proposed change;
Likely impact, if any, of the change on other aspects of the Call-Off Contract; 

2. Words and expressions in this Contract Change Notice shall have the meanings given to them in the Call-Off Contract.

3. The Call-Off Contract, including any previous changes shall remain effective and unaltered except as amended by this change.

Signed by an authorised signatory for and on behalf of the Buyer
	Signature:
	[image: ]

	Date:
	

	Name:
	

	Address:
	

	
	



Signed by an authorised signatory to sign for and on behalf of the Supplier
	Signature:
	[image: ]

	Date:
	

	Name:
	

	Address:
	





[bookmark: _Ref522090907]Schedule 5 - Balanced Scorecard
In addition to the Supplier’s performance management obligations set out in the Framework Agreement, the Parties may agree to the following Balanced Scorecard & KPIs for this Call-Off Contract (see Balanced Scorecard Model below):
[image: ]
The purpose of the Balanced Scorecard is to promote contract management activity, through measurement of a Supplier’s performance against Key Performance Indicators, which the Buyer and Supplier should agree at the beginning of a Call-Off Contract. The targets and measures listed in the example scorecard (above) are for guidance and should be changed to meet the agreed needs of the Buyer and Supplier.

The recommended process for using the Balanced Scorecard is as follows:
1. The Buyer and Supplier agree a templated Balanced Scorecard together with a performance management plan, which clearly outlines the responsibilities and actions that will be taken if agreed performance levels are not achieved.
2. On a pre-agreed schedule (e.g. monthly), both the Buyer and the Supplier provide a rating on the Supplier’s performance
3. Following the initial rating, both Parties meet to review the scores and agree an overall final score for each Key Performance Indicator
4. Following agreement of final scores, the process is repeated as per the agreed schedule

CCS encourages Buyers to share final scores with CCS, so that performance of the Framework Agreement can be monitored. This may be done by emailing scores to: cloud_digital@crowncommercial.gov.uk.




[bookmark: _Ref522090915]Schedule 6 - Optional Buyer terms and conditions

	DWP Offshoring Policy V4.0
	


	HMG Baseline Personnel Security Standard V 6.0 08/01/2015
	



	DWP Travel, Accommodation and Expenses Policy
	






[bookmark: _Ref522090930]Schedule 7 - How Services are bought (Further Competition process)
 
Services are bought under this Call-Off Contract using the Further Competition process set out in Section 3 of the Framework Agreement (How Services will be bought). 




[bookmark: _Ref522090941]Schedule 8 - Deed of guarantee

Not Used





[bookmark: _Ref515022816]Schedule 9 - Processing, Personal Data and Data Subjects

Not Used








[bookmark: _Ref515023652]Schedule 10 – Alternative Clauses

Not Used
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Department for Work and Pensions

Enhancing DWP's Digital Delivery Capability of Identity and Trust



		Important dates 



		Opportunity attribute name 

		Opportunity attribute value 



		Published 

		Monday 24 June 2019 



		Deadline for asking questions 

		Monday 1 July 2019 at 11:59pm GMT 



		Closing date for applications 

		Monday 8 July 2019 at 11:59pm GMT 





Overview 

		



		Opportunity attribute name 

		Opportunity attribute value 



		Summary of the work 

		Support DWP in exploiting and building on existing Identity and Trust capabilities elsewhere in Government by working as part of our AGILE programme team. DWP have hard dependencies to provide a Dynamic Trust Hub that enables citizens greater access to services via Digital Channels by proving who they are. 



		Latest start date 

		Monday 5 August 2019 



		Expected contract length 

		12 Months 



		Location 

		Yorkshire and the Humber 



		Organisation the work is for 

		Department for Work and Pensions 



		Budget range 

		





About the work 

		



		Opportunity attribute name 

		Opportunity attribute value 



		Why the work is being done 

		DWP have a strategic requirement to develop DWP Identity and Trust capabilities and deliver a Dynamic Trust Hub, enabling citizens to interact with Government Digital Channels safely and to prevent fraud and error occurring in the Department. Delivery milestones are set for November 2019 and March 2020. 





		Problem to be solved 

		DWP needs to develop and enhance its Identity and Trust capabilities and deliver a Dynamic Trust Hub. To support this, a supplier is required that can provide Agile Digital teams with flexible capacity and capability to meet changes in demand over the life of the contract. These teams will work across multiple disciplines including, but not limited to, product ownership, business analysis, user research and delivery management to enable delivery of hard dependencies. They will be required to deliver outcomes that enable DWP to reduce its reliance on current identity solutions, whilst protecting current remote identity success rates. 





		Who the users are and what they need to do 

		Citizens accessing Government Digital Channels who need to securely verify their identity on-line, so that they can interact with our on-line services. 





		Early market engagement 

		DWP has carried out some early market engagement activity in relation to the Dynamic Trust Hub. An advert was published via Contracts Finder on 15th March 2019 inviting suppliers to apply to attend early market engagement discussions with DWP. These sessions helped DWP to define its requirements and develop a better understanding of the offerings and capability available in the marketplace. 





		Any work that’s already been done 

		There are 5 products at various stages of the AGILE lifecycle and each of these form part of the Dynamic Trust Hub capabilities. 





		Existing team 

		Current existing AGILE Programme team mixed with Civil Service employees and other supplier contractors based in DWP Sheffield Digital Hub 





		Current phase 

		Discovery 






Work setup 

		



		Opportunity attribute name 

		Opportunity attribute value 



		Address where the work will take place 

		Kings Court, 80 Hannover Way, Level 2, Sheffield, S3 7UF 



		Working arrangements 

		Close working with the existing team in our Sheffield Hub, complimenting our capability to enable delivery of hard dependencies. Required to be on site in our Sheffield Hub 5 days per week (Monday-Friday). Any travel expenses to the Sheffield Hub should be included in individual day rates. 





		Security clearance 

		Minimum Baseline Personnel Security Standard (BPSS) 







Additional information 

Skills and experience 

Buyers will use the essential and nice-to-have skills and experience to help them evaluate suppliers’ technical competence. 

		Opportunity attribute name 

		Opportunity attribute value 



		Essential skills and experience 

		· Provide an example of where you have delivered an Identity and access management process that was shared across government departments, within constraints of legislation and within an agile delivery environment.

· Demonstrate experience of rapid iterative prototyping secure digital solutions based on ongoing user research within an agile delivery environment

· Provide an example of where you have delivered an identity proving service within another government department for a large front-facing programme.

· Provide an example of where you prevented Fraud & Error entering a digital channel within an agile delivery environment

· Provide an example of where you have delivered a service whilst adhering to the Good Practice Guide (GPG) 44 & 45 standards

· Demonstrate experience of how you have ensured that you gain at pace, a detailed understanding of the service and project requirements to allow rapid, involvement in design and decision activities

· Demonstrate experience of delivering design and development capability of Identity service in an Agile environment.

· Demonstrate experience of aligning development activities with other parallel work streams across split sites, ensuring quality standards are maintained

· Capability to supplement resources using a remote model (i.e. not at a DWP location) and have capability to deliver with compliance to ISO27001 standards.

· Immediate capacity to supply experienced (2+ years) product owners, business analyst, user researchers and delivery managers



		Nice-to-have skills and experience 

		Have experience of working within DWP or a comparable organisation within the last 3 years. 











How suppliers will be evaluated 

		



		Opportunity attribute name 

		Opportunity attribute value 



		How many suppliers to evaluate 

		5 







		

Proposal criteria 

		· Proposed approach and methodology to meet the Department's requirements.

· Strength of deliverable outcomes and timeframe to undertake

· Expertise in relation to maintaining delivery focus and accountability. How will this expertise be applied to benefit DWP

· Processes for identification of risks and dependencies and the approaches to manage them

· How the approach or solution meets DWP's policy or goal

· Value for money

· Team Structure





		Cultural fit criteria 

		· Demonstrable experience and evidence of engaging a diverse range of internal/external stakeholders, including Identity specialists, a variety of Agile roles and working at a senior level

· Demonstrable experience and evidence of building relationships to support digital transformation

· Demonstrable experience and evidence of transparent and collaborative working



		Payment approach 

		Time and materials 



		

Assessment methods

 

		Written proposal 



		Evaluation weighting 

		Technical competence - 50%

Cultural fit - 20%

Price - 30%
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Request for Proposal template



Enhancing DWP's Digital Delivery Capability of Identity and Trust



		Date:



		[Bidder to update]



		Supplier Company Name



		[Bidder to update]



		Supplier contact Email



		[Bidder to update]



		Supplier Contact Phone

		[Bidder to update]
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1. [bookmark: _Toc507116003][bookmark: _Toc13219140][bookmark: _Toc13487569][bookmark: _Toc13734070]Timetable for mini-competition



This mini-competition will be completed against the following timescales using the Digital Outcomes and Specialists framework:



		Activity

		Date



		Requirement Published

		24/06/2019



		Deadline for supplier clarification questions

		02/07/2019



		Closing date for supplier applications

		08/07/2019



		Suppliers notified of shortlisting outcome

		11/07/2019



		Request for proposal issued

		11/07/2019



		Deadline for supplier clarification questions

		15/07/2019



		Deadline for response to requests for proposal

		17/07/2019



		Suppliers notified of evaluation outcome

		w/c 22/07/2019



		Contract Award Date

		05/08/2019





	Please note the above dates are subject to change at DWP’s discretion





Authority point of contact

All responses to this requirement should be submitted to the following point of contact using the email address listed:



	Name: 			Nicola Redman

	Email Address:		Nicola.Redman@DWP.GOV.UK





































2. [bookmark: _Toc507116004][bookmark: _Toc13219141][bookmark: _Toc13487570][bookmark: _Toc13734071]Summary of the work

DWP have a strategic requirement to develop DWP Identity and Trust capabilities and deliver a Dynamic Trust Hub, enabling citizens to interact with Government Digital Channels safely and to prevent fraud and error occurring in the Department. There are strict delivery milestones set for November 2019 and March 2020. 



The DWP Identity and Trust Services team needs to develop and enhance its Identity and Trust capabilities and deliver a Dynamic Trust Hub. To support this, a requirement is for a supplier that can provide Agile Digital team specialists with flexible capacity and capability to integrate with the existing Agile Programme team and meet changes in demand over the life of the contract. These specialists will have Identity and Trust knowledge or experience and will work across multiple disciplines including, but not limited to, product owners, business analysts, user researchers and delivery managers to enable delivery of strict Delivery milestones. 



Our current existing Agile Programme team is mixed with Civil Service employees and other supplier contractors based in our DWP Sheffield Digital Hub, Kings Court, 80 Hanover Way, Sheffield, S3 7UF.



The DWP Identity and Trust Services team’s requirement of the supplier is to assist with but not limited to:



· Enabling users greater access to services via digital channels by proving who they are

· Provide a frictionless service, that reduces fraud and error, that allows us to focus on value add activity 

· Exploit and build on existing service capabilities where user needs are already being met elsewhere in government 



Currently, there are 5 products at various stages of the Agile lifecycle, majority within Discovery, and each of these form part of the Dynamic Trust Hub capabilities.



The requirement of the specialists will be to support and deliver outcomes that enable DWP to reduce its reliance on current identity solutions, whilst protecting current remote identity success rates. 



The Supplier is required to provide Digital teams comprising the following role types:

· Product Owner

· User Researcher

· Delivery Manager

· Business Analyst



There may be a future requirement for a Supplier to provide roles as follows:

· Architect 

· Service Design 

· Interaction Design



Indicative Organisation Model 



The profile of the supplier team is expected to flex over time in order to support changing Programme requirements. 

Responses to this RFP should be priced on a time and material basis against the indicative profile below to enable price evaluation of suppliers:





		Role

		Location

		Indicative FTE Resource profile 

(Assumed number of FTE’s averaging 20 working days per month)



		Delivery Manager

		Onsite at DWP Sheffield Hub, Kings Court 

		1



		Product Owner

		Onsite at DWP Sheffield Hub, Kings Court

		1



		Business Analyst

		Onsite at DWP Sheffield Hub, Kings Court

		3



		User Researcher

		Onsite at DWP Sheffield Hub, Kings Court

		3



		Architect 

		Onsite at DWP Sheffield Hub, Kings Court

		1



		Service Design 

		Onsite at DWP Sheffield Hub, Kings Court

		1



		Interaction Design

		Onsite at DWP Sheffield Hub, Kings Court

		1



		Total FTE

		11









Bidders are requested to price a daily rate card against each of the above roles within the indicative resource profile above, which will be used to manage any subsequent change to the resource profile throughout the Programme lifecycle. 

Bidders should take note that the resource is indicative and subject to draw down of Statement of Works (SoW), meaning there are no minimum commitments or exclusivities to these rate cards. 



Note: Different pricing models ranging from Fixed Price, T&M and Capped T&M may be used for the SoWs as agreed under the Call-Off Contract with the pricing methodology agreed on a case by case basis.



























3. Response Guidance

This competition will be evaluated using a written proposal and price. 



Suppliers are required to use this template when submitting their response to the Request for Proposal using each of the sections below. The response must include the following attachments:



i. Attachment 1: Pricing template in response to part 3 – Price



Maximum 200 words per question, PDF File, excluding drawings, graphs and any attachments. 



Suppliers are requested to provide a response by email to:



Nicola.Redman@DWP.GOV.UK





Within the subject field of the email Suppliers must include ‘ID&T DOS Request for Proposal’, their ‘Company Name’, and ‘Email 1of X’.  (E.g. “ID&T DOS Request for Proposal – Supplier ABC – Email 1 of 1”.



i. If Suppliers need to submit their response on more than one email (e.g. due to file size restrictions of 10MB per email) then the Suppliers must indicate within the email subject field the corresponding number of emails being sent (e.g. email l 1of 3, email 2 of 3, email 3 of 3 etc.).

ii. Suppliers must clearly write the name of the contact with (Role, Email address, and Telephone number) in the body of the email.



Bidders should refer to the requirements and evaluation criteria the buyer published on the Digital Marketplace as you will be evaluated against these in relation to how well your proposal meets the buyer’s requirements.







		Part 1 – Technical Competence



		C1

		Please document your approach and method to meeting the requirement. Your response should include:



· A summary of your conceptual understanding of the requirement

· How the approach or solution meets ID&T policy and hard dependencies 

· How the approach or solution meets DWP user needs



		C1 – Supplier response

(Max 200 Words)

		













		C2



		Please document your ability to gain, at pace, a detailed understanding of the solution to allow ongoing support and further development.



Your response should include:



· Evidence of where you have undertaken a rapid knowledge take on across different technologies.

· Your approach to knowledge sharing and collaborative working, including experience of DWP processes.





		C2 – Supplier response

(Max 200 Words)

		











		C3

		Please describe your experience and expertise in relation to maintaining delivery focus and accountability.



Your response should also include how this expertise will be applied to benefit DWP.





		C3 – Supplier response

(Max 200 Words)

		









		C4

		Describe your process for identifying risks and dependencies and your approach to managing them.



Your response should also include:



· Any risks or issues that you can foresee with meeting these requirements.



· Any assumptions/dependencies and how you will help DWP to manage.



		C4 – Supplier response

(Max 200 Words)

		











		C5

		Please describe your process for resource acquisition and management with evidence of its maturity and use elsewhere.



Your response should include your capability of:

· standing up a team from the contract award date; 

· managing resource scaling with related timeframes;

· managing staff rotation;

· managing attrition;

· managing under-performance;



· Whether the available supplier resource pool includes any subcontractors or partnered resources. In instances of sub-contractor and/or partnered resources then evidence to demonstrate the structure of the relationship and how it is governed.



· Ability to deploy the team onsite at the Customer’s location and how security clearance up to Baseline Personnel Security Standard (BPSS), is managed including related timescales.



		C5 – Supplier response

(Max 200 Words)

		







		C6

		Please document value for money (VfM) proposals associated with the provision of resources as part of this requirement. 



Your response should include:



· Details of each VFM proposal

· Clarity on how DWP can best leverage the proposal

· Assumptions/Dependencies

· Inclusions/Exclusions





		C6 – Supplier response

(Max 200 Words)

		



		Part 2 – Cultural Fit



		D1 

		Demonstrable experience and evidence of engaging a diverse range of internal/external stakeholders, including Identity specialists, a variety of Agile roles and working at a senior level





		D1 – Supplier response

(Max 200 Words)

		











		D2 

		Demonstrable experience and evidence of building relationships to support digital transformation





		D2 – Supplier response

(Max 100 Words)

		











		D3 

		Demonstrable experience and evidence of transparent and collaborative working





		D3 – Supplier response

(Max 100 Words)

		











		Part 3 – Price



		E1 

		Suppliers are asked to provide a Time and Materials price response to this requirement





		Supplier response

		Please complete the ‘ID&T Pricing Response Template’ attached









[bookmark: _Toc507116006][bookmark: _Toc509244108][bookmark: _Toc13219143][bookmark: _Toc13487572]





































































4. [bookmark: _Toc13734072]Evaluation Approach



Scoring scheme:

		Score

		Description



		0

		Not met or no evidence



		1

		Partially met



		2

		Met



		3

		Exceeded









Evaluation

Evaluation will be conducted in accordance with the Digital Outcomes and Specialists buyers’ guide: https://www.gov.uk/guidance/how-to-evaluate-digital-outcomes-and-specialists-suppliers.



Shortlisted suppliers will be scored against their responses to the Request for Proposal requirements and the original published requirement based on:

· Technical competence – e.g. how well the supplier’s skills and proposal meet this need;

· Cultural fit – e.g. how the supplier will work in DWP’s organisation;

· Price of the proposal.



An evaluation team may be used by the Authority. When the evaluation team has finished scoring all suppliers individually, a moderated score will be agreed for each criterion. This will be arrived by:

· Discussing why each evaluator gave each supplier the score they did for each criteria;

· Reaching group agreement on each supplier’s score for each criteria.

Suppliers will be evaluated against each of the three bullets above and assigned a score. Scores will then be weighted in accordance with the % weightings for this mini-competition. The supplier with the highest overall score will be selected.

The scoring process

1. Suppliers will be scored in accordance with the scoring scheme detailed above.

2. Suppliers will be given a score for technical competence and cultural fit based on their proposals.

3. Overall scores for technical competence and cultural fit are calculated.

4. Suppliers given a price score proportionate to the cheapest response.

5. Overall weighted score calculated for each supplier.

6. [bookmark: _Toc507116007][bookmark: _Toc509244109][bookmark: _Toc13219144][bookmark: _Toc13487573]The supplier with the highest score is selected as the winner (Subject to contract and validation of their Financial Standing).



5. [bookmark: _Toc13734073]Financial Variable Risk Assessment



A financial viability risk assessment will be undertaken prior to entering into contract with the preferred Supplier, to ensure the Supplier is sufficiently financially stable to deliver against the requirements and meet their obligations under the agreement. The FVRA will not count towards the overall evaluation scores, but will be used to highlight any financial risks to the Authority. This will be used to provide feedback to Potential Providers on issues they need to consider and resolve in order to satisfy DWP's confidence that the potential provider can deliver the proposed contract. An overall “Red” rating may result in elimination from the competition.

Individual Potential Provider responses will be assessed on the following three areas:

 

· Organisational Stability; 

· Financial Stability; and

· Growth Management.

 

If the assessment of any of the above areas produces a RAG rating of RED the result will be potential elimination from the procurement. An organisation that has a negative balance sheet (technically insolvent) will be given a RAG rating of RED. Further investigation and clarification will be required by the Authority to fully understand the issues causing the red rating.

In order to complete a Financial Variability Risk Assessment DWP will request potential providers to provide accounts for the past two years of trading. In the absence of audited statements, other information will be requested that is considered sufficient for assessment purposes.

 

Examples of other information that may be requested to demonstrate the potential provider’s economic and financial standing can include but is not limited to:



· Parent company accounts (if applicable)

· Deeds of guarantee

· Bankers statements and references

· Accountants’ references

· Management accounts

· Financial projections, including cash flow forecasts

· Details and evidence of previous contracts, including contract values

· Capital availability.

 

Furthermore, in part to the above considerations DWP would have a reasonable expectation that the potential supplier will have a turnover of at least 100% of the potential contract value. Where turnover falls below this threshold DWP will review other factors.

 

Further guidance can be found at: https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/137569/PPN_Supplier_financial_risk_Feb-18.pdf
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Overview

1.

All services performed by Contractors on behalf of DWP must comply with

Her Majesty's Government (HMG) policies and standards and in particular the
Cabinet Office Security Policy Framework (SPF) - Mandatory Requirement 31
which mandates that Government Departments must have an Information
Security Policy setting out how it and its delivery partners, including those

offshore comply with the SPF minimum requirements.

In compliance with this requirement, DWP has implemented the DWP
Offshoring Policy which details controls and recommended practices for those
responsible for awarding and managing contracts for DWP, and Contractors
or its Sub-contractor who are considering hosting or accessing DWP
Systems, Services or Official Information (also known as ‘Authority Data’)
outside of the UK.

Offshoring

3.

Definition of Offshoring

The Government SIRO defines offshoring as “Any arrangement where the
performance of any part of the services or a solution under a contract may

occur outside the UK for domestic (UK) consumption”

The DWP Offshoring Policy controls apply when a contractor or sub-

contractor wishes to:

Host DWP systems, services or official information outside the UK;

Allow staff based outside the UK to have access to DWP systems, services or
official information;

Bring foreign nationals (“Landed Resources”) to the UK to provide services
including, but not limited to, Applications Development and Support, Testing
and other similar activities;

Develop system applications outside the UK.

Send diagnostic data to an organisation outside the UK as a result of break/fix

activity
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Example Scenarios

4.

The following examples illustrate some typical Offshoring scenarios:

(When we refer to Contractor this also includes sub-contractors)
Contractor staff outside the UK access DWP Official Information or Systems
hosted in the UK.

Contractor staff outside the UK access DWP Official Information or Systems
hosted outside the UK.

Contractor staff in the UK access DWP Official Information or Systems hosted
outside the UK.

A Contractor causes foreign nationals to be brought to the United Kingdom,
for the purpose of delivering Services to DWP in the UK, and these members
of staff have access to DWP Official Information or Systems.

A Contractor staff outside the UK are utilised for systems applications
development, regardless of whether personal data is directly involved in that
work.

Contractor staff outside the UK are utilised for IT support or administration.

The following examples are NOT Offshoring:

(When we refer to Contractor this also includes sub-contractors)
A Contractor provides Services to DWP, and systems or data is hosted
outside the UK but this does not include DWP Official Information or Systems.
A Contractor provides services to DWP, and this involves Contractor staff
outside the UK, but these staff do not have access to any DWP Official
Information or Systems.
A Contractor causes foreign nationals already living in the UK to provide the
Services.
A Contractor causes foreign nationals to be brought to the United Kingdom,
for the purpose of delivering Services to DWP, and these members of staff do
not have any access to DWP Official Information or Systems.

Offshoring Process and Approval

6.

Offshoring (including Landed Resources) is subject to the DWP Offshoring

Approval process. This process ensures that DWP is sighted on instances of
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10.

11.

Offshoring and allows an assessment of risk to be made. The Contractor is
responsible for informing DWP prior to Offshoring any Services which include

access to or storage of DWP Official Information and Systems.

If Tenderers are planning to Offshore they will be required to complete the
DWP Offshore Proposal Questionnaire and include with their bid. Additional
information may be sought by DWP.

A Contractor can request approval by initially submitting a completed DWP
Offshore Proposal Questionnaire (Appendix A) to their Contract Manager, for

assessment by DWP.

In all cases approval must be obtained from DWP prior to the commencement
of any Offshoring. Contractors who fail to inform DWP prior to Offshoring will
be in breach of their contract and action may be taken on a contract by
contract basis.

The DWP Offshoring approval process requires a proportionate technical risk
assessment to be performed to determine the nature and level of security
controls to be applied to Offshored DWP business.

The decision to decline an Offshoring Proposal will be risk based, and
wherever possible DWP will take all reasonable steps to work towards an
acceptable proposal with the Contractor.

Sub-contractor Assurance

12.

The lead Contractor is responsible for informing DWP of Offshoring by sub-
contractors and seeking approval from DWP prior to commencement of

Offshoring.
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Appendix A - DWP Offshore Proposal Questionnaire (including Landed
Resource)

The following information is required when notifying DWP of an intention to Offshore.
This information will allow DWP to determine the process that is required to approve
the Offshoring Proposal. Approval must be granted prior to the commencement of
any Offshore activity (including Landed Resources). Further details can be found in
the guidance document ‘A Guide for Contractors on the DWP Offshoring Policy
V4.0’. A PDF version of this can be viewed at: DWP_Contractor Offshoring
Guidance

1 | Description of Business to be Offshored

Please provide a summary description of the work that is to be Offshored in business
terms.

1.1 | Timescales and Releases

For development and testing activities, or other work of a limited lifecycle, please
estimate the timeframe for the offshore work, and the relevant releases/phases for the
systems involved

1.2 | Number of Staff

Please provide the estimated number of offshore staff who will be involved in this work,
and describe their different roles.

2 | DWP Information, Systems or Services

Please provide details of DWP Information, Systems or Services including expected
quantities. Include the accreditation or assurance status of each system or service if
known.

2.1 | Solution Details

Please describe the method of working that is proposed. This should be provided
principally in terms of DWP Information, Systems or Services involved, and how they
are handled, stored, viewed, protected, etc. The aspect of DWP Information, Systems
or Services storage should consider permanent storage (such as a designated long-
term repository), temporary storage (such as working on a checked out file before
checking it back in), and transient storage (such as short term residence in
communication devices).

v4 March 2016
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2.2 | Network

Please provide details of the network at the offshore locations, and of any network
connectivity used to transfer DWP Information, Systems or Services to and/or from the
offshore locations. Where possible, please provide diagrams that show where these are
stored and transferred in terms of these networks.

2.3 | Processes and Systems Used Across Sites

Please describe how the procedures and systems used by offshore staff interact with
those onshore.

3. Offshore Locations

3.1 | Offshore Addresses

Please provide the full address of the offshore locations. Where home-working is
proposed, please provide the estimated number of home workers, and also describe
the process for managing home- workers. Note that the actual addresses of home-
workers need not, and should not, be provided.

3.2 | Other Work at the Sites

Please provide a description of any other DWP work, and any non-DWP work, that is
conducted at the sites. If this information cannot be provided, then please describe
how DWP can be assured that any other work at the sites will not compromise their
security.

3.3 | Staff Clearance

Please provide details of the security clearance and employment checks for staff at the
offshore locations. This should consider all staff at the site and not just those directly
involved in the proposed work.

4 | Legal Assessment

Please identify any known local conditions that may impact the security of DWP
Information, Systems or Services or the enforcement of security requirements. Also
detail whether there are any legal constraints, which need to be considered such as:
e Computer Misuse
e Use of encryption
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Confidentiality statements

If personal information (staff or customer) is to be stored or accessed in the
offshore location, then the Contractor must also provide details of arrangements
made to ensure that comparable protection is provided as required by the Data
protection Act 1998

5 Governance

Please identify the person within the Contractor organisation with responsibility for the
Offshoring. This person may be required to provide additional detail to support the
Offshoring request, and may be contacted directly by the DWP Security and Resilience

team.

Role Address
Name Telephone No.
Responsibility E-mail
Organisation

v4 March 2016
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HMG BASELINE PERSONNEL SECURITY STANDARD

Staff Vetting Procedures in respect of all persons employed or engaged in the provision of the Services

A GUIDE FOR DWP CONTRACTORS

HMG BASELINE PERSONNEL SECURITY STANDARD – A GUIDE FOR DWP CONTRACTORS


Index



Definitions



Revisions

1. Overview of the HMG Baseline Security Standard

2. Verification of Identity

3. National Insurance Number (NINO)

4. Verification of Employment History

5. Verification of Immigration and Nationality Status

6. Verification of Criminal Record (“unspent" convictions only)

7. Post Verification Process

8. Annex A – Verification Record

9. Annex B – Employment History/Reference Report Form

10. Annex C – Criminal Record Declaration Form

11. Annex D – Contractor’s Declaration

Definitions


“Approved” or “Approval”
means the written consent of the Authority’s Representative.


“Authority”
means the Secretary of State for Work and Pensions and includes the Authority’s Representative.


“Authority’s Assets”
means any premises, systems, information or data which is owned, occupied, used or in the possession of the Authority. 


“Authority’s Personnel”
means persons directly employed by the Authority.


“Authority’s Representative” 
means the individual authorised to act on behalf of the Authority for the purposes of a specific commercial agreement between the Authority and the Contractor.  

“Basic Disclosure Certificate”
means a document, issued by Disclosure Scotland (www.disclosurescotland.co.uk), which provides independent verification of an individual’s record of “unspent” criminal convictions.


“Contractor”
means a provider of services to the Secretary of State for Work and Pensions under a specific commercial agreement.


“Contractors Staff”
means all persons used by the Contractor to perform services under a specific commercial agreement and includes sub-contractor’s staff.

“Criminal Record Declaration 
means a self-declaration of unspent criminal


Form”
convictions provided by a member of the Contractors Staff, an example of which is provided as Annex C to this document.


“Standard”
means the HMG Baseline Personnel Security Standard staff vetting procedures, issued by the Cabinet Office Security Policy Division and Corporate Development Group.


Revisions

Version 1.0 issued on 30/09/2008


Version 2.0 issued on 18/05/2009

Version 3.0 issued on 18/01/2013


Version 4.0 issued on 12/06/2013


Version 5.0 issued on 30/10/2014


Version 6.0 (current) issued on 08/01/15


Changes from version 1.0

· Inclusion of additional cross-reference (to paragraph 1.6) in paragraph 1.1 


· New paragraph 1.6 

· Paragraphs 1.6 to 1.12 renumbered to be paragraphs 1.7 to 1.13 respectively


· Paragraph 1.13 renumbered to be paragraph 1.14 and includes revised wording


· Minor changes to the list of identity documents at paragraph 2.1


· Paragraph 2.4 removed


· Paragraph 2.5 renumbered to be paragraph 2.4


· New paragraph 2.5


· Section 6 (paragraphs 6.1 to 6.10) has been totally revised


· Minor changes to question 1 of Annex C (Criminal Record Declaration Form) 


· New paragraphs (3.2 to 3.4) added to highlight that NI NO cards are no longer issued (v4)


· Paragraph 6.2 updated to reference new legislation (v4)


· Paragraph 6.7 updated to show that Criminal Record checks are now done by the Disclosure and Barring Service (DBS) (v4)


· Annex C wording for question 1 has been changed (v4)


· Wording in paragraph 6.7 has been amended (v5)

· Hyperlink fixes (v6)


1. Overview of the Standard 

1.1 Except as shown at paragraphs 1.2, 1.3 and 1.6 below, in respect of each member (or prospective member) of the Contractors Staff to be given access to the Authority’s Assets, (defined as premises, systems, information or data), the Contractor is required to verify the four elements outlined below:

· Identity;

· Employment History (for a minimum of past 3 years);

· Nationality and Immigration Status;

· Criminal Record (unspent convictions only).

1.2 The Standard need not be applied in those cases where Contractors Staff accessing the Authority’s Assets are accompanied and supervised by the Authority’s Personnel at all times.   


1.3 For commercial agreements already in place at the time the Standard was first introduced as a requirement (e.g. those contracts/framework agreements where the requirement to comply with the Standard was implemented by means of a formal ‘variation to contract/agreement’); the requirements of the Standard do not apply retrospectively to current members of the Contractors Staff who already have access to Authority’s Assets in the course of their duties. 

1.4 For any new commercial agreements (including where an incumbent Contractor is successful in retaining the work) the requirements of the Standard apply to ALL members of the Contractors Staff to be given access to the Authority’s Assets.   

1.5 There is no requirement to repeat the verification process for any individual member of staff, providing they remain continuously employed by the Contractor (e.g. once an individual has met the requirements of the Standard, the checks do not have to be repeated during any period of continuous employment with that Contractor). Suitable records must be kept by the Contractor to indicate that an individual member of staff has met the requirements of the Standard.  

1.6 Where the contract of employment of an individual member of staff transfers from one organisation to another under the terms of the TUPE Regulations the receiving organisation must satisfy itself that the Standard has been met. To help do this, it may request from the supplying organisation copies of the HMG Baseline Personnel Security Standard Verification Record (Annex A) and also any associated documentation where this has been retained. For those members of staff where this information is not available, the receiving organisation will be required to undertake the checking and verification process itself.   

1.7 The Contractor shall ensure that any sub-contracting arrangements which are Approved by the Authority’s Representative and which include access to the Authority’s Assets by the sub-contractors staff include the requirements of the Standard and shall be responsible for ensuring the full compliance of sub-contractors with such requirements. The Contractor should note specially that the information provided in Annex D (Contractors Declaration) should include information in respect of sub-contractors staff.  


1.8 Information collected at each stage of the process should be reviewed and assessed and recorded on the Verification Record (a suggested template document is provided as Annex A). Refusal by an individual to provide any of the required information should be taken into account by the Contractor when making the employment decision.

1.9 To allow the four elements of the Standard to be verified, individuals should be asked to provide the following:


· Confirmation of name, date of birth and address;

· National Insurance number or other unique personal identifying number where appropriate;


· Full details of previous employers (name, address and dates), for a minimum of past 3 years;


· Confirmation of any necessary qualifications/licences;


· Educational details and references where someone is new to the workforce when these are considered necessary;


· Confirmation of permission to work in the UK, if appropriate;


· A Criminal Record Declaration Form (a suggested template document is provided as Annex C) 


1.10 Having obtained this information, the Contractor must, in all cases, take steps to confirm the accuracy of the information provided. Ensure that there are no obvious gaps and that the information is consistent by cross-referencing the data provided. The guidance provided in the following sections of this document, recommends methods of checking or confirming the accuracy of the information provided by the individual.


1.11 Following a conditional offer of employment, a ‘Basic Disclosure Certificate’ should be obtained from Disclosure Scotland (www.disclosurescotland.co.uk) to confirm the accuracy of the information regarding unspent convictions provided on the Criminal Record Declaration Form. Further details of this process can be found in section 6 of this document.

1.12 Unless stated otherwise in the relevant commercial agreement, the Contractor is required to satisfactorily complete this process in respect of each individual before they are permitted to access the Authority’s Assets.

1.13 Where the Contractor utilises existing processes and/or documentation which are, equivalent to and no less strict, than those laid down in the Standard, these can continue to be utilised, providing that such processes or documentation fully capture all the information required to ensure that the requirements of the Standard are met in full.


1.14 Where Contractors Staff based outside the United Kingdom are required to access the Authority’s assets, the Contractor shall ensure that appropriate and robust procedures, which comply with relevant local legislation, are in place to carry out checks which are as far as possible broadly equivalent to those outlined in the Standard. A copy of these procedures should be provided to the Authority for their Approval. Note specially that the information on criminal convictions available from Disclosure Scotland is largely confined to UK residents and offences committed in the United Kingdom. The Security Industry Authority website does include guidance on obtaining a criminal record check in a number of countries (ignore the information included about ‘your licence application’ at the end of certain of the entries as this relates to SIA application procedures). The Disclosure Scotland site also includes limited information on overseas criminal record checks. 

· Overseas criminal record checker (this link will take you to the Security Industry Authority website)


· Disclosure Scotland website

2. Verification of Identity

2.1 The individual’s full name and signature, date of birth and full permanent address should be corroborated using as many of the following qualifying documents as is considered necessary on a case-by-case basis. Only original documents should be used for identification purposes – copies are not appropriate. Where a signature has not previously been provided (e.g. because of an e-application), the individual should be asked to provide it at a later date (e.g. at interview), for checking against relevant documentation:

· Current signed full passport, travel document, National ID Card and/or other documentation related to immigration status and permission to work (see further guidance on verification of nationality and immigration status in section 5 of this document);


· Current UK photocard driving licence;


· Current full UK driving licence (old version);


· Current benefit book or card or original notification letter from the DWP confirming the right to benefit);


· Building industry sub-contractor’s certificate issued by HMRC;


· Recent HMRC tax notification;


· Current firearms certificate;


· Birth certificate (long version only);


· Adoption certificate;


· Marriage certificate;


· Divorce, dissolution or annulment papers;


· Civil Partnership Certificate;


· Citizencard (www.citizencard.com);

· Gender recognition certificate;


· Police registration document;


· HM Forces identity card;


· Proof of residence from a financial institution;


· Confirmation from an Electoral Register search that a person of that name lives at that address*;


· Recent original utility bill or certificate from a utility company confirming the arrangement to pay for the services at a fixed address on prepayment terms*;


· Local authority tax bill (valid for current year)*;


· Bank, building society or credit union statement or passbook containing current address*;


· Recent original mortgage statement from a recognised lender*;


· Current local council rent card or tenancy agreement*;


· Court Order*.


2.2 Not all documents are of equal value. The ideal is a document that is issued by a trustworthy and reliable source, is difficult to forge, has been dated and is current, contains the owners name, photograph and signature and itself requires some evidence of identity before being issued (e.g. a passport). Those marked with an * should be recent (at least one should be within the last six months unless there is a good reason why not) and should contain the name and address of the applicant.


2.3 Where individuals do not have photo ID, they should be asked to provide additional identifying documents from the list. Where they are unable to provide adequate identifying documents (e.g. because of age, lack of residence, etc), discretion should be exercised, taking into account all other material obtained through the recruitment process. Where this appears genuinely to be a problem, the individual should be asked to provide a passport sized photograph of him/herself endorsed on the back with the signature of a person of some standing in the individual’s community (e.g. a JP, medical practitioner, officer of the armed forces, teacher, lecturer, lawyer, bank manager, civil servant, etc) and accompanied by a signed statement, completed by the same person, stating the period of time that the individual has been known to them (minimum 3 years). The statement, itself, should always be checked to ensure that the signature matches the one on the back of the photograph and that it contains a legible name, address and telephone number. The signatory should be contacted to check that he or she did, in fact, complete the statement.


2.4 The following techniques can be used to help confirm the authenticity of identity documents provided by the individual:

· Examine the documents carefully to make sure that they are originals and not copies or photocopies;


· Where possible, compare with examples of known original documents, checking paper type, typeface, watermarks and the like (e.g. passports and driving licences contain a number of design features);

· Examine the documents for alteration or signs that the photograph have been tampered with or replaced (a bright light or the more sophisticated ultra-violet lamp can be useful for this purpose);


· Check that any signature on the documents compares with other examples and, if practicable, ask the candidate to sign something in the presence of an authorised individual;


· Check that details given on the documents correspond with what is already known about the individual;


· Take a note of the condition of documents in relation to issue dates, particularly where they appear to be new and referee coverage is barely adequate.


2.5 Guidance on ID documentation checks is available from the Centre for the Protection of the National Infrastructure (CPNI) 2007: http://www.cpni.gov.uk/documents/publications/2009/2009024-gpg_pre_employment_screening.pdf?epslanguage=en-gb

3. National Insurance Number (NINO)


3.1 National Insurance Numbers (NINOs) can be acquired fraudulently and therefore they should not be accepted as a sole means of identification or as a wholly reliable indicator of entitlement to work in the UK. 

3.2 As of July 2011 HM Revenue and Customs stopped issuing NI number cards to adults (mainly foreign nationals), this has been replaced with a letter that will be issued by DWP.


3.3 As of October 2011 HM Revenue and Customs stopped issuing NI number cards to Juveniles (young people) and now issue a letter.


3.4 National Insurance cards however, will still be in circulation for those individuals who received cards prior to July/October 2011.


4. Verification of Employment History

4.1 Although the Contractor may continue to seek suitable references if they wish, they are not required as part of the Standard. To satisfy themselves that prospective employees have been honest and are not concealing associations or gaps, the Contractor should, as a minimum, verify recent (minimum of past 3 years) employment history. Approaches to a previous and/or current employer should not be made without the individual’s prior written permission. For periods of self-employment, the individual should be asked to co-operate in providing evidence (e.g. from bankers, accountants, solicitors, trade or client references etc), as appropriate, confirming that the individual’s business was properly conducted and was terminated satisfactorily.

4.2 Where the Contractor continues to seek references, reasonable steps should be taken to ensure they are genuine, especially where they appear less than convincing (e.g. are provided on poor quality paper or contain basic spelling or grammatical errors). Such checks might include:  

· Telephoning the author to confirm they provided the reference. In these circumstances the telephone number should be ascertained independently. A telephone number supplied by the individual being checked should not be relied upon;

· Checking the existence of the employer (e.g. that it appears in the phone book or relevant business directories).


4.3 The Contractor may wish to use the Employment History/Reference Report Form provided at Annex B when seeking verification of employment history/references. It is designed to help former employers provide relevant information about the individual and minimise the effort involved to prompt a quick response. Alternatively, for speed and to keep delays in the process to a minimum, the Contractor may wish to e-mail former employers for confirmation of an individual’s employment history. In these circumstances, email addresses should be ascertained independently. An email address supplied by the individual being checked should not be relied on. The telephone can be used to check details already provided (e.g. in writing or by email), but it is not recommended as an initial or sole means of verifying employment history and/or obtaining references unless it is clear that the person on the other end is who they claim to be. Where the telephone continues to be used for this purpose, the details should still be recorded.


4.4 Depending on the individual’s circumstances, the following actions may also be required:

· Where an individual has been overseas for 6 months or more during the previous 3 years, every effort should be made to verify employment details or obtain a reference from an overseas employer;

· Where for any reason, confirmation of employment history or an employer’ reference is not available, a personal reference should be obtained from a referee of some standing in the individuals community (e.g. a JP, medical practitioner, officer of the armed forces, teacher, lecturer, lawyer, bank manager, civil servant, etc). (This is not necessary if the period of coverage is less than 6 months).


· Where an individual has been in full time education during the period, confirmation or a reference should also be obtained from the relevant academic institution(s).


4.5 It may also be possible to make use of an electronic CV checking service to assist with this process; there are a number of commercial products and service providers available.


5. Verification of Nationality and Immigration Status

5.1 Under the Immigration, Asylum and Nationality Act 2006, it is an offence for any person to employ a person aged 16 or over who is subject to immigration control, unless that person has valid and subsisting leave to enter or remain in the UK, which does not prohibit him from taking up the employment in question, or unless certain other conditions are fulfilled.

A tool for employers to check if someone can work in the UK is provided here.


6. Verification of Criminal Record (“unspent” convictions only)

6.1 Individuals should be asked to complete a ‘Criminal Record Declaration Form’ (a suggested template document is provided as Annex C). This form relies entirely on the honesty of the individual to provide complete and accurate information and it is, therefore, necessary to obtain independent verification of the information that has been provided. Further guidance on how this should be done is shown later in this section. 

6.2 In completing the form, individuals should disclose criminal convictions that are unspent under The Rehabilitation of Offenders Act 1974 (Exclusions and Exceptions) Scotland Order 2013 or The Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975 (Amendment) England and Wales Order 2013. Under the Act, most convictions become spent after five years because most lead to a fine or community order. Those convictions that result in short prison sentences take longer, while convictions that lead to conditional discharge orders generally become spent after the orders have expired. Cautions, reprimands and final warnings, which are formal admonishments mainly given in police stations, usually become spent instantly. Information about the rehabilitation periods for these and other sentences can be found on the Internet.  

6.3 Where unspent convictions have been declared, the Contractor will wish to consider:


· The number of offences and their seriousness. In general a number of offences and convictions resulting in prison sentences will be of greater concern than single convictions and those that have resulted in fines and discharge orders. Those offences that result in community penalties are generally more serious than those that result in fines and discharge orders, but less serious than those that result in imprisonment.

· The relevance of the offence(s). In general, the relevant offences in relation to the Authority’s assets are property offences, notably theft and fraud, but also criminal damage. Other offences, such as drink-driving, assault and public order offences may in some instances be serious, but are not necessarily relevant to a particular post.

· The length of time since the offence occurred. While there will always be exceptions to this rule, Home Office statistics show that if someone goes more than two years from conviction or release from prison without re-offending, their chances of being cautioned or convicted again is considerably reduced. 

· The nature and background of the offence. Offence labels tend to sound worse than the behaviours they describe and the circumstances behind individual offences vary from the mitigating to the sorely aggravating. It is important to speak to individuals about their offences in order to make assessment about whether they represent a risk or not. 

· The individual’s attitude to the offence and evidence of change. Many offenders will regret what they have done and feel a sense of remorse. Many will have been young at the time of their offences and will have matured and settled down and are unlikely to get into trouble again. This is especially true of young women but is also true of young men, although generally they take longer to settle down.

6.4 It must be stressed that the Authority is committed to combating social exclusion and is in no way mandating or encouraging the exclusion of individuals purely because they have an unspent criminal conviction.  While some individuals are likely to be unsuitable because of the nature and seriousness of their offences, there should be no blanket bans. Rather the best way to determine whether an individual is a risk is by discussing their offences and their attitudes to those offences with them. Decisions should not be made without giving individuals the opportunity to discuss their offences.

6.5 Except in the cases outlined at paragraph 6.7 below, independent verification of the information provided in respect of unspent convictions, should be obtained by means of a ‘Basic Disclosure Certificate’ which can be obtained from Disclosure Scotland (www.disclosurescotland.co.uk). A ‘Basic Disclosure Certificate’ is available to anyone, for any purpose, subject to confirmation of the identity of the applicant and payment of the appropriate fee. The ‘Basic Disclosure Certificate’ will contain details of convictions held in central police records which are “unspent” according to the ROA, or will state that there are no such convictions. Only one copy is issued, normally to the individual and will not be provided directly to employers or prospective employers unless by prior agreement with Disclosure Scotland (see paragraph 6.6 below).


6.6 For those organisations that are likely to have a high volume of demand for this service, Disclosure Scotland should be contacted directly to discuss the possibility of allowing the organisation to register as a ‘Responsible Body’ with them. Such registration would, with the prior written consent of each individual applicant, allow for the Basic Disclosure Certificate to be sent directly to the organisations HR team and for additional features, such as monthly invoicing to be provided. No charge is levied for registration for those organisations where only Basic Disclosure Certificates are to be provided. Disclosure Scotland has indicated that it would be able to provide assistance in implementing a suitable process. 


6.7 Those organisations recruiting people to work with children and vulnerable adults or to specified professional, licensing and regulatory bodies have additional legal obligations which require them to obtain a different type of criminal record Disclosure Certificate. These ‘Standard’ or ‘Enhanced’ Disclosure Certificates provide details of all convictions and not just those which are unspent. In England and Wales this service is provided by Disclosure and Barring Service (DBS) (previously the Criminal Records Bureau) and in Scotland by Disclosure Scotland. Organisations using this service are not required to duplicate effort by also following the process outlined in paragraph 6.5 above. For the purposes of applying the HMG baseline Personnel Security Standard such organisations should, however, seek to identify and disregard spent convictions. 

6.8 The availability of the ‘Basic Disclosure Certificate’ service should be seen as complementary to existing recruitment practice and should only be requested after a candidate has been provided with a conditional offer of employment. 


6.9 The Authority may request the Contractor to supply evidence that Disclosures have been issued in respect of each of their employees prior to that individual being given access to the Authority’s Assets. Such evidence could include being provided with Disclosure Certificate numbers (note that in accordance with Part V of the Police Act 1997, unless the Authority has input to the recruitment decision, it has no right to view the actual Disclosure Certificate).  


6.10 Note specially that the information on criminal convictions available from Disclosure Scotland is largely confined to UK residents and offences committed in the United Kingdom. The Security Industry Authority website does include guidance on obtaining an criminal record check in a number of countries (ignore the information included about ‘your licence application’ at the end of certain of the entries as this relates to SIA application procedures). The Disclosure Scotland website also includes limited information on overseas criminal record checks. 


· Overseas criminal record checker (this link will take you to the Security Industry Authority website)


· Disclosure Scotland website

7. Post Verification Process


7.1 Details of the checks carried out in each case and the results should be recorded on the HMG Baseline Personnel Security Standard Verification Record (Annex A) or similar document and the completed verification record should be retained on the individual’s personnel record.


7.2 It remains the responsibility of the Contractor to ensure that they fully comply with the provisions of the Data Protection Act 1998 in respect of access to and retention of data held by them.


7.3 Within one month of the end of each calendar year (e.g. by 31st January for year ending 31st December), or more frequently where specified by the Authority’s Representative, the Contractor shall confirm in writing, using the Contractor’s Declaration provided as Annex D, that the Standard has been fully complied with in respect of each member (or prospective member) of their Staff, or their sub-contractors staff, to be given access to the Authority’s Assets. 

7.4 Additionally, the Contractor shall provide a Contractor’s Declaration (Annex D) within 4-weeks of the start of any new commercial agreement, in order to confirm that they have undertaken the necessary actions as part of implementation activity.  


7.5 Subject to their obligations under the Data Protection Act 1998, the Contractor shall, on request, provide the Authority’s Representative with any additional documentary evidence requested to prove their compliance with the Standard. 


May 2009

Annex A

HMG BASELINE PERSONNEL SECURITY STANDARD 


VERIFICATION RECORD



		1. Employee/Applicant Details



		Surname:




		Forenames:



		Address:






		



		

		Postcode:



		Date of birth:



		Place of birth (town/country):



		Nationality:

(with dates if applicable)

		Former or dual nationality:





		2. Certification of Identity



		Document:

		Date of issue:



		a)




		



		b)




		



		c)




		



		d)




		





		3. References (if taken)



		a) Referee:



		Relationship:



		Address:






		



		Length of association:






		



		b) Referee:




		Relationship:



		Address:




		



		

		



		Length of association:




		



		

		



		c) Referee:




		Relationship:



		Address:




		



		

		



		Length of association:




		





		4. Other Information (i.e. verification of employment history (past 3 years); verification of nationality and immigration status; unspent criminal record declaration and independent verification via Disclosure Scotland; academic certificates seen; additional checks carried out; etc).







		I certify that in accordance with the HMG Baseline Personnel Security Standard:


· I have personally examined the documents listed at 2 above and have satisfactorily established the identity of the above named employee/applicant;


· I have obtained the references (if taken) and information listed at 3 and 4 above and can confirm that these satisfy the requirements.



		Name:





		Appointment/Post:





		Signature:




		Date:





		Important: Data Protection Act (1998). This form contains “personal” data as defined by the Data Protection Act 1998. It has been supplied to the appropriate HR or security authority exclusively for the purpose of the HMG Baseline Personnel Security Standard. The HR or security authority must protect the information provided and ensure that it is not passed to anyone who is not authorised to see it.





ANNEX B

HMG BASELINE PERSONNEL SECURITY STANDARD


EMPLOYMENT HISTORY/REFERENCE REPORT FORM


(The draft covering letter shown below may be used together with the HMG Baseline Personnel Security Standard Employment History/Reference Report Form overleaf. Alternatively the Contractor may wish to include the Report Form with their normal letter requesting employment history / references, or gather the required information using other standard documentation).

Dear [          ],


SUBJECT: [                     ]


You may be aware that we are required to verify employment history / seek references to help confirm the reliability of persons who may have access to Government Assets (defined as premises, systems, information or data). The person named above (who is an employee of / has applied for employment with) this organisation comes within the terms of this procedure.


S/he has given us your name as a (previous employer) / (personal acquaintance willing to give such a reference). It would be appreciated, therefore, if you would be good enough to let us have (confirmation (with dates) of his/her employment with you / (any information about him/her which you think may help us in assessing his/her reliability) by completing the attached Report Form and returning it to us by no later than [insert date]. Your reply will be treated in the strictest confidence.


Your cooperation and understanding in this matter will be greatly appreciated.


Yours sincerely


[Signed]


SUBJECT: [                     ]


		1. How long did the subject work for you and in what capacity?



		From:




		To:



		Capacity i.e. appointment/post)








		2. Are you related to the subject? If so, please state your relationship.



		





		3. Over what period have you known the subject?



		From:




		To:





		4. Please state the nature and depth of your acquaintance.



		





		5. Do you believe the subject to be strictly honest, conscientious and discreet?



		





		6. Do you know of any factor concerning the subject which might cause his/her fitness for employment on sensitive work to be questioned? If so, please give details.


(Among the factors which are relevant are significant financial difficulties, abuse of alcohol or drugs, an extravagant mode of living or signs of mental or physical illness which may impair judgement or reliability.)



		





(Important note – remove before issue. To avoid difficulties in relation to the Disability Discrimination Act 1995, the Contractor should note that in the case of mental or physical illness there will need to be a proper assessment of whether the person’s condition genuinely is a barrier to carrying out the role in question. It is very important to avoid assumptions about the effects which a particular condition (e.g. depression) may have on a person’s ability to carry out their job.)

		Name:






		Signature:

		Date:






		Contact address:






		



		Postcode:

		Tel No:






		E-mail:








		Company Name and Address (Stamp if applicable):








		Important: Data Protection Act (1998). This form contains “personal” data as defined by the Data Protection Act 1998. It has been supplied to the appropriate HR or security authority exclusively for the purpose of the HMG Baseline Personnel Security Standard. The HR or security authority must protect the information provided and ensure that it is not passed to anyone who is not authorised to see it.





ANNEX C

HMG BASELINE PERSONNEL SECURITY STANDARD


CRIMINAL RECORD DECLARATION FORM


(for access to Government assets)


		Note: If a conditional offer of employment is made to you, you will be required to obtain and produce for inspection, a ‘Basic Disclosure’ Certificate from Disclosure Scotland (who provide this service for posts located throughout the UK), which provides an independent check against the National Collection of Criminal Records to confirm the accuracy of the information provided in this Form.   





The company named at the bottom of this form has Government contracts, some or all of which require it to access Government Assets (defined as premises, systems, information or data). The company has a duty to protect these assets and this obligation extends to its employees and agents. Since you are, or may become, such a person please complete the following sections:  


		Surname:





		Full Forenames:





		Full permanent address:





		



		

		Date of Birth:








		1. Do you have any unspent convictions, cautions, reprimands or warnings?

YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)  





		2. Have you ever been convicted by a Court Martial or sentenced to detention or dismissal whilst serving in the Armed Forces of the UK or any Commonwealth or foreign country? You need not declare convictions which are “spent” under the Rehabilitation of Offenders Act 1974 (Exclusions and Exceptions) Scotland Order 2013 or The Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975 (Amendment) England and Wales Order 2013.

YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)  





		3. Do you know of any other matters in your background which might cause your reliability or suitability to have access to government assets to be called into question?


YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)  





		If you answered ‘YES’ to any of the questions on this form, please give details below.








I declare that the information I have given on this form is true and complete to the best of my knowledge and belief. In addition, I understand that any false information or deliberate omission in the information I have given on this form may disqualify me for employment in connection with Government contracts. I undertake to notify any material changes in the information I have given above, including any future criminal convictions, to the HR or security authority concerned.

		Signature:




		



		Date:




		





		The information you have given above will be treated in strict confidence.





		Important: Data Protection Act (1998). This form asks you to supply “personal” data as defined by the Data Protection Act 1998. You will be supplying this data to the appropriate HR or security authority where it may be processed exclusively for the purpose of a check against the National Collection of Criminal Records. The HR or security authority will protect the information which you provide and will ensure that it is not passed to anyone who is not authorised to see it.

By signing the declaration on this form, you are explicitly consenting for the data you provide to be processed in the manner described above. If you have any concerns, about any of the questions or what we will do with the information you provide, please contact the person who issued this form for further information. 





		Name and address of Sponsoring Company:








ANNEX D


HMG BASELINE PERSONNEL SECURITY STANDARD


CONTRACTOR’S DECLARATION


		Contract/Framework Agreement Title:

		



		Contract/Framework Agreement Reference No

		





		1. Review Period:



		From:

		To:





		2. Number of Staff 

		Contractors Staff

		Sub-contractors Staff



		(a) Number of staff granted access to DWP Assets for the first time in the review period under the terms of the above Contract/Framework Agreement Number

		

		



		(b) Number of the above staff in respect of whom the HMG Baseline Security Standard checks have been fully completed

		

		



		(c) Number of the above staff in respect of whom the HMG Baseline Security Standard checks are not yet completed (where specifically authorised)

		

		





		I hereby warrant that during the review period shown above, all staff employed by this organisation and by approved sub-contractors who have been granted access to Department for Work and Pensions (DWP) Assets (defined as premises, systems, information or data) for the first time under the terms of the above Contract/Framework Agreement Number, have been assessed for their suitability to do so in accordance with the requirements of the HMG Baseline Personnel Security Standard, except as indicated at 2(c) above.



		Name:






		Job Title:






		On behalf of (organisation):






		Signature:




		Date:





		Important: The Contractor should note that a false declaration above may be considered to be a fundamental breach of contractual obligations and under certain circumstances may constitute criminal negligence.    
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DWP Travel, Accommodation and Expenses Policy

The following principles and guidance are extracted from the Buyers expenses policy and are only intended to be a summary of the key areas and further guidance can be provided by the Buyer upon request from the Supplier, as the policy may change from time to time.

When making a claim for any payment the Supplier shall provide the Buyer with reasonably requested documentary evidence of actual expenditure to support the claim.

MEALS

Each meal purchased at greater expense than when you are on detached duty/official business at another workplace can be reimbursed provided receipts are retained. Each meal to be reimbursed is restricted to the receipted actual amount up to a ceiling of £5.00. 

	For absences of:   	Number of meals which can be reimbursed

	5-10 hours		1

	10-12 hours		2

	12+ hours		3

	Overnight		1 (Lunch)	



HOTEL ACCOMODATION

Eligibility

1. You can stay overnight in hotel accommodation for a maximum of 30 nights.

2. Hotel accommodation should only be booked for the actual nights you stay in the accommodation and will not be payable during any absence from work or time away from the accommodation unless you are off sick and:

· are certified medically unfit to travel; or

· you have a short period of illness of 3 days or less and no appreciable savings would be made if you returned home during your illness.

3. Hotel accommodation can only be used for the night of your last day of duty if you were unable to return to your home by 20:00 hours and subsequently stayed a further night.



OVERNIGHT EVENING MEAL POLICY

Eligibility

1. You may be able to claim Overnight Evening Meals to reimburse any additional evening meal costs you incur when staying away overnight in hotel accommodation on business.

Reimbursement 

2. Actual cost of an evening meal you purchase at greater expense than your normal costs, up to the appropriate limits may be reimbursed, as detailed on the receipts provided. No amount can be paid towards the cost of alcohol.

3. Payment will be made for the actual nights you stay in the accommodation and purchase an evening meal. It will not be payable during any absence from work or time away from the accommodation unless you are off sick and:

· are certified medically unfit to travel; or

· you have a short period of illness of 3 days or less and no appreciable savings would be made if you returned home during your illness.

4. Payment will only be made for the night of your last day of duty if you were unable to return to your home by 20:00 hours and subsequently stayed a further night in the hotel.



Limits

5. Receipted actual cost, excluding alcohol, within a limit of £20 per meal.



HOTEL ROOM EXPENDITURE LIMITS

The following regional maximum expenditure limits are in place:



		

		1 night stay

		2 night stay

		3 night stay or over



		London

		£130

		£130

		£145



		Rest of the country (except London)

		£80

		£85

		£85







RAIL TRAVEL

First Class rail travel is not permitted. Economy class only.



Restricted/Advance Purchase tickets must be booked for your journey. As well as being the cheapest option this will also ensure that you have a definite train booked and a seat for your journey(s). ‘Anytime’ tickets should only be purchased where they are the cheapest available ticket.



TAXI’S

Staff must always consider whether travelling by taxi is a necessity, having considered alternative travel methods, business needs, sustainability issues and increased public scrutiny of expenses and cost.



When Can I use a Taxi?

Note: Journeys undertaken by taxi must be solely for business use. Private journeys must not be undertaken, except in the exceptional circumstances.

Taxi fares can only be claimed back when:

· Heavy luggage has to be handled

· A taxi can be shared with colleagues, constituting a saving over public transport

· There is no suitable method of public transport

· It is necessary due to long term health problems

· In exceptional circumstances, the savings of official time is important.

The following reasons are the only exempted personal reasons for booking a taxi that would be accepted. Their application should be in infrequent and exceptional circumstances:

· Where travel is after 9pm and public transport is limited

· Where an individual considers their personal safety to be at risk



AIR TRAVEL (including International Air Travel)

Key Policy Points

· Business journeys must only be booked when meeting in person is essential.

· Staff must travel by rail not air when travelling between; Manchester and London, Newcastle and London, or Birmingham and Newcastle 

· Economy Class air travel must always be booked when travelling on domestic flights within the UK or for any flights under 2.5 hour duration.

· Restricted tickets must be purchased where it is the cheapest option.

· All flights must be booked through the service provider.

· Recommended that travel bookings are made at least 14 days in advance.

· All booking issues must be taken up with the travel provider/supplier.

In any applicable instance return air fares (including cost of taxi to and from airports) to the UK shall not exceed £1,000 one-off per associate.
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