Foster Carer Membership and Allegation Support ITT Single Stage
               

16 March 2017 


Essex County Council 

Foster Carer and Supported Lodging Provider Membership and Allegations Support ITT Single Stage Bidder Guidance
Version 1.0
16th March 2017
      [image: image1.png])

Essex County Council
Education



                      
Table of Contents

3PART ONE – GENERAL INSTRUCTIONS AND GUIDANCE


7PART TWO – BIDDER ITT GUIDANCE


71.
Introduction


72.
Instructions, Key Documents & Declarations


83.
Additional Information For Bidders


84.
Bidder Model


95.
Grounds for Mandatory Exclusion


96.
Grounds for Discretionary Exclusion


97.
Economic & Financial Standing


118.
Assessing Suitability


179.
Commercial Response


1710.
Freedom of Information


1711.
Declaration


1712.
Scoring Methodology Table A


1813.
Scoring Methodology Table C


 14.
Scoring Methodology Table D
……………………………………………18
1815.
Bidder Feedback




This document has been split into the following two main sections:

Part One – General Instructions and Guidance

Part Two – Bidder ITT Guidance
PART ONE – GENERAL INSTRUCTIONS AND GUIDANCE

1. Essex County Council (the Authority) invites tenders for the provision of the requirement.  Bidders should make themselves fully aware of the content of these General Instructions and Guidance, together with any other information/instructions issued by the Authority during this procurement exercise.

2. The estimated timetable for the award of a contract is as follows:

Invitation to Tender issued



16th March 2017
Final date for clarifications from Bidders

14th April 2017
Tender Return Date 




24th April 2017
Preferred bidder shortlisted



10th May 2017
Contract Preparation




22nd May–31st May 2017
Contract Signature




1st June 2017
The Authority will not be bound by this timetable if extensive bid clarification is required during evaluation.

3. All communications, enquiries, questions or requests for clarification by Bidders should be addressed in writing using the secure messaging system in the Invitation to Tender (ITT) Bidders should note that the Authority will not respond to any enquiry, question or request not submitted in this manner.

4. Bidders should be aware that where a clarification has a fundamental and/or material impact on the ITT, that clarification and the Authority’s response will be circulated to all bidders.  Any bidder who considers their clarification to be confidential must indicate this in writing to the Authority when submitting that clarification. The Authority will consider the Bidder’s written position into consideration when deciding whether to release the clarification and the Authority’s response to all bidders.

5. Any Bidder who directly or indirectly canvasses any member or officer of the Authority concerning this procurement or the award of any contract pursuant to this procurement, or who directly or indirectly obtains or attempts to obtain information from any such member or officer concerning any other public procurement will be disqualified.

6.
It is the responsibility of Bidders to obtain for themselves at their own expense all information necessary for the preparation of their tenders.  Information supplied by the Authority (whether in the ITT or otherwise) is supplied for general guidance in the preparation of the tenders.  Bidders must satisfy themselves by their own investigations with regard to the accuracy of any such information and no responsibility is accepted by the Authority for any inaccurate information obtained by Bidders.

7.
All information supplied by the Authority in connection with this ITT shall be regarded as confidential by the Bidder except that such information may be disclosed for the purpose of obtaining sureties and quotations necessary for the preparation of the tender.

8.
No servant or agent of the Authority has authority to vary or waive any part of the ITT other than the Authorised Officer nominated by the Authority who shall only do so in writing.

9.
The Bidder shall be deemed to have satisfied himself before submitting his tender as to the correctness of the rates and prices stated by him in the Tender (Commercial Response), which shall (except insofar as is otherwise provided in the Contract) cover all his obligations under the Contract.

10.
All rates and prices quoted must exclude Value Added Tax.
11. Not Used
12. All rates and prices quoted must be in sterling.

13. The tender submission web form questions and/or documents must be fully completed and be accompanied by all requested supporting information.  Any tender containing gaps or omissions are likely to be rejected.   Any tender containing information which has not been requested is likely to be rejected.  Bidders must comply with the limit to the number of words or pages stated within this tender.  Failure to do so may result in your tender being rejected.

14.
Tenders must be for the supply of the whole of the services upon the terms of the Contract.  Tenders for part or parts only of the service or for different standards or frequencies of service or made subject to alternative or additional terms or conditions may be rejected, or may be rejected for the reasons of such alterations or additions only.

15.
Any document requiring a signature must be signed:


(i)
where the Bidder is an individual by the individual;


(ii)
where the Bidder is a partnership, by two duly authorised 



partners;

(iii) where the Bidder is a company, by two Directors or by a Director and the Secretary of the Company, such persons being duly authorised for that purpose.

16.
In addition to any more specific obligations imposed by the terms of the Contract, Bidders must satisfy the Authority of their ability to provide the service set out in the Contract.

17.
Every tender received by the Authority shall be deemed to have been made subject to the terms and conditions of the Contract unless the Authority shall previously have expressly agreed in writing to the contrary.  Any alternative terms or conditions (which must be submitted on a separate form) offered on behalf of the Bidder shall, if inconsistent with the terms and conditions of the Contract, be deemed to have been rejected by the Authority unless expressly accepted in writing.

18.
Your tender submission must be submitted to the Authority electronically by publishing through this ITT 0521 Essex Foster Carer and Supported Lodging Carer Membership and Allegations Support Services ITT iSupplier portal

http://www.essex.gov.uk/Business-Partners/Supplying-Council/Pages/Supplier-portal.aspx
not later than 12:00 hours on 24th April 2017

It’s is the Authority’s policy to reject any tenders received after the above deadline.

19.
Do not attempt to edit your response after the deadline has passed.  Should you do this your tender will be considered late and will be rejected.

20.
The Authority will not consider individual requests for extensions to the closing date and the time specified in above but may at its own absolute discretion extend generally the closing date and time. Where the Authority extends that deadline it will notify all Bidders in writing via the alerts generated from the iSupplier Portal.

21.
The Bidder is expected to keep his tender valid for acceptance for a period of 90 days from the closing date specified above.

22.
The Authority is not bound to accept the lowest or any tender.

The tender process will be conducted to ensure that tenders are evaluated fairly to ascertain the most economically advantageous tender.  Your response to this ITT will be evaluated as per the published evaluation criteria. 


23.
Not Used
24    
Not Used
25.
The Authority has considered this procurement in relation to the Transfer of Undertakings (Protection of Employment) Regulations 2006 (the Regulations). The Authority’s preliminary view is that those Regulations do not apply to the transfer of activity envisaged by the award of the Contract.  This is a preliminary view only and ultimately whether or not the Regulations apply is a matter of law. Bidders are therefore advised to seek their own independent legal advice on whether or not the Regulations apply. Bidders should indicate whether or not their tender is submitted on the basis that the Regulations do or do not apply.

26.
Please find below the details regarding the weightings for the evaluation of this requirement:

Selection Criteria
Fail criteria will be detailed in the relevant Scoring Methodology table.  Please see below Section A for the SQQ Evaluation

	Section A
	
	

	Part No/Section
	Question
	Score

	Part 1
	Potential Supplier Information
	 

	Q1.1
	Section 1 - Supplier Information
	Mandatory Information

	Q1.2
	Section 1 - Bidding Model
	Mandatory Information

	Q1.3
	Section 1 - Contact details & Declaration
	Mandatory Information

	Part 2
	Exclusion Grounds
	 

	2.1
	Section 2 - Exclusion Grounds
	Mandatory Information

	2.2
	Section 2 - Exclusion Grounds
	Mandatory Information

	2.3
	Section 2 - Exclusion Grounds
	Mandatory Information

	3.1
	Section 3 - Grounds for discretionary exclusion
	Pass/Fail

	3.2
	Section 3 - Grounds for discretionary exclusion
	Pass/Fail

	Part 3
	Economic & Financial Standing
	 

	4.1
	Section 4 - Economic and Financial Standing 
	Mandatory Information

	5.1
	Section 5 - Wider Group Details
	Mandatory Information based on response to 1.2

	5.2
	Section 5 - Wider Group Details
	Mandatory Information based on response to 1.2

	5.3
	Section 5 - Wider Group Details
	Mandatory Information based on response to 1.2

	6.1
	Section 6 - Technical & Professional Ability
Please provide details of up to three contracts
	Pass / Fail

	6.2
	Section 6 - Technical & Professional Ability
Where you intend to sub-contract 
	Pass/Fail

	6.3
	Section 6 - Technical & Professional Ability
If you cannot provide at least one example for questions 6.1
	Pass/Fail

	7.1
	Section 7 - Modern Slavery Act
Are you a relevant commercial organisation 
	Mandatory Information

	7.2
	Section 7 - Modern Slavery Act
If you have answered Yes to question 1 are you compliant 
	Pass/Fail

	8
	Section 8 - Additional Questions
	 

	8.1
	Section 8.1 - Insurance
	Pass/Fail

	8.2
	Section 8.2 - N/a
	N/a

	8.3
	Section 8.3 – N/a
	N/a

	8.4A
	Section 8.4A - N/a
	N/a

	8.4B
	Section 8.4B – N/a
	N/a

	8.5
	Section 8.5 - N/a
	N/a

	8.6
	Section 8.6 - Equality & Diversity
	Pass/Fail

	8.7
	Section 8.7 - N/a
	N/a

	8.8
	Section 8.8 - Health & Safety
	Pass/Fail

	8.9
	Section 8.9 - E- Procurement
	Pass/Fail

	8.10
	Section 8.10 - Information Handling & Security
	Pass/Fail


	Selection Criteria 


	Bidders need to achieve the minimum requirements as detailed within the questions in order for their technical submission (Section B) and commercial submission to be considered. 

ECC reserves the right to bar a response from further consideration should a Bidder not meet minimum quality thresholds specified within Section A or fails to achieve the individual thresholds.


Award Criteria

Please see below Section B for the ITT Evaluation

	Section B
	
	

	 
	Area
	% score

	Quality
	 
	 

	4
	Technical Questions
	 

	4.1
	DBS
	n/a

	4.2
	DBS
	n/a

	4.3
	Safeguarding and Safe Recruitment Policies
	10%

	4.4
	Safeguarding Continuous Improvement/Service Development

	10%

	4.5
	Service Model 
	20%

	4.6
	Delivery


	20%

	4.7
	Advice and Support
	15%

	4.8
	Service User engagement
	15%

	4.9
	Implementation and transition 
	5%

	4.10
	Added Value
	5%

	4.11
	Freedom of Information
	Mandatory Information

	4.12
	Form of Tender
	Mandatory Information

	4.13
	Bidder Feedback
	Optional

	Total 
	 
	100%

	Technical Score out of 100% 

                100                             x 30  = Bidders Overall Technical Score

	Overall Technical Score
	
	30%

	Price
	 
	 

	5
	Commercial Response
	 

	5.1A
	Submission - Pricing Schedule
	70%

	Total
	 
	70%

	TOTAL
	 
	100%


PART TWO – BIDDER ITT GUIDANCE
1. Introduction
This ITT has been issued by the Authority in connection with a competitive procurement conducted under the Public Contract Regulations 2015
Below, please find some guidance regarding the content of the SSQ and the ITT.  The tender is split into two sections – Section A and Section B.
The buyer will adapt the standard SSQ/ITT template to ensure it is appropriate for the requirement, so some of the areas listed below may not be applicable to this particular requirement.

Should a bidder have any questions or clarifications regarding the SSQ/ITT they must raise them via the messaging facility on the iSupplier Portal.  Any questions or clarifications raised, and the response to the same, will be shared with all bidders unless they are marked as commercially confidential and the Authority agrees this to be the case.  
2. Instructions, Key Documents & Declarations
This procurement is being undertaken using a single stage tender process with the tender split into two sections – Section A and Section B.  Therefore to express an interest and for your bid to be considered you are to complete all questions and ensure that any requested documentation is attached. 

The bidder is to note that the tender is a standard template which allows the buyer to select appropriate questions for the tender process. Due to this flexibility the numbering within the template may not run in sequence.
The Authority may use this section to provide bidders with Instructions, and to obtain necessary Declarations from bidders.  The section contains key documents such as the Instructions and Guidance to bidders, the Specification and the Terms and Conditions that will be applicable to any resultant contract.  

Bidders will need to access these documents by clicking where directed within the portal.  

This section includes pre-requisite questions, please complete all of these questions.
Bidders will need to create a draft quote in the system, this will then allow ECC to message you.  If you do not create a draft quote then we will not be able to send you messages on the tender until you have done so.  The following link takes you to the learning guidance on how to do this:

http://www.essex.gov.uk/Business-Partners/Supplying-Council/Documents/1-Suppliers-Attaching-Themselves-to-a-Negotiation.pdf
If you have questions concerning the documentation (which are not related to functionality of the system), you will need to select messages and enter the question where prompted and send it to us. Only questions asked in this manner will be responded to and broadcast.  
If the tender is amended during the tender stage it will be re-issued by the portal.  Bidders will need to acknowledge the amendment and will be directed to do so. If you have submitted your quote before the amendment you will need to re-submit your quote again.  
The last date for questions to be asked is 14th April 2017 at 12 noon.  Questions asked after this date will be responded to at the discretion of the Authority.  

Within the e-sourcing portal the Bidder is to confirm that they have read, understood and accept the terms and conditions, specifications and other attachments. These will form a part of any resultant contract
Please note the iSupplier portal requires us to include at least one 'Line' in ITT's (known as RFQ's in iSupplier), we have therefore created a dummy line for this ITT on the system.  Prior to submitting your response, you will need to click on the Lines tab, enter a value against the Quantity field (we suggest you enter a value of 1) and leave the Promised Date field blank.  When you click Continue you will be taken back to the Header tab so that you can review your bid before clicking on the Submit button.

3. SECTION A - SSQ Submission
Section A consists of two questions;

· 3.1 Standard Selection questionnaire SSQ – designed to assess the suitability of a Supplier to deliver the Authority’s contract requirements. Bidder must download and complete the SSQ document.

· 3.2 Additional relevant documents

· Please use this space to attach any relevant documents to support your SSQ response.  You will need to save all documents in a PDF, word or excel document as appropriate.

Standard Selection Questionnaire

The Standard Selection Questionnaire is structured in 3 separate parts:

Part 1 of the Standard Selection Questionnaire covers the basic information about the supplier, such as the contact details, trade memberships, details of parent companies, group bidding and so on.
Part 2 covers a self-declaration regarding whether or not any of the exclusion grounds apply. 
Part 3 covers a self-declaration regarding whether or not the company meets the selection criteria in respect of their financial standing, technical capacity and ECC’s additional questions.
Guidance to completing the SSQ

Part 1: Potential Supplier Information (Section 1)
The Bidder is to complete the required information concerning their organisation and provide details of their organisation’s bidding model. The Bidder is to identify if they are bidding as Prime Contractor or a Consortium.

Where reference is made to a consortium, this should be read as also including any other proposed partnership, joint venture or significant sub-contracting arrangement. Note that every organisation that is being relied on to meet the selection must complete and submit the Part 1 and Part 2 self-declaration.
For bidding purposes, a consortium bid is acceptable but for the purposes of entering into a contract, the Authority reserves the right to require groupings of organisations, consortia, partnerships or any other form of joint venture to take a particular legal form or to require a single lead organisation to take primary liability under the contract or to require that each party in a consortium/partnership/joint venture undertakes joint and several liability under the contract.

Where a consortium structure is proposed, all information requested should be given, unless otherwise instructed, in respect of the proposed prime contractor/consortium leader and in respect of consortium members or sub-contractors who will play a significant role in the delivery of services or work under any ensuing contract.  Responses must enable the Authority to assess the overall service proposed.

The Authority recognises that arrangements in relation to consortia and sub-contracting may be subject to future change.  Service providers/suppliers should therefore respond in light of such arrangements as they are currently envisaged.  Potential suppliers are reminded that any future change in relation to consortia and sub-contracting must be notified to the Authority so that it can make a further assessment by applying the selection criteria to the new information provided and the Authority reserves the right to reject any change which does not satisfy the selection criteria and any bidder who no longer satisfies the selection criteria.

Within this section the Bidder is to details if their organisation is registered with the appropriate trade or professional register(s) with the member state or country they are established. Details of these can be found in the Annex XI of the Public Contract Regulations.
Part 2: Exclusion Grounds 
Ground for mandatory exclusion (Section 2)
The purpose of this section is to establish the propriety of bidders.

If a bidder answers “Yes” to any of the questions in this section there will be serious doubts about propriety and the council is obliged to reject them from the procurement.
Any bidder that answers ‘Yes’ to any of the questions in these section should provide sufficient evidence, in a separate attachment, that the provides a summary of the circumstance and any remedial action that has been taken place subsequently and effectively “self-cleans” the situation referred to in the questions. The bidder has to demonstrate it has taken such remedial action, to the satisfaction of the authority.

The bidder is to note that the scoring methodology for this section is the following:

Pass or Fail (where ‘No’ or with satisfactory self- cleaning = Pass and ‘Yes’ with no satisfactory self-cleaning = Fail

Note that every organisation that is being relied on to meet the selection must complete and submit the Part 1 and Part 2 self-declaration.
Grounds for discretionary exclusion (Section 3)

The purpose of this section is to establish the propriety of bidders.

If a bidder answers “Yes” to any of the questions in this section there may be doubts about the propriety of the bidder. However, the Authority will consider any information that the bidder provides which clearly indicates that any past conduct or problem has been resolved and that steps have been taken to prevent its recurrence.
Any bidder that answers ‘Yes’ to any of the questions in these section should provide sufficient evidence, in a separate attachment, that the provides a summary of the circumstance and any remedial action that has been taken place subsequently and effectively “self-cleans” the situation referred to in the questions. The bidder has to demonstrate it has taken such remedial action, to the satisfaction of the authority.

The bidder is to note that the scoring methodology for this section is the following:

Pass or Fail (where ‘No’ or with satisfactory self- cleaning = Pass and ‘Yes’ with no satisfactory self-cleaning = Fail
Part 3: Selection Questions (Section 4) - Economic & Financial Standing

The purpose of this section is to ascertain that bidders are financially stable.   
The Financial Self-Certification Form will be used by the Authority to assess bidder's Financial Standing reflecting Regulation 58 of the Public Contract Regulations 2015. It has been prepared with reference to the current Cabinet Office Guidance and the Office for Government Commerce Supplier Financial Evaluation Guidance.
A bidder's Economic and Financial Standing is assessed on a risk basis and each organisation will be put into a risk category that fits the risks involved.
Each bidder must use attached Financial Self- Certification Form to assess their organisations Economic and Financial Standing. The financial risk rating that each organisation declares will be considered as part of the overall selection criteria. Each bidder will receive a risk rating according to the corresponding level of financial risk which they are adjudged to hold following the completion of this form.
There is no scoring criterion for this section but the successful bidder will be categorised by the following consolidated risk category:-

	
	

	MEDIUM RISK CONTRACT (Contract Risk Score 50% - 75%)

	Financial Appraisal Score
	Supplier Risk Category

	0% - 59%
	High Risk

	60% - 69%
	Medium Risk

	70% - 100%
	Low Risk


Financial Rating Ratios

The ratios that the Authority uses to calculate a bidder's financial risk rating are: 

1. Current ratio: a measure of whether current assets cover current liabilities

2. Liquid ratio: a measure of short term solvency but recognised as of limited use if the financial information is old.

3. Gearing: this shows the level of long term borrowing the organisation has compared to its non-current liabilities.

4. Interest cover: this shows whether the profits of the organisation are sufficient to cover its interest payments.

5. Contract value/turnover: the proportion of the annual contract value compared to turnover
The Authority also assesses whether has:

6. Increasing profits year on year: whether profits as a percentage of turnover is increasing year on year

7. Positive net assets (i.e. has more assets than liabilities). 

The Authority applies a weighting to the results of each of the 7 items listed above. The Financial Self-Certification Form calculates an overall weighted score by summing the weighted scores of the 7 items above."

For further information on the inputs to the ratios, scores and weightings applied, please click on the link within the "Financial Risk Rating Ratios" tab in the attached spreadsheet.

[image: image2.emf]Financial  Self-Certification Form 280217.xlsm


Contract Risk Rating

Before sending out the Financial Self-Certification Form, the Authority has assessed each contract and has determined a contract risk rating. The Authority conducts an assessment of the risk of each of its contract to determine the requisite threshold which will be utilised in respect of this form. This contract risk rating defines the thresholds that this tool will apply to the score calculated above in order to determine the financial risk rating. 

In determining a contract risk rating, the Authority examines the following aspects:

1. Spend: total contract value, split between: under £500k; £500k to £1m; £1m to £2.5m; £2.5m to £5m; £5m to £10m and over £10 m (Weighting 0%)

2. Duration: months of the contract, split between: up to 11 months; 12 to 23 months; 24 to 35 months; 36 to 59 months; 60 to 119 months; over 119 months (Weighting 5%)

3. Criticality: contract status, split between: strategic; specialist; core; non-core; ad-hoc (Weighting 50%)

4. Supply risk: impact of supplier business failure, split between: critical; high; moderate; low (Weighting 30%)

5. Profile: the degree of attention or public interest, split between: hot; warm; cold (Weighting 15%)

The thresholds applied to each type of contract requiring a financial risk rating are detailed in the "Contract Risk Rating" tab within the attached spreadsheet. Note that the Authority has determined that self-certification process is only required for a contract that has been determined to be a high or medium contract risk rating.

Bidder Template

The financial information provided in the "Bidder Template" tab must be as per the most recent set of financial statements. Where the bidder's financial statements are subject to an audit, the financial information provided must be as per the most recent set of audited financial statements. 

The Authority does not accept budgets, forecasts, management accounts or other forms 
of management information to calculate the financial risk rating.

Please note that any bidder who does not have 12 months financial information (i.e. has been operating less than one year) should declare a "very high" financial risk rating. 
Accordingly, the Authority may require the bidder to provide a formal guarantee e.g. parent company guarantee, bank bond, performance bond. 

Where a company achieves a financial risk rating of "high" or "very high" for any other reason, the Authority reserves the right to request the bidder to provide a guarantee.

The Authority has the right to reject any bidder’s ITT submission where no formal guarantee can be provided by the bidder e.g. parent company guarantee, bank bond or performance bond when the organisation only achieves a financial risk rating of "high" or "very high".

If a bidder has more liabilities than assets (i.e. an overall net liability or negative net assets), the bidder will receive "very high" financial risk rating.

The bidder is to complete all cells in purple on the "Bidder Template" tab using your most recent set of financial statements. For any bidder that has been operating for less than 2 years (i.e. where the bidder has only one year's worth of financial information), please enter £nil throughout the prior year column.

Please ensure that all purple cells have been completed within this tab as the ratios are calculated based on the information provided within these tabs.

Data Integrity

Please ensure that all integrity checks have been passed in the "Data integrity checks" (i.e. all read "OK"). Where there is an error, please correct this error. This will ensure that the financial risk rating that has been calculated is accurate based on the financial information provided.

The bidder’s financial risk (and each financial ratio) will be calculated and given in the "Results" tab. The organisations risk category (low, medium, high, very high) will be highlighted in row 12 of this tab to each bidder according to the overall perceived financial risk. 

Further guidance for Bidders

Interest Payable/(Receivable): Interest receivable should be entered as a negative figure and interest payable should be entered as a positive figure. If a bidder has both interest receivable and interest payable, then please input the net interest figure.

(Profit)/Loss Before Interest & Tax: This figure should be profit before interest and tax. Profit before interest and tax should be entered as a negative figure and loss should be entered as a positive figure.

Current Assets: Examples of current assets include: cash, cash equivalents, short term investments, stock, inventory, debtors or receivables (e.g. trade debtors or receivables, VAT, amounts due from group companies, prepayments, accrued income, other debtors or receivables). This list is not exhaustive.

Current Liabilities: Current liabilities are liabilities that are:

- Expected to be settled in less than one year from the reporting date

- Held for the purposes of trading

Examples of current liabilities include: bank loans due within one year, overdrafts, mortgage payments due within one year, creditors or payables (e.g. trade creditors or payables, VAT, amounts due to group companies, accruals, deferred income, other creditors or payables), deferred tax, provisions payable within one year, lease obligations or hire purchase agreement obligations due within one year. This list is not exhaustive.

Non-current liabilities: Long term liabilities are liabilities that are expected to be settled after one year from the reporting date (i.e. are not short term).

Examples of non-current liabilities include: bank loans due after one year, mortgage payments due after one year, creditors or payables (trade creditors or payables, other 
creditors or payables, long term deferred income), pension liabilities, deferred tax, provisions payable after one year, lease obligations or hire purchase agreement obligations due after one year. This list is not exhaustive.

Total Funds/Equity: The total funds/equity figure include: profit and loss account, general fund or general reserve, revaluation reserve, restricted funds, unrestricted funds, share capital, share premium. This list is not exhaustive.

Where the bidder's assets are greater than liabilities (i.e. bidder is in a net asset position), please enter a positive number. Where the bidder's assets are less than liabilities (i.e. bidder is in a net liability positon), please enter a negative number.
Part 3: Selection Questions (Section 5)

The section only needs to be completed if the bidder has indicated they are part of a wider group in their response to question 1.2 of the SSQ. 
Part 3: Selection Questions (Section 6) - Technical & Professional Ability

The bidder is to provide up to three contracts, in any combination from either the public sector or provide sector that are relevant to the Authority’s requirement by completing the attached template within this section.

Contract examples that are relevant to the requirement should be provided. A newly set-up bidder might be unable to provide three contract examples, but at least one or two should be available. 

ECC reserves the right to check the accuracy of the contract examples by contacting the relevant customers.  Where the requirement is for a new or innovative service or product, contract examples may be less relevant
This is a Pass / Fail question 
Part 3: Selection Questions (Section 7) - Modern Slavery Act 2015: Requirements under Modern Slavery Act 2015 

The Modern Slavery Act 2015 (the "Act"), aims to eradicate modern slavery, which encompasses human trafficking, slavery, forced labour and servitude.

Organisations with a global turnover of £36 million and over are required to publish a slavery and human trafficking statement for each financial year. The statement must set out the steps an organisation has taken to ensure that slavery and human trafficking is not taking place in its supply chain or in any part of its own organisation.
In response to this questions the Bidder is to confirm if their global turner over is £36 million and over. If you respond ‘Yes’ an additional question will appear requesting that you attach a copy of your organisation’s Modern Slavery Statement.

Further details concerning the Modern Slavery Act can be found on https://www.gov.uk/government/uploadTransparency_in_Supply_Chains_etc__A_practical_guide__final_.pdf
Part 3: Selection Questions (Section 8) - Additional questions

8.1 Insurance

The ITT will outline the insurance requirements applicable for the procurement exercise.  If a Bidder answers ‘Yes’ or ‘Willing to Obtain’ it is likely that ECC will require evidence of the insurance cover at an appropriate stage during the procurement exercise, and prior to contract award.
Employer’s Liability Insurance is a legal requirement (except for businesses employing only the owner / close family members).  If a Bidder believes that they fall into this category they must answer the question and provide further details justifying the exemption.
8.2 Skill and Apprentices

Not Used
8.3 Licensing and Registration

Not Used
8.4 Professional Capacity

Not Used
8.5 Public Services (Social Value) Act 2012

Not Used
8.6 Equality & Diversity

The bidder is to detail if there has been any finding of unlawful discrimination against their organisation by an Employment Tribunal, an Employment Appeal or any other court. A summary of the investigation is to be provided, as well as any remedial action that organisation has undertaken to prevent reoccurrence.

In you are an organisation located outside of UK please refer to equivalent legislation in the country you are based.

The bidder is to provide details of any complaint upheld by the Equality and Human Rights Commission in the last three year. A summary of the investigation is to be provided, as well as any remedial action that organisation has undertaken to prevent reoccurrence
The bidder is also required to provide overview of any processes they have in place to check whether any of the above circumstances apply to any of their sub-contractors.

Further information regarding the areas covered in this section can be found at:
www.equalityhumanrights.com or www.gov.uk.


8.7 Environmental Management

Not Used
8.8 Health & Safety
The bidder is to self-certify that their organisation has a Health and Safety Policy that complies with current legislation.

The bidder is to provide details of receipts of any enforcement orders in relation to the Health and Safety Executive given to their Directors or Executive Officers in the last three years.  A summary of the investigation is to be provided, as well as any remedial action that organisation has undertaken to prevent reoccurrence. 

The bidder is also required to provide an overview of any processes they have in place to check whether any of the above circumstances apply to any of their sub-contractors.
Further information regarding the areas covered in this section can be found at:
www.hse.gov.uk 

8.9 E-Procurement
The purpose of this section is to identify your organisation’s current e-Procurement capabilities to ensure that your organisation can meet with Essex County Council’s eProcurement requirements. eProcurement refers to electronic methods used to purchase goods, works and services in order to maximise the benefits to both ECC and suppliers through efficient processes and prompt payment.

If you cannot meet the minimum standards but your organisation is currently developing its IT capabilities which will enable your organisation to meet with the requirements from the date of commencement of the contract please provide details explaining this and detail what action you are taking. 

If you have not done so already, you may want to set up a single email account for your organisation.  Please note that one single email account must be provided for the organisation, ECC is unable to accept multiple e-mail addresses for different depots within/across an organisation.

Please familiarise yourself with the marketplace information which can be found on ECC’s website: http://www.essex.gov.uk/Business-Partners/Supplying-Council/Pages/default.aspx
8.10 Information Handling & Security 

The bidder is required to complete the attached IS Procurement Questionnaire. Evidence can be attached to each question by the bidder, please ensure all questions are completed.

[image: image3.emf]Information Risk  Questionnaire - Self Assessment_v1.00.docx


8.11 Safeguarding

Safeguarding provisions are required where the service requires the supplier to undertake Regulated Activity.  

Regulated Activity is defined within the Safeguarding Vulnerable Groups Act schedule 4. This includes:

· Working on a Regulated Activity Site, examples include:
a. Schools
b. Care Homes
c. Children’s nurseries
d. Children’s detention Centres
e. GP surgeries
f. Dental Practices 

· Carrying out a specific nature of work e.g. Training, Transport, Supervision, Advice, all with children or vulnerable adults. 
· The frequency of working on a Regulated Activity Site must be at least 4 times within a month or once a week
The following link provides further information regarding the Safeguarding Vulnerable Groups Act 2006:
http://www.legislation.gov.uk/ukpga/2006/47/contents]

The Services outlined in the Service Specification have been identified as having safeguarding implications. Bidders are required to self- certify that the meet the requirements outlined within each question. The questions are evaluated on a pass/fail basis as outlined within each individual question.


The Authority reserves the right at any stage during the procurement process, or any resulting contract to check any or all of the responses provided in this section to verity the response provided.

8.12 TUPE & Pensions

Not Used
8.13 Clinical Governance
Not Used

4. SECTION B - Technical Response

Public Services (Social Value) Act 2012

Not Used
Apprenticeships

Not Used

Disclosure & Barring Service
The Criminal Records Bureau (CRB) and the Independent Safeguarding Authority (ISA) have merged into the Disclosure and Barring Service (DBS) - CRB checks are now called DBS checks.
Essex County Council are registered with the DBS enabling it to act as an  Umbrella Body to process checks for other organisations and individuals who do not wish or are unable to register with the DBS in their own right – this is provided by the authorities eCRB Services. 

The Disclosure and Barring service currently charges £44 per application for an enhanced check – there is an additional administration fee for the use of eCRB Services, which will be provided on application, and is dependent on volume. 

Within this section you are to detail if you require the Authority to undertake DBS checks on your behalf or if your organisation will be undertaken these services yourself.

If you are undertaking the checks yourself please provide evidence of your DBS registrations and the procedures you have place to undertake any DBS checks on members of staff, agency staff or sub-contractors.

Safeguarding

Safeguarding provisions are required where the service requires the supplier to undertake Regulated Activity.

Regulated Activity is defined within the Safeguarding Vulnerable Groups Act Schedule 4. This includes:

iv) Working on a Regulated Activity Site, examples include:

a. Schools;

b. Care Homes;

c. Children’s nurseries;

d. Children’s detention Centres;

e. GP surgeries; 

i. Dental Practices.

v) Carrying out a specific nature of work e.g. Training, Transport, Supervision, Advice and all with children or vulnerable adults.

vi) The frequency of working on a Regulated Activity Site must be at least 4 times within a month or once a week.

The following link provides further information regarding the Safeguarding Vulnerable Groups Act 2006:

Safeguarding Vulnerable Groups Act 2006
This section is made up of two questions designed to determine that the bidder has current safeguarding practices in line with legislation that meet ECC requirements.

The scoring methodology for these questions shall be the criteria detailed in Table C.  The questions are evaluated on a pass/fail basis.  Bidders are required to score a 2,3,4 or 5 to pass.  ECC reserve the right to fail bidders that score a 0 or 1 on both or either of these questions.

Safeguarding and Safe Recruitment Policies 

The bidder is to describe how they will implement their safeguarding and safe recruitment policies in delivering this requirement.  The response is limited to 500 words and must adequately outline all the applicable areas identified within the question.

Safeguarding Continuous Improvement/Service Development 

The bidder is to describe the process that their organisation has in place to ensure that safeguarding practices will be continuously improved during the duration of the contract.  The response is limited to 500 words and must adequately outline all the applicable areas identified within the question

Clinical Governance

Not Used
TUPE Regulations
Not Used

The Authority has considered this procurement in relation to the Transfer of Undertakings (Protection of Employment) Regulations 2006 (the Regulations). The Authority’s preliminary view is that those Regulations do not apply to the transfer of activity envisaged by the award of the Contract.  This is a preliminary view only and ultimately whether or not the Regulations apply is a matter of law. Bidders are therefore advised to seek their own independent legal advice on whether or not the Regulations apply. Bidders should indicate whether or not their tender is submitted on the basis that the Regulations do or do not apply.
Technical Questions
Additional ITT questions have been added within the Tender Response Template that are specific to the service specification.  The Bidder is required to read the Specification before reading and responding to the specific Technical questions.  Details of the evaluation and how to respond to the questions can be found in the Bidders Guidance as well as the Tender Response Template.  If a Bidder has any questions these can be raised as a clarification within the message board.
Freedom of Information

If a Bidder considers that any information supplied for the purposes of this ITT is either confidential in nature or commercially sensitive and an exemption applies this should be highlighted in the body of the ITT submission and the reasons for its sensitivity given in the table in the form supplied.

Submission of a completed table does not guarantee that the information highlighted will be recognised as an exemption, this will be subject to clarification.  
Bidder Feedback

This section provides Bidders with an opportunity to provide feedback or comments regarding the structure or format of this ITT.
We are continuing work to update and improve our standard tender templates and welcome any constructive feedback from Bidders. 

5. Commercial Response

The bidder is required to fully complete the attached Pricing Schedule in the prescribed format and re-attached the completed documentation to this section. Please note the Pricing Schedule is protected to ensure standard cells are not edited. You will only be able to edit the price lines and all calculations and totals will automatically populate.
The evaluation for the submission is detailed on the Pricing Schedule.

6. Scoring Methodology Table C
This section confirms the Scoring Methodology that will be used for the scored questions within the ITT (unless otherwise stated).

0 = Wholly Unsatisfactory - Non-compliant, fails to address specified requirements sufficiently, successful delivery considered highly unlikely. 

1 = Unsatisfactory - Does not satisfy all the requirements, gives major concerns around contract performance, successful delivery considered uncertain or unlikely.

2 = Cause for Concern - Mainly compliant, generally meets the requirement except for minor aspects and shortcomings. Successful delivery considered likely.

3 = Acceptable - Satisfies all requirements to at least an average level, successful delivery considered highly probable, no shortcomings apparent. 

4 = Highly Acceptable - Comfortably satisfies all requirements, negligible risk of failure. Highly competent response. Successful delivery almost assured.

5 = Outstanding - Offers an excellent level of performance which exceeds national requirements; represent industry best practice.
7. Section B Declaration

The bidder is to read and confirm agreement to the Section B Declaration – Form of Tender document which can be found in the Tender Response Template.
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Guidance for Commercial Team

				Guidance for Commercial Team

				1. To enable macros on this spreadsheet, first click "Enable Content" in the yellow bar above the formula bar:



				2. A pop-up will appear, please click yes. This will enable macros:









				3. On the "Commercial Team Inputs" tab, please input the contract risk rating from the "Contract Risk Rating" tool in the first purple box.

				4. On the "Commercial Team Inputs" tab, please input the annual contract value to the nearest thousand in the second purple box. 

Where only the full contract value and the number of years of the contract is known (i.e. the annual contract value is not known), an estimate of the annual contract value should be determined by calculating (full contract value divided by total number of years of contract)

				5. Please click here to go to the "Commercial Team Inputs" tab.

				6. Once the contract risk rating and annual contract value have been input correctly, click the "Hide Sheets" button. This will hide this tab ("Guidance for Commercial Team") and the "Commercial Team Inputs" tab. 

PLEASE NOTE: once the "Hide Sheets" button has been pressed, it is NOT possible to unhide either of these tabs. Please contact Vikesh Barchha on vikesh.barchha@essex.gov.uk or Mick Smith on Mick.Smith@essex.gov.uk if the "Guidance for Commercial Team" or the "Commercial Team Inputs" need to be unhidden.

				If you have any questions on any of this, please contact: Vikesh Barchha on vikesh.barchha@essex.gov.uk or Mick Smith on Mick.Smith@essex.gov.uk.





Commercial Team Inputs

				Commercial Team Inputs



				Contract Risk Rating		Medium		Commercial team to enter contract risk rating from contract risk tool



				Annual contract value (£k)		36,000		Commercial team to enter annual contract value to nearest thousand

				Please click here to go back to the "Guidance for Commercial Team" tab.



Hide Sheets



Guidance for Bidders

				Background guidance for Bidders

				This Financial Self-Certification Form will be used to assess Candidate's Financial Standing reflecting Regulation 58 of the Public Contract Regulations 2015. It has been prepared with reference to the current Cabinet Office Guidance and the Office for Government Commerce Supplier Financial Evaluation Guidance.

				A bidder's Economic and Financial Standing is assessed on a risk basis and each organisation will be put into a risk category that fits the risks involved.

Each bidder must use this form (the "Financial Self-Certification Form") to assess their organisations Economic and Financial Standing. The financial risk rating that each organisation declares will be considered as part of the overall selection criteria. Each bidder will receive a risk rating according to the corresponding level of financial risk which they are adjudged to hold following the completion of this form.

The ratios that the Authority uses to calculate a bidder's financial risk rating are: 
1. Current ratio: a measure of whether current assets cover current liabilities
2. Liquid ratio: a measure of short term solvency but recognised as of limited use if the financial information is old.
3. Gearing: this shows the level of long term borrowing the organisation has compared to its non-current liabilities.
4. Interest cover: this shows whether the profits of the organisation are sufficient to cover its interest payments.
5. Contract value/turnover: the proportion of the annual contract value compared to turnover
The Authority also assesses whether has:
6. Increasing profits year on year: whether profits as a percentage of turnover is increasing year on year
7. Positive net assets (i.e. has more assets than liabilities). 

The Authority applies a weighting to the results of each of the 7 items listed above. The Financial Self-Certification Form calculates an overall weighted score by summing the weighted scores of the 7 items above.

				For further information on the inputs to the ratios, scores and weightings applied, please click here to go to the "Financial Risk Rating Ratios" tab.

				Before sending out the Financial Self-Certification Form, the Authority has assessed each contract and has determined a contract risk rating. The Authority conducts an assessment of the risk of each of its contract to determine the requisite threshold which will be utilised in respect of this form. This contract risk rating defines the thresholds that this tool will apply to the score calculated above in order to determine the financial risk rating. 

In determining a contract risk rating, the Authority examines the following aspects:
1. Spend: total contract value, split between: under £500k; £500k to £1m; £1m to £2.5m; £2.5m to £5m; £5m to £10m and over £10 m
2. Duration: months of the contract, split between: up to 11 months; 12 to 23 months; 24 to 35 months; 36 to 59 months; 60 to 119 months; over 119 months
3. Criticality: contract status, split between: strategic; specialist; core; non-core; ad-hoc
4. Supply risk: impact of supplier business failure, split between: critical; high; moderate; low
5. Profile: the degree of attention or public interest, split between: hot; warm; cold

				The thresholds applied to each type of contract requiring a financial risk rating are detailed in the "Contract Risk Rating" tab. Note that the Authority has determined that self certification process is only required for a contract that has been determined to be a high or medium contract risk rating.

Please click here to go to the "Contract Risk Rating" tab.

				The financial information provided in the "Bidder Template" tab must be as per the most recent set of financial statements. Where the bidder's financial statements are subject to an audit, the financial information provided must be as per the most recent set of audited financial statements. 

The Authority does not accept budgets, forecasts, management accounts or other forms of management information to calculate the financial risk rating.

				Note that any bidder who does not have 12 months financial information (i.e. has been operating less than one year) should declare a "very high" financial risk rating. Accordingly, the Authority will require the bidder to provide a formal guarantee e.g. parent company guarantee, bank bond, performance bond. 

Where a company achieves a financial risk rating of "high" or "very high" for any other reason, the Authority may request the bidder to provide a guarantee.

The Authority has the right to reject any bidder’s ITT submission where no formal guarantee can be provided by the bidder e.g. parent company guarantee, bank bond or performance bond when the organisation only achieves a financial risk rating of "high" or "very high".

				If a bidder has more liabilities than assets (i.e. an overall net liability or negative net assets), the bidder will receive "very high" financial risk rating.

				Completion guidance for Bidders

				1. Please complete all cells in purple on the "Bidder Template" tab using your most recent set of financial statements. For any bidder that has been operating for less than 2 years (i.e. where the bidder has only one year's worth of financial information), please enter £nil throughout the prior year column.

Please ensure that all purple cells have been completed within this tab as the ratios are calculated based on the information provided within these tabs.

				Please click here to go to the "Bidder Template" tab.

				2. Please ensure that all integrity checks have been passed in the "Data integrity checks" (i.e. all read "OK"). Where there is an error, please correct this error. This will ensure that the financial risk rating that has been calculated is accurate based on the financial information provided.

				Please click here to go to the "Data integrity checks" tab.

				3. The bidders financial risk (and each financial ratio) will be calculated and given in the "Results" tab. The organisations risk category (low, medium, high, very high) will be highlighted in row 12 of this tab to each bidder according to the overall perceived financial risk. 

				Please click here to go to the "Results" tab.

				Further guidance for Bidders

				Interest Payable/(Receivable): Interest receivable should be entered as a negative figure and interest payable should be entered as a positive figure. If a bidder has both interest receivable and interest payable, then please input the net interest figure.

Please click here to go back to the "Bidder Template" tab.

				(Profit)/Loss Before Interest & Tax: This figure should be profit before interest and tax. Profit before interest and tax should be entered as a negative figure and loss should be entered as a positive figure.

Please click here to go back to the "Bidder Template" tab.

				Current Assets: Examples of current assets include: cash, cash equivalents, short term investments, stock, inventory, debtors or receivables (e.g. trade debtors or receivables, VAT, amounts due from group companies, prepayments, accrued income, other debtors or receivables). This list is not exhaustive.

Please click here to go back to the "Bidder Template" tab.

				Current Liabilities: Current liabilities are liabilities that are:
- Expected to be settled in less than one year from the reporting date
- Held for the puposes of trading

Examples of current liabilities include: bank loans due within one year, overdrafts, mortgage payments due within one year, creditors or payables (e.g. trade creditors or payables, VAT, amounts due to group companies, accruals, deferred income, other creditors or payables), deferred tax, provisions payable within one year, lease obligations or hire purchase agreement obligations due within one year. This list is not exhaustive.

Please click here to go back to the "Bidder Template" tab.

				Non-current liabilities: Long term liabilities are liabilities that are expected to be settled after one year from the reporting date (i.e. are not short term).

Examples of non-current liabilities include: bank loans due after one year, mortgage payments due after one year, creditors or payables (trade creditors or payables, other creditors or payables, long term deferred income), pension liabilities, deferred tax, provisions payable after one year, lease obligations or hire purchase agreement obligations due after one year. This list is not exhaustive.

Please click here to go back to the "Bidder Template" tab.

				Total Funds/Equity: The total funds/equity figure include: profit and loss account, general fund or general reserve, revaluation reserve, restricted funds, unrestricted funds, share capital, share premium. This list is not exhaustive.

Where the bidder's assets are greater than liabilities (i.e. bidder is in a net asset position), please enter a positive number. Where the bidder's assets are less than liabilities (i.e. bidder is in a net liability positon), please enter a negative number.

Please click here to go back to the "Bidder Template" tab.







Contract Risk Rating

				HIGH RISK CONTRACT						MEDIUM RISK CONTRACT

				Financial Appraisal Score		Supplier Risk Category				Financial Appraisal Score		Supplier Risk Category

				0% - 79%		High Risk				0% - 59%		High Risk

				80% - 89%		Medium Risk				60% - 69%		Medium Risk

				90% - 100%		Low Risk				70% - 100%		Low Risk



		Please click here to go back to the "Guidance for Bidders" tab.

















Financial Risk Rating Ratios

		Ratio/Criteria		Formula Used		Score Availability/Methodology												Basic Score 		Weighting		Weighted Score

						0 pts		1 pt		2 pts		3 pts		4 pts		5 pts

		Current Ratio		(Current assets /current liabilities)		<0.5		>0.5		>0.6		>0.7		>0.8		>0.9				3		0

		Liquid Ratio		(current assets - stock)/current liabilities                        		<0.25		>0.25		>0.3		>0.35		>0.4		>0.5				3		0

		Gearing		Long term liabilities / shareholder funds/equity 		>2.3		<2.3		<2.0		<1.7		<1.4		<1.0				3		0

		Profit before interest and tax		Trend of profit before interest and tax/turnover over last 2 years		Only 1 Yr trading or decreasing trend		-		-		-		-		Profit and improving				3		0

		Interest Cover		Profit before interest and tax/Net interest		<0.2		>0.2		>0.4		>0.6		>0.8		>1.0				3		0

		*Shareholders' Funds/Equity In The Business 		Score of 5 pts is available for positive funds only		N/A		N/A		N/A		N/A		N/A		Positive				3		0

		Contract Value		Contract value / turnover - no more than half company turnover		>150% of annual turnover		<150% of annual turnover		<125% of annual turnover		<100% of annual turnover		< 75% of annual turnover		< 50% of annual turnover				3		0



		Please click here to go back to the "Guidance for Bidders" tab.

																						0







Bidder Template

		Self-certification template to be completed by bidders



		Name of bidder:



		Company number:



		Date form completed:



		What percentage of the contract will the bidder deliver?



		EVERY box MUST be completed to enable full ratio analysis and scoring to be completed.

		Figures must relate to the entity that would be contracting with Essex County Council - not a "Parent Company" or "Group of Companies"

		The spreadsheet must be completed by a qualified accountant.



				Latest Year				Prior Year		Link for completion guidance

		General information required:

		Enter Year Ending Date				0



		Are bidder accounts audited?



		If you answered "Yes" to the question above, what audit opinion did you receive?



		If you answered no, why are your accounts not audited? (please enter N/A if accounts are audited)



		Financial information required:

		Enter figures to the nearest thousand. Figures must be as per last available set of financial statements (i.e. not budgets, forecasts or management accounts)		£000				£000



		Turnover



		Interest Payable/(Receivable)								Interest Payable/(Receivable)



		(Profit)/Loss Before Interest & Tax								(Profit)/Loss Before Interest & Tax



		Current Assets (receivable within 12 months from the reporting date)								Current Assets



		Stock/Inventory included in Current Assets



		Current Liabilities (payable within 12 months from the reporting date)								Current Liabilities



		Long Term Liabilities (payable after 12 months from the reporting date)								Long Term Liabilities



		Total Funds/Equity								Total Funds/Equity



		Please enter the name, position and qualification of person supplying above information:









		Please click here to go back to the "Guidance for Bidders" tab.





























Data integrity checks

				Data integrity checks

				Checks on Bidder Template tab:		Latest Year		Prior Year

				Is financial information after date of completion?		Error		Error

				All purple cells completed?		Error		Error

				Has company completed row 9?		Error

				Has company completed row 17?		Error		Error

				Has company completed row 19?		Error		Error

				Has company completed row 21?		Error		Error

				Has company completed row 23?		Error		Error

				Has company completed row 28?		Error		Error

				Has company completed row 30?		Error		Error

				Has company completed row 32?		Error		Error

				Has company completed row 34?		Error		Error

				Has company completed row 36?		Error		Error

				Has company completed row 38?		Error		Error

				Has company completed row 40?		Error		Error

				Has company completed row 42?		Error		Error

				Please click here to go back to the "Guidance for Bidders" tab.





Results

				Results of self-certification

						Results		Score		Weighting		Total Score

				Current Ratio		0.00		0		3		0%

				Liquid Ratio		0.00		0		3		0%

				Gearing		0.00		5		3		14%

				Profit before interest and tax		0.00%		0		3		0%

				Interest Cover		1.00		5		3		14%

				Shareholders' Funds/Equity In The Business (£k)		0		0		3		0%

				Contract Value/turnover		0%		5		3		14%

				TOTAL:								42%



				FINANCIAL RISK RATING:								Very High Risk



				Please click here to go back to the "Guidance for Bidders" tab.





List

				Yes		Unqualified opinion		High

				No		Unqualified opinion - emphasis of matter		Medium

						Qualified opinion - except for (disagreement)

						Qualified opinion - except for (limitation of scope)

						Adverse opinion

						Disclaimer opinion

						N/A - accounts are not audited





Lookup tables

				Lookup table						Lookup table						Lookup table						Lookup table						Lookup table

				Current Ratio						Liquid Ratio						Interest Cover						Gearing						Contract Value



				Score		Value				Score		Value				Score		Value				Score		Value				Score		Value

				0.0		0				0.0		0				-400.0		0

				0.1		0				0.3		1				0.2		1				-1500.0		0				-100.00		0

				0.2		0				0.3		2				0.4		2				-2.3		1				-1.25		1

				0.3		0				0.4		3				0.6		3				-2.0		2				-1.00		2

				0.4		0				0.4		4				0.8		4				-1.7		3				-0.75		3

				0.5		1				0.5		5				1.0		5				-1.4		4				-0.50		4

				0.6		2																-1.0		5				-0.25		5

				0.7		3

				0.8		4

				0.9		5







Risk Rating Calculator

				HIGH RISK CONTRACT		RISK CATEGORY				MEDIUM RISK CONTRACT		RISK CATEGORY

				0%		High				0%		High

				1%		High				1%		High

				2%		High				2%		High

				3%		High				3%		High

				4%		High				4%		High

				5%		High				5%		High

				6%		High				6%		High

				7%		High				7%		High

				8%		High				8%		High

				9%		High				9%		High

				10%		High				10%		High

				11%		High				11%		High

				12%		High				12%		High

				13%		High				13%		High

				14%		High				14%		High

				15%		High				15%		High

				16%		High				16%		High

				17%		High				17%		High

				18%		High				18%		High

				19%		High				19%		High

				20%		High				20%		High

				21%		High				21%		High

				22%		High				22%		High

				23%		High				23%		High

				24%		High				24%		High

				25%		High				25%		High

				26%		High				26%		High

				27%		High				27%		High

				28%		High				28%		High

				29%		High				29%		High

				30%		High				30%		High

				31%		High				31%		High

				32%		High				32%		High

				33%		High				33%		High

				34%		High				34%		High

				35%		High				35%		High

				36%		High				36%		High

				37%		High				37%		High

				38%		High				38%		High

				39%		High				39%		High

				40%		High				40%		High

				41%		High				41%		High

				42%		High				42%		High

				43%		High				43%		High

				44%		High				44%		High

				45%		High				45%		High

				46%		High				46%		High

				47%		High				47%		High

				48%		High				48%		High

				49%		High				49%		High

				50%		High				50%		High

				51%		High				51%		High

				52%		High				52%		High

				53%		High				53%		High

				54%		High				54%		High

				55%		High				55%		High

				56%		High				56%		High

				57%		High				57%		High

				58%		High				58%		High

				59%		High				59%		High

				60%		High				60%		Medium

				61%		High				61%		Medium

				62%		High				62%		Medium

				63%		High				63%		Medium

				64%		High				64%		Medium

				65%		High				65%		Medium

				66%		High				66%		Medium

				67%		High				67%		Medium

				68%		High				68%		Medium

				69%		High				69%		Medium

				70%		High				70%		Low

				71%		High				71%		Low

				72%		High				72%		Low

				73%		High				73%		Low

				74%		High				74%		Low

				75%		High				75%		Low

				76%		High				76%		Low

				77%		High				77%		Low

				78%		High				78%		Low

				79%		High				79%		Low

				80%		Medium				80%		Low

				81%		Medium				81%		Low

				82%		Medium				82%		Low

				83%		Medium				83%		Low

				84%		Medium				84%		Low

				85%		Medium				85%		Low

				86%		Medium				86%		Low

				87%		Medium				87%		Low

				88%		Medium				88%		Low

				89%		Medium				89%		Low

				90%		Low				90%		Low

				91%		Low				91%		Low

				92%		Low				92%		Low

				93%		Low				93%		Low

				94%		Low				94%		Low

				95%		Low				95%		Low

				96%		Low				96%		Low

				97%		Low				97%		Low

				98%		Low				98%		Low

				99%		Low				99%		Low

				100%		Low				100%		Low





image1.png

(1) Security Warning  Macros have been isabled. | _Enable Content






image2.png

Security Warning ?o=

e ——

“This file s on a network location. Other users who have access to this network.
location may be able to tamper with this fie.

Wihats the risk?

C] Do not ask me again for network fies:








[image: ][image: ]Information Risk Questionnaire – Self-Assessment

Key Points

1. Essex County Council has a number of requirements that bidders proposing a solutions/service must meet.  These are based upon the UK government’s Cyber Essentials Plus scheme and ‘10 Steps To Cyber Security’ publication, along with the Information Commissioner’s Office ‘Guide to IT security for the small business’ and the Data Protection Act 1998.

2. The requirements are specified in a table starting on the next page.  The table also links to guidance and examples of the controls that must have been implemented, and actioned on an on-going basis, in order to comply with the requirement.  Please check against the Business Categories section in the guidance, to identify which set of requirements are relevant to the solution/service you propose to provide.  A full list of controls is not provided, but can be obtained by clicking on the links to the appropriate documents above. 

3. The bidder, their partners, and sub- contractors/third parties involved in providing the solution/service must be able to comply with the requirements.  This includes any parties that access, process, store or communicate information, or provide IT infrastructure components.  It is the bidder’s responsibility to respond on behalf of all parties involved, after checking their compliance with the requirements, and their ability to evidence they meet them.  (Throughout this document “the bidder” means the bidder and any partners, third parties and subcontractors).



4. Requirements 1 to 5 require medium and large organisations to have either gained Cyber Essentials Plus certification, or be able to provide ECC assurances and independent evidence that they meet the controls.  For smaller organisations, the assessment of controls said to be in place will be performed by ECC.  Guidance is provided later in this document for the two size categories.  Assurance is required annually.

5. The bidder’s response must:

a. Confirm whether or not the bidder (see key point 3) are able to fully meet the requirements specified (Yes or No)

b. Confirm whether or not the bidder (see key point 3) is willing and able to complete the attached Information Risk Questionnaire (which requires both detail and evidence to be provided, rather than just ‘Yes’ or ‘No’), should they be awarded the contract.

6. The Guidance provided must be reviewed before answering the questions.

7. The Authority reserves the right to reject bids where the bidder cannot confirm compliance with all the requirements in this questionnaire.


Requirements table

		[bookmark: RT1]
Ref

		[bookmark: _Requirement:_Securely_configuration]Requirement: Securely configure and maintain ICT Systems

		Bidder’s Response



		1

		The ICT systems used in the proposed solution/service must be securely configured and maintained. 



Link: Further detail and control examples







		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?


[bookmark: Check1]|_| Yes



[bookmark: Check2]|_| No





		[bookmark: RT2]Ref

		[bookmark: _Requirement:_Protect_Networks]Requirement: Protecting networks from internal and external attack

		Bidder’s Response



		2

		The networks used in the proposed solution/service must be protected from external and internal attack.



Link: Further detail and control examples 





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?


|_| Yes



|_| No



		[bookmark: RT3]
Ref

		[bookmark: _Requirement:_Account_Provisioning]Requirement: Account provisioning and approval process

		Bidder’s Response



		3

		The proposed solution/service must include a user account provisioning process (account approval, creation, maintenance and deactivation), and a means of controlling privileged access.  


Link: Further detail and control examples





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?


|_| Yes



|_| No



		[bookmark: RT4]Ref

		[bookmark: _Requirement:_Malware_Protection]Requirement: Malware Protection

		Bidder’s Response



		4

		The ICT systems used in the proposed solution/service must be protected from Malware.  



Link: Further detail and control examples





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No





		[bookmark: RT5]Ref

		[bookmark: _Requirement:_Software_Updates]Requirement: Keep software up-to-date and secure

		Bidder’s Response



		5

		There must be a process in place to keep the software on the ICT systems in the proposed solution/service, up to date.  It must ensure the prompt installation of the latest software updates and security patches.  



Link: Further detail and control examples





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No





		[bookmark: RT6]Ref

		[bookmark: _Requirement:_Logging_and]Requirement: Logging and Monitoring

		Bidder’s Response



		6

		The ICT Systems and Networks used in the proposed solution/service must have event logging enabled, and be monitored.  



Link: Further detail and control examples





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No










		[bookmark: RT7]Ref

		[bookmark: _Requirement:_Risk_Management]Requirement: Information Risk Assessment and Management

		Bidder’s Response



		7

		The bidder must have a documented Information Risk Management process in place, showing how it manages risk throughout its organisation.  They must have undertaken a risk assessment on the solution/service being offered, and put measures in place to mitigate the risks found, to bring them to a low level.  


Link: Further detail and control examples



		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No





		[bookmark: RT8]Ref

		[bookmark: _Requirement:_Security_Awareness]Requirement: Security Awareness

		Bidder’s Response



		8

		The bidder must ensure Security Awareness throughout the organisation. 


Link: Further detail and control examples

 

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No





		[bookmark: RT9]Ref

		[bookmark: _Requirement:_Incident_Response]Requirement: Information Security Incident Response and Recovery

		Bidder’s Response



		9

		The bidder must define and implement an Information Security Incident Response and Disaster recovery capability,   produce and test information security Incident management response plans, and train the incident management team appropriately. 


Link: Further detail and control examples

 

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No










		[bookmark: RT10]Ref

		[bookmark: _Requirement:_Data_Protection]Requirement: Data Protection Compliance

		Bidder’s Response



		10

		The bidder must fully comply with the statutory obligations under the Data Protection Act, and confirm that they will manage ECC information in line with the Data Protection Act 1998 and any replacement legislation.  The bidder must cooperate with Data Protection Compliance Audits as and when requested, as per the Essex County Council information handling schedule.



Link: Further details

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No





		[bookmark: RT11]Ref

		[bookmark: _Requirement:_Information_Risk]Requirement: Information Risk Questionnaire (Winning Bidder)

		Bidder’s Response



		11

		If confirmed as the winning bidder, the bidder must complete the attached “Information Risk Questionnaire – ECC Assessment” within ten (10) days of Contract Award, and again annually within ten (10) days of Contract anniversary. 


Link: Further details



		Do you confirm that your company (and any 3rd parties used) will comply with this requirement?



|_| Yes



|_| No









[bookmark: _Guidance_and_Control][bookmark: GACE]
Guidance and control examples


ECC (and other organisations) are allowed to use a ‘third party’ data processor to process personal data on their behalf. The Data Protection Act of 1998 contains special provisions that apply in those circumstances. It says that, where a data processor is to be used:

· The organisation must choose a data processor that provides sufficient guarantees about its security measures to protect the processing it will perform;

· The organisation must take reasonable steps to check that those security measures are being put into practice; and

· There must be a written contract setting out what the data processor is allowed to do with the personal data. The contract must also require the data processor to take the same security measures that the organisation would have to take if it were processing the data.

For the purposes of this questionnaire, the bidder (and any partners and sub-contractors it uses to deliver the solution/service) is seen as the data processor.  

In order to assist the bidder in responding to the ECC requirements stated, guidance notes have been provided on the pages that follow.  The guidance starts with a section on the use of Third parties and the Cloud, which applies to requirements 1 to 10, if the cloud and / or third parties form part of the bidder’s solution/service. It then goes on to provide examples of the controls the bidder (and any partners and sub-contractors it uses) need to have in place to comply with each requirement.  Should the bidder be successful and be awarded the contract, they will need to provide details on these controls and how they have been implemented, along with evidence to support it.

As the size of companies submitting bids will vary, the guidance has been split in to two business categories to help the bidder understand the requirements, based on their own IT setup. Please identify which category your organisation falls under, and then read the guidance provided for that category.  

Where a bidder is successful and falls into the ‘Medium or Large’ category, they must either provide ECC with Cyber Essentials Plus certification evidence to review, or assurances and independent evidence that they meet the Cyber Essentials controls. It must include covering the controls that Cyber Essentials specifies as required (see the Cyber Essentials Common questionnaire), and equivalent assessment and testing (see the Cyber Essentials Common Test Specification).




Where a bidder is successful, falls into the ‘Small Business’ category, has no designated IT function, and has not had its controls independently assessed (like in Cyber Essentials Plus), ECC will assess the controls they state as in place in the “Information Risk questionnaire’ they return, and review the evidence provided.  The bidder should therefore be aware that they will need to be able to provide sufficient information, to make this possible.

The abbreviation ‘ICT’ stands for Information and Communications Technology, which covers any product that will store, retrieve, manipulate, transmit or receive information electronically in a digital form, e.g. Desktop computers, laptops and servers.

[bookmark: _Business_Categories][bookmark: BC]
Business Categories

		Small Business Category

		Corporate IT Category



		



		





		Possible scenarios may include:

· Self-employed or Micro business (0 to 9 employees)

· Small business (10 – 49 employees) with no designated IT function

· Simple IT configuration – maybe single device storing ECC data.

· Simple IT configuration plus use of cloud services such as webmail or cloud storage containing ECC data.

· Simple IT configuration plus a third party provider processing or storing ECC data.



		Possible scenarios may include:

· Medium business (50 to 249 employees)

· Large organisation (250 + employees)

· Any size organisation with a designated IT function

· Likely to include servers, networks, end user devices and firewalls.

· More complex IT configuration with central management of services.

· Private or corporately managed cloud services used to store ECC data.

· Third parties providing additional services and processing or storing ECC data.








Securing data in the Cloud and checking third parties

		[bookmark: _Requirement_1_-]Small Business Category

		Corporate IT Category



		A wide range of online services require users to transfer data to remote computing facilities – commonly known as the cloud.  Data being processed in the cloud represents a risk because the personal data you are responsible for leaves your network and be processed in systems managed by your cloud provider. It is therefore important to check that they have security measures in place:

· Make sure you know what data is stored in the cloud, as modern computing devices, especially those targeted at consumers, can have cloud backup or sync services switched on by default.

· Ensure you know in which country your cloud service provider hosts its data and whether the locations they use comply with the requirements of the Data Protection Act 1998. 

· Check whether your cloud service provider complies with the CESG Cloud Security Principles

· Consider the use of two factor authentication especially for remote access to your data in the cloud.

· Check that third parties are treating your data with at least the same level of security as you would.

· Ask for a security audit of the systems containing your data.

· Review copies of the security assessments of your IT provider.

· If appropriate, visit the premises of your IT provider to make sure they are as you would expect.

· Check the contracts you have in place. They must be in writing and must require your contractor to act only on your instructions and comply with certain obligations of the DPA

· If you use a contractor to erase data and dispose of or recycle your IT equipment, make sure they do it adequately / securely.

Source – A practical guide to IT security Ideal for the small business (Information Commissioner’s Office)

		Ensure that the CESG Cloud Security Principles are being adhered to.  The principles are:

· Data in transit protection

· Asset protection and resilience

· Separation between consumers

· Governance framework

· Operational security

· Personnel security

· Secure development

· Supply chain security

· Secure consumer management

· Identity and authentication

· External interface protection

· Secure service administration

· Audit information provision to consumers

· Secure use of the service by the consumer



Source – CESG Cloud Security Principles







[bookmark: _Requirement_1_-_1]
Requirement 1 - Securely configure and maintain ICT Systems (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Almost all hardware and software requires some level of set-up and configuration in order to provide effective protection.   Please read key point 3 on page 1 before considering the following:  

Examples

· Identify and remove software and services that are not required on the organisations computers, in order to reduce the number of potential vulnerabilities.

· Change the default passwords in all software and hardware used

· Remove software that is no longer supported (or where security updates are not provided) by manufacturers.

· Disable or remove any unnecessary user accounts.

· Use ‘standard’ user accounts for day-to-day work, rather than ‘administrator’ accounts that have higher privileges.

· Use Encryption software where required – This is a means of ensuring that data can only be accessed by authorised users and requires a (strong) password to ‘unlock’.   Example types are: 

· Full disk encryption – Encrypts all the data on the computer

· File encryption – a method of encrypting  individual files

· Use and promote the use of strong (complex) passwords

· Control the use of removable media (such as memory sticks)

· If available, setup a remote disable or wipe facility on mobile devices, to allow remote deletion, should a device be lost or stolen.

· Where possible, disable the ‘Auto-run’ feature on removable media (and network drives if used)

· Perform regular data backups to protect against threats such as ransomware


Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		This requirement requires appropriate ‘Secure Configuration’ controls to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:

Examples

· Create baseline security builds for workstations, servers, firewalls and routers. 

· Lock down operating systems and software and disable or remove default accounts and services, if no required.

· Remove or disable software and services not required on devices

· Strengthen passwords and remove software that is not required

· Implement controls to manage/control access to removable media 

· Implement hardware and software inventories, and provide a means to track all the organisations devices

· Perform regular vulnerability scans and promptly resolve any vulnerabilities found

· Perform regular backups

· Maintain security and event logs on servers, workstations and laptops


Based on:  Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice











[bookmark: _Requirement_1][bookmark: _Requirement_2][bookmark: _Requirement_2_-]Requirement 2 - Protect internal and external networks from attack (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement covers ‘Boundary firewalls and Internet gateways’, which are your first line of defence against an intrusion from the internet.  Please read key point 3 on page 1 before considering the following:    

Examples

· At the boundary of the public network (Internet) and the organisations private network, install a firewall(s) to protect the organisation, and change its default password.  Routers commonly have these built in to them.  A well configured firewall can stop breaches happening before they penetrate deep into the network.

· Disable or protect the firewalls administrative interface (configuration settings etc.) from being accessed remotely

· Install personal firewalls on your computers – These are software applications that control network traffic to and from a computer, permitting or denying communications based on a security policy.  These often come as part of anti-malware packages

· Implement a way of preventing users in the organisation from accessing websites or other online services that present a threat, or that you do not trust.  This can be done by installing an Internet Gateway, or using some software that is aware of potentially dangerous sites, and warns the user before they reach the site, or blocks their access to it.



Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme 

		This requirement requires appropriate network security controls (including ‘Boundary Firewalls and Internet Gateways’) to have implemented and be maintained on an on-going basis. Please read key points 3 and 4 on page 1 before considering the following:

Examples

· Police the organisations network and implement multilayer defences

· Protect internal networks, including installing firewalls / equivalent network devices on boundaries

· Change the default password on the firewall(s) 

· Manage and control firewall rules and require justification and approval to open firewall ports

· Disable unapproved or vulnerable services at boundary firewall(s)

· Remove or disable firewall rules that are no longer required, in a timely manner.

· Disable or protect the firewall administrative interface from being accessed remotely. 

· Perform network monitoring 

· Install personal firewalls and configure them to block unapproved connections by default

· Undertake regular penetration tests

· Where there is no requirement for a system to have Internet access, implement a 'Default Deny' policy and ensure it is applied correctly, thus preventing the system from making connections to the Internet



Based upon: Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice







[bookmark: _Requirement_3][bookmark: _Requirement_3_-]
Requirement 3 - Account provisioning and approval process (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement covers ‘Access Control’ which consists of restricting the access to your system(s) to only users and sources that you trust.
Please read key point 3 on page 1 before considering the following: 

Examples

· Create an Access Control Policy that states how the organisation controls access to its systems

· Assign users their own unique username and password, ensure these are not shared, and require them to be used to logon to the organisations computers and applications.

· Disable any user accounts that are no longer required

· Ensure each user’s account only has the access permissions their role requires, and these are regularly reviewed and documented.

· Only use administrator accounts when strictly necessary (eg for installing known and trusted software), and change their passwords at least every 60 days.

· Promote and enforce the use of strong passwords

· Limit the number of times a user can type in the wrong logon ID and password, before locking their account.  This helps in the prevention of brute force password attacks, where login attempts keep being made by a computer, until the correct one is generated.

· Force users to change their password on a regular basis

· Cancel passwords or other access immediately if a staff member leaves the organisation or is absent for long periods.


Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme 

		This requirement requires appropriate ‘User Access Management ‘controls and controls to manage user privileges, to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:

Examples:

· Define and Implement a starters, movers and leavers processes which includes justification, provisioning, approval, and  assigning to named individuals 

· Ensure all users have and use their own username and password, and are only granted the minimum level of access their role requires

· Regularly monitor for / disable inactive accounts, and those no longer required

· Manage all account privileges, document and  regularly review

· Restrict the number of privileged accounts created / used, and ensure their passwords are changed at least every 60 days

· Enforce regular password changes

· Enforce the use of strong passwords

· Control the use of administration accounts

· Ensure adequate authentication is performed before granting users access to networks, systems, application and computers

· Monitor accounts with access to sensitive information / privileged access


Based on: – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice









[bookmark: _Requirement_4][bookmark: _Requirement_4_–]
Requirement 4 – Malware protection (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement requires you to protect your systems, computers and files from malicious code, known as malware (viruses, Trojans worms, ransomware etc.).  Please read key point 3 on page 1 before considering the following:

Examples

· Install malware protection software (also known as anti-virus) products on the organisations computers, and keep it up to date.  Anti-malware definitions (or signatures) tend to be updated frequently throughout the day, so setting your product to update automatically is the easiest option

· Ensure the malware protection remains switched on and is configured to scan for malware as files are accessed / downloaded

· Scan the organisations computers for malware daily, and if you are using a network, regularly scan it to detect and prevent threats

· Ensure that alerts issued by malware protection products, are reacted to.

· Scan removable media, such as memory sticks, CD’s and DVD’s for malware, before use. 

· Take action to deter (or preferably prevent) users from accessing information on potentially unsafe web sites.  As well as there being dedicated software to perform this function (black listing) and Internet Gateways, some malware protection software can perform these actions.  There are also web browser add-ons that grade the likely safety of sites shown in search results. e.g. Web of trust



Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		This requirement requires appropriate ‘Malware Protection’ controls to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:

Examples

· Define and implement a policy on malware that helps manage the risks to business processes, and includes the process of re-acting to an alert / infection

· Implement malware protection defences and ensure they are kept up to date (engine and signatures), and configured to detect malware when files are accessed / downloaded.  This should form part of the malware policy

· Perform daily scans for malware

· Prevent users from making connections to malicious websites

· Control what executable code (including macros and scripts) users can run.

· Prevent malware infection from the use of removable media



Based on – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice







[bookmark: _Requirement_5][bookmark: _Requirement_5_–]Requirement 5 – Keeping software up-to-date and secure (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Perform regular maintenance on computer equipment and software, to keep it running smoothly and remove any security vulnerabilities.  Please read key point 3 on page 1 before considering the following: 

Examples

· Ensure all software installed on the organisations computers is licensed and supported

· Regularly update security software such as anti-virus and anti-malware.  This is required in order for it to continue to provide adequate protection.

· Keep the operating system and the application software on the organisations computers up-to-date by checking regularly for updates and applying them. Ensure all security updates are installed within 14 days of release.  Most software can be set to update automatically.  

· Perform regular reviews to ensure the protection in place on the organisations computers is still adequate.

· Keep mobile devices (used for mobile working) up to date with vendor updates and app patches


Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		This requirement requires appropriate ‘Patch Management’ controls to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:

Examples

· Ensure software running on ICT Systems is licensed and supported (by the software vendor or supplier) to ensure security patches for known vulnerabilities are made available for install

· Define and implement a patching policy and process

· Install software updates, firmware updates and security patches within a timely manner – Ensure all Operating System and Application security patches are installed within 14 days of release (or automatically when they become available from vendors). 

· Define and implement a policy on removing out-of-date software that’s no longer supported

· Perform regular reviews to ensure the protection in place on the organisations computers is still adequate.

· Require mobile devices (including BYOD) to be kept up to date with vendor updates and app patches, as part of the mobile working policy


Source – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice













[bookmark: _Requirement_6][bookmark: _Requirement_6_–]


[bookmark: _Requirement_6_–_1]Requirement 6 – Logging and Monitoring (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Cyber criminals or malware can attack your systems and go unnoticed for a long time. Many people only find out they have been attacked when it is too late.  Monitoring the warning signs and acting on them assists with preventing this.  Please read key point 3 on page 1 before considering the following:  

Examples

· Check the security software messages, access control logs and other reporting systems the organisation has in place on a regular basis. A number of anti-malware products (sometimes known as Internet Security) provide notifications of threats in real time, and not just those relating to infected files – Attempts to illegally access your computer for instance from the internet.

· Act on any alerts that are issued by monitoring services.

· Make sure you know / are able to check what software and services are running on your network, so it can be seen if there is something there that should not be.

· Run regular vulnerability scans - Basic vulnerability scanners sometimes form part of anti-malware suits (as well as being available separately).  They scan your computer and tell you if any products are vulnerable and need updating. 


Based on: Information Commissioner and UK Government IT Security guides for Small business, plus best practice

		This requirement requires appropriate ‘Logging and Monitoring’ processes to have been implemented, actively taking place and maintained on an on-going basis.  Please read key point 3 on page 1 before considering the following:
Examples

· Define and implement a monitoring strategy that includes monitoring all networks and host systems, is based upon risk and takes into account any previous security incidents and attacks and aligns with the organisation's incident management policy

· Monitor inbound and outbound network traffic traversing network boundaries

· Monitor all user activity, but ensure it complies with legal and  regulatory constraints

· Fine-tune monitoring systems so they only collect relevant logs, events and alerts

· Define the logs that will be captured and how they will be protected

· Define log inspection frequency and the method of analysing logs for unexpected activity

· Ensure there is sufficient log storage

· Provide resilient and synchronised timing

· Provide adequate training on monitoring


Source – 10 Steps to Cyber Security (HM Government)





[bookmark: _Requirement_7][bookmark: _Requirement_8][bookmark: _Requirement_7_-]

[bookmark: _Requirement_7_-_1]


[bookmark: _Requirement_7_–]Requirement 7 – Information Risk Assessment and Management (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Before you can establish what level of security is right for your business you will need to review the personal data you hold and assess the risks to that data. You should consider all processes involved that require you to collect, store, use and dispose of personal data.  Consider how valuable, sensitive or confidential the information is and what damage or distress could be caused to individuals if there was a security breach.  With a clear view of the risks you can begin to choose the security measures that are appropriate for your needs.  Please read key point 3 on page 1 before considering the following:

Examples

· Assess what risks there are in you providing the service (what may stop you, what may go wrong / how could information breaches occur), and then determine if there is any action you can take to minimise them.  Document your findings. 

· Document the severity of the risks the organisation has identified

· Take action to resolve the risks identified as achievable.  

· Where risks cannot be resolved, take action to reduce the impact they would have, should they occur

· Ensure security arrangements are in writing with any third parties the organisation works with, to deliver the service

· Take action to address the risks presented from ‘mobile working’ (including working from home/ remote/ another location), if it is performed.

· Ensure the location is physically secure and take action to resolve any issues found.  The physical security of equipment is important to consider as devices containing personal data could be stolen in a break-in or lost whilst away from the office.



Based on: Information Commissioner and UK Government IT Security guides for Small business, the CPNI Perimeters and Access Control guidance, and best practice.



		This requirement requires an information risk assessment of the service be undertaken, and risks to be managed and treated on an on-going basis. Please read key point 3 on page 1 before considering the following:  
Examples

· Define and implement the risk management policy, approach, responsibilities, process and appetite

· Perform a risk assessment of the service offered, covering the entire end-to-end process

· Ensure the risks found are documented, controlled, have ownership assigned and are tracked

· Treat the risks found, removing them or treating them so they become ‘low’ level risks

· Implement physical security controls to mitigate risks, including perimeter, physical entry, secure area, monitoring, visitor access and cable protection

· Implement third party access controls to mitigate risk, and formally agree these, plus define who has access to what information

· Where policy allows mobile working (including working from home/ remote/ another location), or the use of mobile equipment (Laptops for example), implement controls to mitigate the risks this presents.  

· Consider an increased level of monitoring on all remote connections and the corporate systems being accessed.

· Minimise the amount of information stored on mobile devices to only that which is needed to fulfil the business activity

· Install full disk encryption where possible on mobile devices, or where not, encrypt the data held on the device

· When working remotely and connecting back to a corporate network, protect the device and the information exchange by using an appropriately configured Virtual Private Network.

· Establish and agree Information security requirements with each third party involved in the service offered, to mitigate risk

· Ensure supplier agreements include the need to  address information security risks and protect the supply chain

· Review third party agreements (and controls) on a regular basis

· To mitigate risks resulting from administration, administrator access to any network component should only be carried out over dedicated network infrastructure and secure channels using communication protocols that support encryption.

· Mitigate the risk of issues caused from unplanned changes, by implementing a change control process, which provides all parties involved with advanced notice of service impacting changes



Source –10 Steps to Cyber Security (HM Government)























[bookmark: _Requirement_9][bookmark: _Requirement_8_–]
Requirement 8 – Security Awareness and Training (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Your employees may have a limited knowledge of cyber security but they could be your final line of defence against an attack. Accidental disclosure or human error is also a leading cause of breaches of personal data. This can be caused by simply sending an email to the incorrect recipient or opening an email attachment containing malware. It’s therefore important to ensure a good level of Security Awareness.

Please read key point 3 on page 1 before considering the following:  

Examples

· Make employees at all levels aware of what their roles and responsibilities are. Train staff to recognise threats such as phishing emails and other malware or alerting them to the risks involved in posting information relating to your business activities on social networks.

· Encourage general security awareness within the organisation. A security aware culture is likely to identify security risks.

· Keep your knowledge of threats up-to-date by reading security bulletins or newsletters from organisations relevant to your business.

· Provide training to staff so they recognise threats such as phishing emails and other malware, and risks involved in posting information relating to business activities on social networks, and if so, how


Based on: Information Commissioner and UK Government IT Security guides for Small business, plus best practice

		This requirement requires appropriate security awareness processes to have been implemented and be maintained on an on-going basis. Please read key point 3 on page 1 before considering the following:

Examples:  

· Define, implement and communicate policies covering Information Security, including the acceptable and secure use of systems, and make complying with these a condition of employment 

· Establish a formal disciplinary process

· Define, implement and communicate security procedures for all ICT systems

· Define and implement a process on providing and maintaining security awareness

· Ensure all users are aware of their information security responsibilities

· Define and implement a staff induction processes 

· Provide staff training on Information Security and the responsibilities (including refresher training)

· Monitor the effectiveness of security training

· Define and implement a process that covers communicating new Cyber threats to the staff

· Encourage staff to formally assess and validate their Information Assurance skills.

· Promote an incident reporting culture



Source –10 Steps to Cyber Security (HM Government)
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[bookmark: _Requirement_9_–]Requirement 9 – Information Security Incident Response and Recovery (Return to Requirement)

		Small Business Category

		Corporate IT Category



		You should consider what actions you should put into place should you suffer a data breach. Good incident management can reduce the damage and distress caused to individuals.   Please read key point 3 on page 1 before considering the following:  

Examples

· Create an incident management plan, stating the actions to be taken in the event of an information security incident

· Review what personal data you currently have and the means of protection you have in place.  

· Make sure you are compliant with any industry guidance or other legal requirements.

· Document the controls you have in place and identify where you need to make improvements.  Monitor the controls and perform regular reviews

· Identify alternate locations where the organisation could perform the service from, in event of the usual location becoming unavailable

· Put arrangements / plans in place to repair, replace, or use alternate PC’s and systems, in the event of a failure 

· Analyse any security incidents that occur, in order to identify any  actions that can be taken to prevent them occurring again

· Ensure Information Security is maintained in the event of needing to provide the service from an alternate location, or use alternative PC’s and systems


Based upon: Information Commissioner’s Office guide on IT Security for Small business, plus best practice

		This requirement requires appropriate information security incident management controls to have been implemented and maintained on an on-going basis.  Please read key point 3 on page 1 before considering the following:

Examples:  

· Establish an incident management capability that can address the full range of incidents that may occur, and includes senior management backing

· Define, implement and communicate incident management policy, process and response plans, including  roles and responsibilities

· Regularly test incident management plans and supporting plans (Business Continuity Disaster Recovery)

· Provide training to the incident response team and ensure all criminal incidents are reported.

· End ensure Information Security is maintained when Business Continuity plans are invoked

· Define and implement a data recovery capability and educate users and maintain their awareness

· Collect and analyse post-incident evidence and conduct lessons learned reviews



Source –10 Steps to Cyber Security (HM Government)











[bookmark: _Requirement_11][bookmark: _Requirement_12][bookmark: _Requirement_10_-]Requirement 10 - Data Protection Compliance (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement asks bidders to confirm their compliance with the Data Protection Act where they act as Data Controllers for their own data, and how those practices would support Essex County Council’s compliance where they will act as a Data Processor on our behalf. In responding to this requirement bidders should consider their overall compliance but have particular regard for the following areas of compliance with the Act:

· Principle 1: Having in place a documented statutory power or a condition under the Act for processing data 

· Principle 2: Having in place relevant privacy notices and only processing data in line with data subjects expectations, limiting use to that which has been communicated to them

· Principle 3: Ensuring you have sufficient, but not excessive data to carry out the agreed processing 

· Principle 4: Ensuring data quality processes are in place to keep data up to date and accurate

· Principle 5: Ensuring data no longer necessary for the agreed purposes is securely destroyed in line with agreed retention periods

· Principle 6: Having a process to ensure that where Data subjects wish to exercise their rights, they are directed to the Data Controller

· Principle 7: Ensuring there are appropriate policies and procedures to assure the security of data both in transit and at rest 

· Principle 8: Ensuring data is not transferred outside of the European Economic Area (EEA) without explicit consent from the Data Controller

Please see key point 3 on page 1.  

		As per Small Business category
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[bookmark: _Requirement_11_-_1]Requirement 11 - Winning Bidder (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Should the bidder be successful, and be awarded with the contract, they will need to complete an “Information Risk Questionnaire – ECC Assessment” (and annually from that point).  This specifies the same requirements as this questionnaire, but requires detail and evidence to be provided, to support the assurances provided, rather than a ‘Yes’ or ‘No’ response.  

Examples:

· Details of actions taken to securely configure computers

· Details of firewalls installed

· Details of encryption being used

· Details of how you control access to your computers and systems

· Details of your malware protection product and its configuration

· Logging and monitoring reports

· Details of the risks you have identified and what you have done about them

· Details of the Physical protection you have put in place

· Details of how the organisation ensures Security Awareness

· The plan of actions you take in the event of a security breach

· The security arrangements you have in writing with any third parties you will work with to deliver the service

· Screen shots (showing software and settings in place etc.)

· Policies, diagrams, designs, registers and reports (or screen shots / extracts from these). 




		Should the bidders be successful, and be awarded with the contract, they will need to complete an Information Risk questionnaire (and annually from that point).  This specifies the same requirements as this questionnaire, but requires detail and evidence to be provided, to support the assurances provided, rather than a ‘Yes’ or ‘No’ response.  
Examples:

· Cyber Essentials Plus certificate OR evidence of Independent Cyber Essentials controls assessment and testing

· Copies of Information Security policies  and copies of process and procedure documents 

· Risk management policies and assessments

· Secure baseline build/configuration details and Incident Management process and plans

· Staff induction, training and Security awareness processes, and security sections in suppler agreements

· Physical Security policy and monitoring and malware protection policies 

· Defined roles and responsibilities 

· Incident management and recovery processes

· Screen shots (showing software and settings in place etc.)

· Policies, diagrams, designs, registers and reports (or screen shots / extracts from these). 









Note: All evidence will need to be labelled and references to it added into the “Information Risk questionnaire - ECC Assessment” (e.g. Document, section, page number etc.)

Essex County Council – Information Risk Questionnaire (Self-Assessment)
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