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	Schedule 8: Supplier Solution�
	A9R1128-1167a04b�
	Leonardo ITN Solution Design Overview�
	Contents�
	Definitions & Abbreviations�
	Question�
	Please provide a Solution Design Overview document that provides an overview of your proposed solution. This should summarise all of the project including technical, service and security aspects, but should not include any financial information. This ...�

	Introduction�
	Leonardo welcomes this opportunity to present their proposal delivering a solution for the Provision of a Standalone MCX Dispatcher and Related Services for the Emergency Services Network (ESN). Our solution will deliver public value, utilising evolut...�
	We have over 50 years’ experience in delivering professional communications solutions to Emergency Services and Government agencies. Our latest product, the Leonardo Mission Critical Communications Dispatcher (MCXD) is fully 3GPP compliant enabling ea...�
	Our solution offers the ESMCP a MCX feature rich Control Room Dispatcher to support transition from Airwave, but also a totally independent verification and assurance capability ensuring that the MCX solution provider for User Services and the incumbe...�
	The MCXD product roadmap delivers all the functionality required to enable the end users to have confidence that the system is usable, flexible, dynamic and with the ability to evolve during the life of the Emergency Services Mobile Communications Pro...�
	We all want to see ESMCP succeed and the MCXD programme, as a key element will help transition the programme on to its next stage where the mission critical communications is adopted by the Users to increase their operational effectiveness, saving liv...�
	To deliver a successful programme will require all parties to work in a collaborative ‘one team’ approach. Challenges will be overcome and turned to successes by openness, commitment, trust and ‘can do’ by the one team approach. We will work together ...�
	Our mission-critical solution embodies resilience, innovation, and public value. Our unwavering focus on saving lives, driving adoption and putting people first, sets us apart as the trusted partner for the ESMCP programme. With our expertise and dedi...�
	In addition to providing a 3GPP compliant Dispatcher, Leonardo’s solution includes incorporating and leveraging our company key strengths in Cyber Security, AWS hosting, delivering and supporting Home Office National projects. The ESMCP team can be as...�
	Key Benefits of the Leonardo MCX Dispatcher Solution�
	Our solution is 3GPP compliant ensuring full compatibility and interoperability with 3rd party systems, both now and in the future – the Authority will be ensuring that there is no vendor lock in as part of the ESMCP MCX Control Room interface�
	Leonardo is the only provider who has participated in all ETSI PLUGTESTs and can provide fully independent assurance of the CRI service. Softil utilises Leonardo’s Test facilities to verify their compliance to 3GPP standards; other Command & Control s...�
	Leonardo have participated in every ETSI PLUGTEST. This provides independent verification that the solution being offered by Leonardo is interoperable with any 3GPP system. In addition, Leonardo participates in a number of the working groups on TETRA ...�
	Cyber Security is incorporated into the program from day one, with our ‘Secure by Design’ approach and ISO27001 compliance. This is a critical factor as the ESMCP connectivity will be extended to over two hundred control rooms.�
	Leonardo is supporting the Home Office strategy on moving all applications into an AWS environment. In addition, utilising AWS security features means that there is no need for any dedicated Virtual Private Networks. This allows for a truly mobile, in...�
	Leonardo’s MCX Dispatcher solution does not require any special hardware or software to be installed at the connecting command and control rooms enabling a quick and easy implementation and simple through life support requirements. The MCXD User inter...�

	Leonardo Solution Overview�
	Architectural overview ‐ System and Software�
	MCX Connector�
	Web server�
	Custom Services�
	MCX DS Orchestrator�
	MCX Dispatcher Application (UI/UX)�
	Leonardo’s MCXD has been designed to meet the real needs of Public Safety Users.�
	Each MCX Dispatcher User and Supervisor User have their own MCX_ID that is configured within the US Supplier’s MCX Solution and provides a one-2-one mapping to the Dispatcher Interface.�
	Therefore, each MCX Dispatcher will have their own login credentials set in the US Supplier MCX Solution and the capabilities of the MCX Dispatcher are defined by the 3GPP User Profile for the MCX_ID.�
	The logon procedure is optimised by storing information from a User’s previous session securely enabling quick and easy access for Users. To further simplify the logon process for Users, Single Sign On can be enabled if required. Permissions are all c...�
	The User’s profile is quickly downloaded, and previous Group history is displayed.  Any changes to the previously used Groups are given priority during the download.�
	The User is presented with a communications consul with a situational map in the centre of the screen that displays the location of other Users on the ground.�
	Calls can be initiated from either the situation map or Functions Menu or Control Bar at the bottom.�
	End Client Workstations�
	The Functions menu provides access to all the functionality of the Dispatcher, they are:�
	Integration & Deployment (at all environment's where components of the solution are deployed).�

	The integration and deployment of the Leonardo MCX Dispatcher solution will be available through the use of AWS industry-leading cloud technologies, WorkSpaces Secure Browser and Direct Connect. The two areas of integration of the ESN MCX System inclu...�
	ESN MCX Integration�

	Leonardo has selected AWS Direct Connect as the primary method for integrating into the ESN WAN. AWS Direct Connect establishes a secure, high-speed fibre connection from AWS infrastructure within the United Kingdom directly to any customer networking...�
	To enhance resilience, Leonardo has deployed two Direct Connect services across different availability zones, achieving a 99.98% availability target and providing a recovery site for resilience. In addition, Leonardo supports secure VPN connections fo...�
	User Organisation Integration�

	Leonardo has utilised AWS Workspaces Secure Browser as its MCX Dispatcher End-User Client to access the AWS Environment. Amazon WorkSpaces Secure Browser is a fully managed, cloud-native, hosted browser service used to securely access the MCX Dispatch...�
	WorkSpaces Secure Browser allows the ability to control which IP addresses the web portal can be accessed from. By using IP access settings, Leonardo can define and manage groups of trusted IP addresses and only allow users to access their portal when...�
	Using WorkSpaces allows Leonardo to offer a standalone Dispatcher console with the ability to be deployed in-field all-round the United Kingdom with a stable internet connection or cellular connection. This enables the ability to deploy new Dispatcher...�
	See Figure 3 – WorkSpaces 2.0 Deployment�
	AWS Platform Service�

	Leonardo has developed and deployed a Platform as a Service (PaaS) product within its Leonardo Cyber UK Division dedicated to providing Platform AWS infrastructure as a discipline to provide increased security, compliance, development and management. ...�
	The following services are available as part of Leonardo’s PaaS Offering:�
	 AWS Account Provisioning�
	 User Account Provisioning�
	 User Account Management�
	 Infrastructure Deployment�
	 Network Management�
	 Internet Access Setup�
	 Web Application Hosting�
	 Domain Integration�
	 Patch Management�
	 SOC Integration�
	 Support�
	 Identity and Access Management�
	 Compliance (NIST 800-171)�
	The Infrastructure Hosting and Deployment service within the AWS Platform takes on the pivotal role of offering a robust and scalable infrastructure to accommodate diverse applications and services. This service seamlessly facilitates the deployment o...�
	 Resource Provisioning: Effortlessly provision and proficiently manage an array of virtual machines, containers, and serverless resources, precisely tailored to meet the distinct prerequisites of each application.�
	 Scalability: Embrace the power of automatic resource scaling, dynamically adjusting capacities to manage the ebb and flow of workloads and traffic demands.  As deemed necessary by design�
	 High Availability: Employ strategic redundancy and robust failover mechanisms to ensure that applications endure, resiliently accessible even when confronted with unforeseen setbacks, as deemed necessary by design�
	 Monitoring and Insights:  visibility into resource consumption, performance metrics, and the health status of applications, fostering informed decisions and proactive optimization.�
	The Hosting and Deployment service operates in concert with architectural designs meticulously crafted by project teams, seamlessly translating visionary blueprints into operational realities. This collaborative synergy guarantees that applications ar...�
	The Network Egress and Ingress service focuses on managing the flow of data in and out of the AWS environment while maintaining security and efficiency. This service offers features to manage network traffic effectively:�
	 Firewall Configuration: Set up and configure firewalls to control inbound and outbound traffic, ensuring adherence to security policies.�
	 AWS Direct Connect: Establish secure connections between on-premises environments and the AWS platform for secure data transmission.�
	 Internet Provisioning: Enables accounts and hosts inside the accounts to access the allowed internet domains operated on allow by exception policy.�
	GitHub Enterprise is a robust platform that supports collaboration and version control for code repositories within an enterprise environment. It integrates key features like GitHub Actions for CI/CD pipelines, advanced security capabilities, and flex...�
	Key Features�
	 GitHub Actions: Automate workflows directly from your repositories to build, test, and deploy code.�
	 Advanced Security: Includes security features like code scanning, secret scanning, and dependency review.�
	 Collaborative Workflows: Supports pull requests, issues, and project management tools to aid in collaboration.�
	 Enterprise-Grade Control: Manage users, teams, and access permissions centrally.�
	Hosting Solution�

	The Leonardo hosting solution leverages the latest compute, networking and database tooling to offer a leading dispatcher solution, with 99.98% availability, Official sensitive assured Platform and cost effectiveness. Leonardo has designed the solutio...�
	Compute – Elastic Container Service�

	The compute chosen within the infrastructure is the AWS ECS, this is combined with AWS Fargate to enable serverless compute with automation from within the system to manage, deploy and recover MCX Containers. Combining AWS ECS and Fargate allows the s...�
	Cloud security is the highest priority for Leonardo and AWS to offer the highest security-sensitive solution available. This is where the AWS shared responsibility model enables the industry leading security within the design, AWS ensure the container...�
	Recording System�

	The storage system is responsible for MC-PTT, and MCVideo data as per requirements for audio and video recording playback functionality. Leonardo has chosen the S3 Storage Class offered by AWS, with the applied 24-Hour MC-PTT rule and 12-Hour MCVideo ...�
	Leonardo has integrated a private static website into the S3 storage to enable replay and exporting of the MCX Dispatcher user session within the solution, utilising this functionality allows for a fully secure and reliable access point for the sessio...�
	Leonardo has integrated an API connection from the MCxConnector/MCxAccess Layer where the S3 storage bucket will integrate allowing the recordings to be stored for MC-PTT, MCVideo and MCData, with additional Meta data. Accessing the data through the M...�
	Database�

	Leonardo has chosen MongoDB Atlas as its database model for storing user data, due to the scalability and performance of the product, while delivering a strong security throughout the product. MongoDB Atlas is designed to seamlessly integrate with var...�
	MongoDB Atlas is a fully managed cloud database service that simplifies deploying, scaling, and managing MongoDB databases in the cloud. It eliminates infrastructure setup and database management by automating critical tasks such as provisioning, back...�
	Networking�

	Leonardo plans to operate a Virtual Private Cloud (VPC) for the MCX Dispatcher cloud infrastructure enabling the end-to-end solution to be managed within the single cloud. Leonardo will require access from its cloud solution into the User Organisation...�
	Figure 6 – MCX Dispatcher Data Flow Demarcation points.�
	The AWS Infrastructure implements networking on multiple layers through different tooling offered by AWS. The following AWS networking and content delivery services have been chosen. The networking listed below shows a detailed approach of how traffic...�
	Amazon VPC – Network Foundations (AWS)�
	Elastic Load Balancing – Application Networking (AWS and UO Sites)�
	Amazon Workspaces – End User Networking (AWS and UO Sites)�
	AWS Direct Connect – Hybrid Connectivity (AWS and ESN Datacentres)�
	AWS Web Application Firewall (WAF) – Network Security (AWS, UO Sites and ESN Datacentres)�
	End-User Workstation Solution�

	The end user workstation is operated using WorkSpaces, providing a highly scalable, secure connection into the AWS Architecture where end-users are able to access the MCX Dispatcher Application, Recording Manager and Configuration Manager. Using WorkS...�
	Using WorkSpaces allows Leonardo to offer a standalone Dispatcher console with the ability to be deployed in-field all-round the United Kingdom with a stable internet connection or cellular connection. This enables the ability to deploy new Dispatcher...�
	The following bullet points explain the benefits of using an AWS Workspaces Solution�
	Resilience & Capacity�

	Leonardo has developed the end-to-end solution with security and resilience built within the core of the design, leveraging the latest AWS technology to provide a solution capable of meeting the 99.98% availability with excess of 1000 concurrent users...�
	Resilience�

	To ensure the design meets the resilience of 99.98% Leonardo has developed a multi-availability design throughout the solution incorporating redundancy in the product. The services ran within the AWS infrastructure continuously monitor the health of t...�
	MongoDB�
	S3 Storage�
	AWS ECS and Fargate�
	Direct Connect�
	AWS Logging�

	The Solution uses AWS CloudWatch for the real time monitoring and logging of complete hosting metrics, CloudWatch enables the capability of monitor each AWS component, with inbuilt alarms to trigger during disruption. Using CloudWatch provides system-...�
	Leonardo has paired AWS CloudWatch with AWS Xray, a service that collects data about requests that the MCX application serves, and provides tools that you can use to view, filter, and gain insights into that data to identify issues and opportunities f...�
	X-Ray uses trace data from the AWS resources that power the cloud applications to generate a detailed trace map. The trace map shows the MCX client, your front-end service, and backend services that the front-end service calls to process requests and ...�
	Leonardo has deployed a Log Storage capability that enables the collection and storage of environment logs, which are centrally stored and secured in tamper resistant storage system. This will enable the ability to evaluate, monitor, alert, and audit ...�

	Testing and Verification�
	Leonardo’s approach to the testing and verification process will be produced in line with Schedule 14, describing the testing strategy, procedures and plan assuring the quality of the solution. The Test Strategy will form the basis of the MCX Dispatch...�
	The test process follows from the initial design to the transitional period of the solution. This approach ensures that the solution has been adequately tested and designed to give confidence to the stakeholders that the testing has met the requiremen...�
	During the development phase the system will enter into three different stages of testing to ensure the product is meeting the technical and performance requirements listed in Schedule 2 (Services Description) As the software is released from developm...�

	Project Delivery�
	A hybrid delivery model has been assessed as the most beneficial approach for Authority, depending on the specific project level. The PRINCE2 project delivery methodology will govern the overall programme, while technical deliveries will follow an Agi...�
	This hybrid approach balances structured governance with the flexibility needed to mitigate risk. A central tenant of Agile is the concept of Release Trains and Solution Trains. The Agile Release Train (ART) is a long-term, cross-functional team of Ag...�
	Leonardo's extensive experience with Release Trains has proven effective in managing risks, prioritising tasks, and optimising capacity. These factors are crucial for achieving programme objectives and are fully supported by Leonardo’s engineering pra...�
	The MCX product release capabilities will follow an iterative development process, with code being developed and released in 2–4-week sprints into appropriate environments. This iterative approach is supported by integrated product management and incr...�
	Product Roadmap�
	Leonardo’s Product Roadmap for MCX Dispatcher product is based on three-year planning cycles with 2 major releases per year. Patches, security and bug fixes, are managed during the year and are delivered quarterly or for major security issue as soon a...�
	The definition of the roadmap is based on the following elements:�
	The following 2025-2027 Product Roadmap has been defined around ESN and other customer’s requirements. Functionalities are developed in a way to allow customising for each customer in order to avoid branching the software.�
	The three-year roadmap constitutes the initial plan and is reviewed once a year, in March, to allow budget planning and so that it can be adapted to the needs and priorities of our MCX Dispatcher Customers; should Leonardo be awarded, ESN features wil...�
	The current Product Roadmap already includes the assessment of the ESN Programme, and it is already heavily compliant and is shown in Figure 11.�

	Security & Resilience�
	The security approach to the MCX Dispatcher solution begins at a high level by visualising the discrete functions/capabilities:�
	From this high-level visualisation, Leonardo applies security at two tiers – an Organisational Level, and a System Level. At the Organisational level, all the environments will be operating within an Information Security Management System (ISMS) exter...�
	At the System level, the ISMS will provide policy and process for the assured implementation of two security baselines: a Baseline Security Standard for environments, and a Secure Software Development Lifecycle. In each case, the baselines are drawn f...�
	The security baselines will be agreed with the authority at contract award and subsequently reviewed at least annually or in response to threat intelligence or security incident.�
	Each environment will undergo assurance against the Baseline Security Standard which will include Threat Modelling, Business & Security Impact Analysis, Security Risk Assessment, Control Identification and Control Validation (Security Testing) across ...�
	Examples of the control areas within the existing draft Baseline Security Standard is as follows:�
	The Authority can therefore have confidence that these security topics are examined in detail across each system (environment) and that requirements are fully implemented.�
	Outputs of the system assurance process include Security Design Documents and System (Environment) Risk Registers which will be fully auditable by the Authority on demand.�
	The MCX Dispatcher Software Development Lifecycle will be assured against the Secure Software Development Lifecycle (SSDLC) - as agreed with the Authority - utilising methods aligned with the National Cyber Security Centre (NCSC) Vendor Security Asses...�
	Assurance shall be repeated at least annually and in response to triggers including threat intelligence, security incidents, and change, to support continuous assurance, security improvement and maturity.�
	Any non-conformity identified during assurance will result in a risk being raised and measured against the NIST 800-37 Risk Management Framework (RMF) for Information Systems aligned Security Risk Management Framework.�
	Security risks will be escalated, following a formally agreed process, according to severity. Security performance and topics, primarily presented in terms of risk and security incident monitoring, will be reported at scheduled governance forums at a ...�
	The Leonardo approach to Security on MCX Dispatcher has a proven track record in the Telecommunications sector, with the assurance methods and risk management framework described being designed and successfully deployed by Leonardo operating on behalf...�
	Architecturally, the system is designed to be highly resilient, leveraging AWS Cloud functionality to provide high availability, with “self-healing” instances distributed across the AWS Europe (London) Region. All data will be securely backed up. The ...�
	As part of the assurance process, security controls and capabilities will be regularly tested and exercised, with lessons learned from these activities used to deliver improvements. This testing will include, but is not limited to vulnerability scanni...�

	Service & Support�
	MCX Dispatcher Services�
	CRI Assurance service�

	The CRI Assurance Service provides the Authority with the capability to independently test the ESN User Services solution. It will be used by a limited number of Authority users and test and assurance teams. The service will have two phases:�
	 The initial CRI Assurance Service where the service consumers will be working very closely with the Leonardo project team. During this phase, the formal Leonardo Service Framework will not be in use and all aspects of the service will be managed by ...�
	 The Full CRI Assurance Service Capability. This service being a used for testing and assurance there will be continued need to record defects in the Authority’s Defect Management system. However, as the solution at this point also supports the ‘live...�
	Figure 17 shows the Service Model for the Full CRI Assurance Service Capability. Authority users will log tickets directly with the Leonardo Service Desk and will build a close relationship with Leonardo technical project and support staff. Leonardo’s...�
	UO CR Transition & Operational Service (‘live service’)�

	UO CR Transition & Operational Services is a production service that is critical for the transition of UOs to the new ESN services. It provides an interface service for UOs who, for a limited amount of time, have to remain on TETRA/Airwave, that allow...�
	The US Supplier will be the Service Integrator for ESN and provide the interface into UOs. Leonardo’s Service Management Framework will therefore be integrated into the ESN Service Management Framework and Leonardo’s Service Management toolset will in...�
	This will allow for effective resolution of incidents and requests and a joined up approach to supporting Operational Events and Incidents. Figure 17 shows the proposed model for the ‘live service’.�
	Leonardo Service Management Framework�
	Leonardo’s Operational Service Management is governed by the Service Management and Operations Centre (SMOC) which is part of a larger Leonardo Shared Services Function that also provides the resources for resolution and proactive maintenance.�
	Leonardo’s Service Management is centred around value co-creation – the outcomes our customers and end user organisations need to achieve and how we can support them. The shared services approach allows Leonardo to ensure critical mass in terms of res...�
	Service Transition�

	Service Transition is not a one-off activity. In line with Best Practice guidance, every release involves a Service Transition phase, making it a continuous part of the Service Management Framework. The SMOC governs the transition of services by engag...�
	Key processes, tools and integration�

	Figure 18 provides an overview of he Service Management Process Framework. Leonardo will provide a Service Design Document highlighting the entire Service Management Framework, including proposed interfaces and integration of Leonardo’s processes and ...�
	Change, Release, Deployment and Configuration Management in Service Transitions�
	Releases are collections of authorised changes to services and service components, including the addition of UOs to the ‘live service’ as well as the decommissioning of the service for one organisation or as a whole. The level of rigour and control th...�
	Before Releases can be accepted into Business as Usual (BAU) the Authority must have accepted it which involves an acceptance checklist which will be applied as appropriate to the changes included in the release. Again, the extent to which this check ...�
	The support organisation (shared services) also needs to be satisfied that it can take ownership of the operational execution of the solutions. As in Leonardo the Release Process is managed within the project, the SMOC will assure the quality of the r...�
	Defect Management�
	Defect Management is a process that will be proposed by Leonardo, discussed with the Authority and relevant stakeholders identified by the Authority and forms part of the overall service design that needs to be accepted by the Authority.�
	A defect is defined as a variance from an expected result. Essentially anything that isn’t performing as expected could be treated as a defect, including documentation, training, processes, configuration, etc. However, within the Leonardo Service Fram...�
	The CRI Assurance Service is a test service, any incident or other deviance from the norm that occurs will be treated as a defect. However, with the availability of the TR release, the CRI Assurance Service will enter a phase where it makes sense to m...�
	Where the root cause of a defect is identified as a software defect, the defect will be added to the backlog and prioritised within the joint agile project team and escalated to the development team in Italy for resolution. Technical and procedural co...�
	Where the root cause is not related to a software defect, the relevant resolution will be identified, proposed through the change process and if approved implemented.�
	Event Management�
	Leonardo will use, AWS Health, AWS Cloudwatch and X-Ray, for Service Event Logging and Aggregation. Figure 20 provides gives an overview of an MCX Dispatcher Server instance the tooling deployed for monitoring and event generation. Protective Monitori...�
	Actionable alerts will be sent to the US Supplier’s ESN Service Management System, the Leonardo resolver as well as Leonardo’s own ITSM tool. The exact process and tools integration will be designed post contract award. Leonardo will work closely with...�
	Security and Access Management�
	Access to any part of the solution is managed through the Request Fulfilment, Change and Access Management process. Access Management will be security assured and signed off by the Authority. All activities will be monitored and appropriate actions in...�
	Access of Leonardo personnel will be managed by Leonardo on the basis of standard control measures agreed with the authority. The Access will be based on role; privilege escalations will be handled via a Privileged Access Management (PIM) process.�
	Onboarding / Offboarding�

	Post contract award, Leonardo will work with the Authority and the US Supplier to integrate the required deployment activities into the overall ESN Transition plan. Leonardo will support the US Supplier in their role as systems integrator for the onbo...�
	This approach will enable Leonardo to plan and resource onboarding activities well in advance ensuring seamless execution even when onboarding multiple UOs simultaneously. It will also help enhance the UO and end user experience of Early Life Care dur...�
	During FOA, Leonardo expects to perform the same steps that are required for any on-boarding of UOs but the first implementation has a larger scope and will naturally require additional focus, in particular around the Service and technology integratio...�
	Post onboarding, during Early Life Support, Leonardo will work closely with the US Supplier to ensure the appropriate levels support are provided before support normalises and the UOs will use the ESN Service Model to report incidents and log requests.�
	The offboarding of UOs will be undertaken in accordance with the scheduling from the Authority/ MCX US supplier. Just like the onboarding of a UO, offboarding of a UO follows the Change Process and equivalent audit trails of Change records, CIs and Re...�
	As part of the exit, any data existing on the system will either have to be securely retained for an agreed period or destroyed. The Leonardo Baseline Security Standard requires compliance with the Authority’s Data retention requirements in order to p...�

	Training�
	Design, Delivery and Management of Training�
	Design and Delivery of training follows an established and proven iterative six step process shown in Figure 21 below. The Dispatcher Service Training Workstream will need to serve multiple very diverse groups of users. From Emergency Services Control...�
	Regular engagement with key stakeholders within the Authority and the 3 Emergency Services is a critical element of the Leonardo management approach for the Training Workstream and value co-creation.�
	For governance and training performance management purposes, Leonardo expects to work with the Authority on setting up a Training Working Group (TWG), which will conduct regular review meetings to help assess training success and provide a regular eng...�
	Training Needs Analysis (TNA)�

	Social Value�
	Social Value – MAC3.4 – Increasing supply chain resilience and capacity�
	To ensure we have the right infrastructure in the business to embed resilience and capacity as natural byproducts of how we deliver projects, we utilise the following:�
	Commitment Summary�
	Social Value:  MAC 7.3 Domestic Violence�
	Providing workplace support for the victims and survivors of domestic violence, as well as the friends and family of those affected, is an important part of how we look after our people at Leonardo. We know that COVID-19, and the changes to the physic...�
	Leonardo became a corporate partner of SSAFA this year, providing support to SSAFA programmes that address the specific needs of the families of serving and retired members of the Armed Forces, in order to increase their wellbeing and ability to thriv...�
	Commitment Summary�
	Our commitments for this project focus on what we can do both inside and outside of the workplace.�
	For the Workforce�
	For Communities�
	Social Value:  MAC 6.1 Tackling inequality in the contract workforce�
	Tackling inequality is a golden thread that weaves through how we deliver contracts for our clients, and our overarching Social Value Plan for this project. We’ve been developing our approaches to creating a Just, Equitable, Diverse and Inclusive busi...�
	In 2018, the Leonardo People strategy was enhanced and evolves annually to recognise the value and long-term impact of investing in inclusion and diversity. At Leonardo, we are strongly committed to supporting all of our people and, as society and the...�
	Our I&D activities are steered by Senior sponsorship, keeping close to external trends and listening to and learning from colleagues through our seven employee networks, along with employee feedback captured from within our Glint engagement tool – an ...�
	Commitment Summary�


	Leonardo ITN General Q2�
	Contents�
	Definitions & Abbreviations�
	Question�
	In order to manage risk, and promote successful delivery, where Bidders are bidding for multiple roles within the ESMCP environment, the Authority requires Bidders to demonstrate that each element / role can be delivered independently via their delive...�
	Please describe what processes, procedures and controls you will put in place to maintain independence should you be awarded the contract for MCX Dispatcher. Your response should include:�
	1) A description of your role in US Procurement�
	2) An outline of what / where you perceive a conflict of interest or where independence could be compromised and the associated risk�
	3) How you will manage and maintain independence throughout the lifetime of the contract and how you will mitigate the risks�
	4) How you would implement the controls proposed�
	Please note the Authority reserves the right to audit / assure the controls at any point during the lifetime of the contract. Should the Authorities findings identify an issue, the Supplier will be notified of the required rectification. Failure to im...�

	1 Role in US Procurement�
	Leonardo was part of the US Procurement process, where Leonardo worked together with BT under a Teaming Agreement to together formulate the ESN MCX Solution for the BT Consortium. Leonardo provided the MCX Software solution as part of this tender proc...�
	In addition, Leonardo is a major supplier to the UK defence sector where it regularly works with customers on the delivery side of major projects.  Such exposure means that Leonardo has assured, proven, COI regimes in place, and our extended experienc...�

	2 COI & Risk�
	Leonardo believes that our previous involvement with the ESN US procurement does not constitute any specific COI at the current time, nor does Leonardo have any current activity with the Home Office that would pose as a conflict of interest or as a ri...�
	Considering that Leonardo will not be providing the MCX software under the ESN MCX programme (ESN US), we do not perceive any potential Conflict of Interest. In the event that a perceived or actual COI existed, Leonardo would initiate a clear COI plan...�

	3 Managing Independence & Mitigating Risks�
	4 Implementation of Controls�
	Within Leonardo the management of all COI’s and potential COI’s is already independently verified on a quarterly basis at our internal Performance Review Meetings. This means that within Leonardo we have already existing mechanisms to monitor, rectify...�
	To reinforce, Leonardo’s Head of Quality for Cyber Security & Solutions Division, and a member of the Senior Leadership Team (SLT), will be responsible for carrying out independent audit of this (and any other) COI regime and reporting the status of t...�
	Should the Authority request further clarification of the measures adopted by Leonardo to satisfy itself that there is no risk of a conflict of interest arising that may lead to an unfair advantage within the procurement process, such will be provided...�


	Leonardo ITN General Q3�
	Contents�
	Definitions & Abbreviations�
	Question�
	Please provide an overview of your contracting vehicle and the structure of your supply chain. In addition please list any third parties which will have access to the information or the systems it is held in. Specifically the supplier shall indicate w...�

	1 Contracting Vehicle�
	Leonardo is committed to developing supply chains that optimise performance through the delivery of best practice processes, tools and systems. Our supply chain management processes are robust and continuously improved with annual reviews/audits to en...�
	Healthy supply chains are vital to successful business operations. As a founding member of the Collaborative Working Institute and holding ISO 44001, Leonardo prides itself on the relationships we build with suppliers and partners. Leonardo has been r...�
	Leonardo is committed to using SME’s throughout its supply chain. In 2023 Leonardo contributed £830 million to the UK supply chain, with the Cyber Security Division contributing £17 Million to the UK supply chain. Leonardo had nearly 1700 suppliers ac...�
	The structure of the supply chain for this programme is a Key supplier, Leonardo SpA, Leonardo UK’s parent company and an additional third party, Amazon Web Services. Due to a strong internal capability, key elements of this programme will be supporte...�
	Amazon Web Services’ (AWS), leading cloud services will be utilised to host all elements relating to this programme. Leonardo has chosen AWS to support this programme as there is a strong relationship with AWS who are a strategic supplier for platform...�
	Prior to contracting with a supplier, an assessment of capability and suitability is performed including financial health checks, manufacturing expertise, engineering skills, project management competence, supporting infrastructure, the environment, p...�
	As a standard operating procedure, we undertake a financial assessment as well as a geopolitical assessment – our supply chain QA personnel will review the supplier’s processes and ISO approvals. Each supplier is reviewed prior to placement on our app...�

	2 Third Parties�
	Amazon Web Services (AWS)�
	Leonardo is a select tier AWS Partner, being recognised as an expert in AWS services and has demonstrated a deep understanding of the AWS platform. AWS are used across several contracts and are managed through an account management team. Leonardo oper...�
	AWS services will continuously be used throughout the development and delivery lifecycle, beginning with involvement in the designing, developing and assurance of AWS Designs and through delivery of managed services and support as the service matures ...�
	As part of the AWS Data Processing terms and conditions, it is agreed that they will not access customer data. AWS will only require access to process customer data to either maintain or to continue to provide their service. Should that need arise AWS...�
	Furthermore, whilst all services and data will be hosted on AWS, they will only have access to non-Official Sensitive information and the service will be on-shore. Leonardo will also share, as appropriate, documentation to support implementation, whic...�
	Leonardo SpA�
	Leonardo SpA will be providing the dispatcher software, licenses and technical knowledge/support. Leonardo SPA developed the software that will be utilised as part of this programme and will therefore collaboratively work with Leonardo UK. As separate...�
	Leonardo SpA will require access to some documentation in order to support implementation of the software, this will be defined as the project progresses forward and be managed by Leonardo UK.�
	They will also require access to the system but will not have access to any Official Sensitive information. Access will only be required for system issues to support Leonardo UK in rectifying these. Any requirement to share or access data will be mana...�


	Leonardo ITN General Q4�
	Contents�
	Definitions & Abbreviations�
	Question�
	Please describe how you would work within a multi‐vendor environment and collaborate to deliver an end‐to‐end solution where other parties hold the role of 'technical prime/lead system integrator' . Please identify / describe;�
	1) challenges and your approach / framework for resolving issues�
	2) how you will the manage day to day changes, interactions and challenges of the project�
	3) how you will facilitate the correct level of autonomy to allow project teams to make tactical decisions whilst ensuring strategic decisions follow the appropriate Governance�
	4) how you will ensure the project team remains agile and adaptable if/when circumstances change, providing early warning to the Authority of any potentially negative concerns etc.�
	5) how you would work with the Authority to support contract exit scenarios (should this be required) ensuring a seamless process�

	1 Challenges & Approach to Resolving Issues�
	1.1 Challenges for the MCXD Programme�
	Implementing a complex programme such as ESN presents a range of challenges that can hinder its success if not properly managed. The MCX Dispatcher (MCXD) Programme is a key part of the ESN programme and overcoming these obstacles requires a collabora...�
	Integration with User Services (US) Supplier: This includes technical tooling and both operational and support elements. The Leonardo MCXD is fully reliant on the core MCX capability being delivered as part of Lot 2 User Services. Areas such as system...�
	On-boarding the end User Organisations (UOs): Leonardo are reliant on the US supplier to implement onboarding and we will not be directly interacting with UOs. Interactions with end users and their organisations are usually an important part of produc...�
	Transition period: Leonardo will be reliant on the US supplier keeping to the agreed schedule.�
	Adoption of the solution by end UOs: Different UOs will have different operational requirements creating challenges with the adoption.�
	These challenges have been highlighted in our RAID log and we have begun actioning mitigations.�
	1.2 Framework/Approach to Resolving Issues�
	ISO44001, the international standard for collaborative business relationships, provides a structured framework for overcoming challenges in complex programmes by fostering strong partnerships, effective communication and risk management strategies. Th...�
	As ambassadors for the Institute of Collaborative Working (ICW), Leonardo has worked extensively on collaborative training and best practice. Leonardo has been able to nurture collaborative leaders that are deployed across, and embedded within, the bu...�

	2 Day to Day Changes, Interactions & Challenges�
	Regular Progress Reviews: We will continuously monitor project progress through milestones and key performance indicators (KPIs). Project monitoring reviews will help identify deviations from the plan and allow for corrective actions for any day-to da...�
	Feedback Loops: We will encourage feedback from team members and stakeholders to identify areas for improvement and adjust strategies or processes accordingly, a dedicated Confluence page will be set up to encourage feedback.�
	Sprint Reviews: Leonardo will utilise the Sprint Reviews to demonstrate work completed during a Sprint. This event is attended by the entire team and is also open to key stakeholders which will give Leonardo the opportunity to gather feedback and ensu...�

	3 Team Autonomy�
	Facilitating team autonomy while ensuring strategic decisions adhere to governance involves balancing freedom for the team to work independently with necessary oversight and control to align with organisation and project goals. This requires creating ...�
	To ensure that overall project governance and strategic decisions are implemented, Leonardo will utilise the Dispatcher Lifecycle Release & Gate Management Process (Managing Stage Boundaries-PRINCE2 (SB)). The process will provide visibility of delive...�
	At the end of each phase a decision gate will ensure that the required maturity level has been achieved to end the phase, that the necessary conditions have been met to allow the project to pass to the next stage and that the associated risks have bee...�
	The Framework will outline procedures for approvals, compliance checks, risk assessments, and escalations. This ensures that while the team has freedom within their operational space, they know when to involve higher authorities or follow set processe...�
	Establish Decision-Making Boundaries: Clearly delineate which decisions the team can make autonomously, and which require approval from higher levels.�
	Delegate Authority: We will give the team authority to make decisions related to their expertise. Delegating tasks like scheduling, task allocation, and problem-solving to team members fosters autonomy and ownership over their work. We will ensure the...�
	Define Roles and Responsibilities: We will ensure every team member understands their role and the level of decision-making authority they have. A Responsible, Accountable, Support, Consulted and Informed (RASCI) analysis will be completed following a...�
	Sprint Reviews: The Regular Sprint Reviews will ensure that the team’s direction remains aligned with strategic goals. These meetings allow for governance oversight while giving the team enough freedom to operate independently between checkpoints.�
	Escalation Protocols: We will create clear escalation procedures for when issues arise that require input or approval from governance bodies. Having predefined escalation paths ensures that strategic decisions follow governance, but only when necessar...�

	4 Agility & Adaptability�
	Ensuring that a project team remains agile and adaptable when circumstances change, while providing early warnings to the Authority of potential concerns, involves a combination of flexible processes, continuous communication, proactive risk managemen...�
	Scaled Agile Scrum Methodology: This methodology encourages continuous improvement and adaptability by focusing on iterative progress and responding quickly to changes in requirements or external factors.�
	Sprint Planning & Reviews: Sprints provide an opportunity for regular reassessment. During sprint reviews and retrospectives, the team can adapt its approach based on feedback, progress, and any new challenges. This frequent reflection encourages flex...�
	Daily Stand-Ups: Hold daily stand-up meetings to ensure team members are aware of progress, roadblocks, and any changes. These meetings encourage quick adjustments and maintain team cohesion, ensuring that issues are surfaced early and addressed promp...�
	Stakeholder Communication: We will have regular communication with the Authority to provide updates on progress, concerns, and emerging risks. This ensures that the Authority is informed in real time about potential negative impacts or shifts in the p...�

	5 Exit Scenarios�
	An Exit Management Plan will be created as part of the Relationship Management Plan (RMP). The RMP would be a deliverable as part of our ISO44001 collaborative working approach.�
	The Exit Management Plan emphasises the need for continuity of Service Delivery and minimum disruption during the period of handover to the Replacement Supplier, or to the Authority as appropriate during the Exit Period (the period from when the Exit ...�
	The key to a smooth Exit will be pre-planning each step, taking into account:�
	Leonardo will manage a smooth Exit through a series of operational meetings held in advance of the anticipated Exit Date. A flexible approach will be needed during the Exit to ensure a seamless Termination and transfer to minimise Service degradation ...�
	5.1 Authority Responsibilities�
	A successful Exit requires the cooperation between all relevant parties. During the Exit Project, the Authority will be responsible for ensuring the following requirements are complied with in a timely manner:�


	Leonardo ITN General Q5�
	Contents�
	Definitions & Abbreviations�
	Question�
	Please detail how you will deliver a concurrent‐use model that will support the detailed capacity requirements Schedule 2 (Services Description), Section 9 whilst the delivering against the deployment/hosting objectives defined in Schedule 2 (Services...�
	The response should detail:�
	1) The full licensing lifecycle (initial, position move (where licensing impacted), allocation to different User within UO, retirement within UO and re‐use in different UO).�
	2) How your licensing model supports the multi‐agency, multi‐service requirements of the procurement.�
	3) How your end to end identity model (application vs ESN MCX access) impacts your model.�

	1 Introduction�
	The Licensing Model and the design of the solution recognises the desired outcomes of the solution linked to the ease of deployment of the Mission Critical Communications Dispatcher (MCXD) product. Leonardo’s solution:�

	2 Licensing Lifecycle�
	Initial Allocation�
	The Leonardo MCX Dispatcher solution does not have a physical licence restriction for the deployment of the Leonardo Mission Critical Communications Dispatcher (MCXD) product, so the licensing lifecycle management is simplified for deployment and no i...�
	The Server elements will be hosted in a Secure AWS environment with assurance to Official Sensitive (OS) classification via the MOD SbD Process.  AWS provided secure hosting environments and tooling that will enable the required Capacity, Scalability ...�
	Licence Monitoring�
	The solution does not have a physical licence token so management of the number of concurrent users on the system will be via enabling Users MCX Login Credentials to identify the user as a Dispatcher Role and security certificates for the browser to t...�
	The Client Access will be via a Chrome Web Browser.  This can be installed on any Windows based workstation that the User Organisation (UO) has on its Microsoft Windows environments.  This provides the minimal impact on the Change and Integration requ...�
	The Licensing of the Leonardo Dispatcher is based on the number of Servers and Users.  The Licence allows User Organisations to use the MCX Dispatcher solution.  There is an overall number of Users that are shared across the User community, It is poss...�
	Movement / retirement of Users�
	Where Users are removed from the MCX system they will not be able to Access UO data.  If a new user is enabled on ESN MCX the UO MCX Dispatcher Administrator will be able to add the new user to the Dispatcher User group for their specific UO.  Where a...�
	Re-Use of Licences between UOs�
	As part of the User Onboarding process, it will be determined how many Users each organisation requires, and these will be allocated to that Organisation.  UO’s will need to manage the active number of Users, considering Shift patterns and coverage fo...�

	3 Supporting Multi‐Agency, Multi‐Service Requirements�
	The Leonardo licencing model is fully supportive of and compliant with the Authority requirements for multi-agency multi-service.  As there are no Physical Licences that support the use of the solution across multiple Agencies and Services, the Users ...�
	Where a User is moving between UO’s, if they have a valid account on the ESN MCX system, they will be able to be removed from the UO that they are leaving and added to the new User Organisation.  There are no physical licences stopping this other than...�
	Monitoring of the overall number of Concurrent Users that are using the system across all UO’s will be undertaken by reviewing the User Logs and creating a Usage Report for the Dispatcher Community.  This will be discussed with the Authority at the Se...�
	Configuration Management and Data Sharing: Leonardo’s MCX Dispatcher solution utilises a common architecture platform across all user organisations for the control and configuration of user organisations. The configuration data is held within a centra...�
	Storage and Recording Component�
	Leonardo will use a S3 Storage bucket, combined with a static website to access the storage bucket through a API connection. The S3 Storage include policy rules which limit the access and enforce separation of data stored within the system, this enabl...�

	4 Identity Model�
	Dispatcher User; Leonardo has developed the MCX Dispatcher application to identify and authenticate the users accessing the MCX dispatcher solution through a MCX user ID and password for log in and authentication provided through the AWS WorkSpaces Se...�
	Users can access the WorkSpaces from any location using a chromium-based web browser. This is ideal for users who access the MCX Dispatcher from a remote location or locked-down device, because installing and maintaining a client application can be ch...�
	WorkSpaces supports the WebAuthn (Web Authentication) standard for in-session authentication. Users can authenticate into WebAuthn-supported web applications through WebAuthn redirection when using Chrome or Edge on their Windows WSP WorkSpaces. This ...�
	Web Authentication (WebAuthn) is a W3C standard that provides strong authentication based upon public key cryptography. Unlike traditional code generator tokens or apps using TOTP protocol, it does not require sharing a secret between the server and t...�
	Each MCX Dispatcher User has their own MCX_ID that is configured within the US Supplier’s MCX Solution and provides a one-2-one mapping to the Dispatcher Interface. Therefore, each MCX Dispatcher will have their own login credentials set in the US Sup...�
	When the Dispatcher User initiates the Leonardo Dispatcher User interface, Figure 4 – MCX Dispatcher Login Screen, and they enter their MCX_ID User ID and password. First the MCXD Server will authenticate the Dispatcher Use against the US MCX Solution...�
	The MCXD MCXConnector will then download the Dispatcher User’s UE Configuration from the US MCX Configuration Manager Server (CMS) followed by the User’s Profile Configuration from the CMS and finally the Group(s) configuration from the US MCX Group M...�
	The MCXD server will then check if the Dispatcher User was previously affiliated to Groups and if so, re-affiliate to them before entering the main loop of waiting for User input or incoming events from US service MCX solution. On completion of the lo...�
	When the Dispatcher User logs off the MCXD server will de-affiliate the Dispatcher User from any affiliated Groups and erase the User’s configuration and Encryption Key material before presenting the log on screen as shown in Figure 4 – MCX Dispatcher...�
	Leonardo has additionally provided access management through the Identity Management service on the AWS platform providing comprehensive solutions for managing user identities, enhancing security, and streamlining access to AWS resources and applicati...�


	Leonardo ITN General Q6�
	Contents�
	Definitions & Abbreviations�
	Question�
	The Authority requires that the services are delivered "using efficient business processes and ways of working having regard to the Authority’s obligation to ensure value for money" as referenced in the MCX Dispatcher Core Terms 5.3.3 . This applies t...�
	1) Resource calculations ‐ what are we looking for effort / resource type in relation to the rate card / day rate / total cost�
	2) How risks and uncertainties have been identified and evaluated to provide confidence in the pricing model in relation to the MCX Dispatcher�
	3) Consideration of appropriate options when different options are available e.g. in‐house versus out‐sourcing of development and the justification / rationale for the options chosen and reflected in the pricing model�
	4) Development burn‐up chart (development story points / time) clearly identifying elements of solution to be developed ‐ please present the data in excel with an accompanying graph�

	Negotiation Points on the Tracker�
	How have we addressed & where?�
	Priority�
	Query�
	Issue�
	The Development burn-up chart may benefit from separating out where (which service) resources are working. We wouldn't expect significant effort in the development/test/product functions after all requirements are met and the UO CR transition service is live.�
	The Development burn-up chart appears to show that ≈ 3500 days are projected after the C2 release is available?�
	Please see:�
	P1�
	5 Development Burn‐up Chart�
	1 Introduction�
	Leonardo always strives to provide Value for Money (VFM) for its Customers.  When we put the bids together, we analyse the requirements and the options for meeting those requirements. VFM is provided by building on the existing Leonardo Mission Critic...�
	Leonardo has established and continually improves its processes and templates aligned to the principles of ISO44001, therefore embedded in its normal business processes to create more effective collaborative engagements. Through application of these c...�
	The Leonardo Price for ESN Dispatcher is broken down into 4 main elements:�

	2 Resource Calculations�
	Leonardo has designed a solution which encompasses efficient business processes and ways of working to ensure value for money for the Authority. Designing, building, testing, integrating and supporting our MCX Dispatcher solution while ensuring on-tim...�
	We have analysed the MCX Dispatcher programme’s requirements and created a detailed Resource plan optimising the right mix of skills and effort to ensure success. With timely and flexible allocation, we will ensure that the appropriate skills are avai...�
	Figure 1 – MCX Dispatcher Resource Plan�
	Leonardo has performed a benchmarking exercise against our competitors and believe that the rates provided are competitive, aligning or improving upon market standards for the varying skill sets and experience offered ensuring VFM for the Authority.�

	3 Value for Money - Risks & Uncertainties�
	Risk management and ensuring VFM are integral aspects of project management. As businesses and governments seek to maximize the return on investments, they must also mitigate risks that could derail objectives. Risk management involves the identificat...�
	On release of the Authority’s draft requirements Leonardo assigned a Risk Manager to the MCX Dispatcher programme to ensure a thorough review of all risks following the Leonardo Risk Management Process. Any identified risk has been thoroughly reviewed...�
	3.1 Leonardo MCXD Risk Management Organisation:�
	3.2 Leonardo’s Agile Risk Management Process�
	Risk management is an iterative process; the cycle of identifying, assessing, planning and implementing has begun and will continue throughout the programme, ensuring that all risks are managed, and opportunities exploited. The MCX Dispatcher team hav...�
	3.3 Risk Mitigation�
	After identification, all risks have been assessed for their probability and impact on the project in terms of time, cost, performance and reputation. Consideration is then given to ways in which the risk can be mitigated and prioritised to determine ...�
	3.3.1 Terminate�

	When the risks of an activity outweigh the possible benefits, the risk may only be reduced to an acceptable level by terminating or eliminating the activity. If a risk is simply unacceptable and it is not possible to terminate the activity driving the...�
	3.3.2 Transfer�

	If a risk has a very high impact but the likelihood of the event occurring is low, transferring the risk to another party or an insurer is often the best option. It is often not possible to transfer all the risk, and it needs to be closely monitored.�
	3.3.3 Treat�

	Treating risks is the most common approach, mitigation and action strategies are developed to lessen the impact and/or likelihood of a risk occurring.�
	3.3.4 Tolerate�

	Accept the risk with no further action apart from monitoring progress.�
	3.3.5 Take the Opportunity�

	Deriving an additional benefit from the risk when it is tolerated, transferred or treated�
	3.4 Risk Classification�
	Each Risk has been assessed with consistent criteria for probability and impact. The cost of the factored post action residual risk and any mitigation strategy has been included in the pricing model. The Authority can be assured that all risks have be...�
	Key risks to the programme are contained within the project RAID log, the top 3 post mitigation are:�

	4 Options�
	Leonardo always considers if elements of a project requiring development can either be delivered in-house or outsourcing and considers the following: -�
	For this project Leonardo decided that the hosting would be outsourced to AWS rather than utilise the in-house hosting capability of Leonardo. This was driven by the fact that Leonardo’s hosting capability is focused on projects classified at SECRET o...�
	We wanted to include an SME in the project so that we can demonstrate one of Leonardo’s core values in helping to support SME’s as part of our social value commitment. Leonardo is proposing to utilise Distributed to complete a portion of the developme...�
	Distributed is a UK based software development and advisory SME with a network of 2,500+ highly vetted and tested engineers. They deploy, manage and oversee teams of these engineers through their UK-based delivery function that focuses on taking accou...�
	Benefits of this Approach:�
	SME software developers tend to be able to attract and retain the best digital talent and as a result leveraging their capabilities alongside Leonardo’s mission critical expertise will allow us to be more productive per £ for the Authority than if we ...�

	5 Development Burn‐up Chart�
	The following Development Burn-up chart (Figure 7) shows - 24 months of development planned till C1 release is available with a total of 2,748 days of combined resource effort we plan to work on this across the entire team. Therefore, our Scope Projec...�
	Please see attached the data in excel which further identifies the high-level development stages - Leonardo ITN General Q6 (Burn Up Chart).xlsx�
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	Leonardo ITN Solution Design Q7�
	Contents�
	Definitions & Abbreviations�
	Question�
	Please describe your solution architecturally and functionally (using diagrams were appropriate) explaining how it meets all of the requirements in the MCX Dispatcher contract schedules shared as part of this Procurement.�
	The response should reference the following points:�
	1) Architectural overview ‐ system and software�
	2) Integration & Deployment (at all environment's where components of the solution are deployed).�
	3) Solution Hosting and end‐user workstation (including any peripheral equipment)�
	4) Resilience & Capacity�
	5) Solution logging and recording�
	6) Multi‐tenancy ‐ data sharing, administration and concurrent use model�

	Negotiation Points on the Tracker:�
	1 Architectural overview ‐ System and Software�
	1.1 Leonardo Capability�
	Leonardo has clearly demonstrated it’s capability within the MCX domain. For example, the CSP-MCX platform is an emerging technology ecosystem within Mission Critical Broadband Communications. The CSP-MCX unified secure wireless broadband platform’s p...�
	CSP-MCX implements scalability and security by design using microservices architecture from single site operations to nationwide infrastructure. With secure internal IP networks or secure cloud-based native architecture, we can provide complete situat...�
	Whitin Leonardo CSP-MCX platform ecosystem, Leonardo MCX Dispatcher solution is a feature-rich Web-Based Application designed to manage daily dispatch operations effectively and rapidly respond to incidents, urgent situations, customer requests, facil...�
	1.2 Software�

	2 Integration & Deployment (at all environment's where components of the solution are deployed).�
	The integration and deployment of the Leonardo MCX Dispatcher solution will be available through the use of AWS industry-leading cloud technologies, WorkSpaces Secure Browser and Direct Connect. The two areas of integration of the ESN MCX System inclu...�
	2.1 ESN MCX Integration�
	Leonardo has selected AWS Direct Connect as the primary method for integrating into the ESN WAN. AWS Direct Connect establishes a secure, high-speed fibre connection from AWS infrastructure within the United Kingdom directly to any customer networking...�
	To enhance resilience, Leonardo has deployed two Direct Connect services across different availability zones, achieving a 99.98% availability target and providing a recovery site for resilience. In addition, Leonardo supports secure VPN connections fo...�
	2.2 User Organisation Integration�
	Leonardo has utilised AWS Workspaces Secure Browser as its MCX Dispatcher End-User Client to access the AWS Environment. Amazon WorkSpaces Secure Browser is a fully managed, cloud-native, hosted browser service used to securely access the MCX Dispatch...�
	WorkSpaces Secure Browser allows the ability to control which IP addresses the web portal can be accessed from. By using IP access settings, Leonardo can define and manage groups of trusted IP addresses, and only allow users to access their portal whe...�
	Using WorkSpaces allows Leonardo to offer a standalone Dispatcher console with the ability to be deployed in-field all-round the United Kingdom with a stable internet connection or cellular connection. This enables the ability to deploy new Dispatcher...�
	See Figure 3 – WorkSpaces 2.0 Deployment�

	3 Solution Hosting and end‐user workstation (including any peripheral equipment)�
	3.1 AWS Platform Service�
	Leonardo has developed and utilised a secure platform service where the MCX Dispatcher solution will be deployed and managed, offering AWS Management, Security, Support and Development within a centrally managed service. The Leonardo platform as a ser...�
	3.2 Hosting Solution�
	The Leonardo hosting solution leverages the latest compute, networking and database tooling to offer a leading dispatcher solution, with 99.98% availability, Official sensitive assured Platform and cost effectiveness. Leonardo has designed the solutio...�
	3.2.1 Compute – Elastic Container Service�

	The compute chosen within the infrastructure is the AWS ECS, this is combined with AWS Fargate to enable serverless compute with automation from within the system to manage, deploy and recover MCX Containers. Combining AWS ECS and Fargate allows the s...�
	Cloud security is the highest priority for Leonardo and AWS to offer the highest security-sensitive solution available. This is where the AWS shared responsibility model enables the industry leading security within the design, AWS ensure the container...�
	3.2.2 Recording System�

	The storage system is responsible for MC-PTT, and MCVideo data as per requirements for audio and video recording playback functionality (CRI-MCINTG-1. CRI-MCINTG2 -2). Leonardo has chosen the S3 Storage Class offered by AWS, with the applied 24-Hour M...�
	Leonardo has integrated a private static website into the S3 storage to enable replay and exporting of the MCX Dispatcher user session within the solution, utilising this functionality allows for a fully secure and reliable access point for the sessio...�
	Leonardo has integrated an API connection from the MCxConnector/MCxAccess Layer where the S3 storage bucket will integrate allowing the recordings to be stored for MC-PTT, MCVideo and MCData, with additional Meta data. Accessing the data through the M...�
	3.2.3 Database�

	Leonardo has chosen MongoDB Atlas as its database model for storing user data, due to the scalability and performance of the product, while delivering a strong security throughout the product. MongoDB Atlas is designed to seamlessly integrate with var...�
	MongoDB Atlas is a fully managed cloud database service that simplifies deploying, scaling, and managing MongoDB databases in the cloud. It eliminates infrastructure setup and database management by automating critical tasks such as provisioning, back...�
	3.2.4 Networking�

	Leonardo plans to operate a Virtual Private Cloud (VPC) for the MCX Dispatcher cloud infrastructure enabling the end-to-end solution to be managed within the single cloud. Leonardo will require access from its cloud solution into the User Organisation...�
	The AWS Infrastructure implements networking on multiple layers through different tooling offered by AWS. The following AWS networking and content delivery services have been chosen. The networking listed below shows a detailed approach of how traffic...�
	Amazon VPC – Network Foundations (AWS)�
	Elastic Load Balancing – Application Networking (AWS and UO Sites)�
	AWS Direct Connect – Hybrid Connectivity (AWS and ESN Data-Centres)(CRI-HHD6, CRI-HHD-7)�
	AWS Web Application Firewall (WAF) – Network Security (AWS, UO Sites and ESN Data-Centres)�
	3.3 End-User Workstation Solution�
	The end user workstation is operated using WorkSpaces, providing a highly scalable, secure connection into the AWS Architecture where end-users are able to access the MCX Dispatcher Application, Recording Manager and Configuration Manager. Using WorkS...�
	Using WorkSpaces allows Leonardo to offer a standalone Dispatcher console with the ability to be deployed in-field all-round the United Kingdom with a stable internet connection or cellular connection. This enables the ability to deploy new Dispatcher...�
	The following bullet points explain the benefits of using an AWS Workspaces Solution�

	4 Resilience & Capacity�
	Leonardo has developed the end-to-end solution with security and resilience built within the core of the design, leveraging the latest AWS technology to provide a solution capable of meeting the 99.98% availability (CRI-NFR-1, CRI-AVAIL-5) with excess...�
	4.1 Resilience�
	To ensure the design meets the resilience of 99.98% Leonardo has developed a multi-availability design throughout the solution incorporating redundancy in the product. The services run within the AWS infrastructure continuously monitor the health of t...�
	MongoDB (CRI-NFR-1, CRI-AVAIL-5):�
	S3 Storage(CRI-NFR-1, CRI-AVAIL-5):�
	AWS ECS and Fargate(CRI-NFR-1, CRI-NFR-3, CRI-AVAIL-5):�
	Direct Connect(CRI-NFR-1, CRI-AVAIL-5):�
	4.2 Capacity�
	Leonardo has designed the application to handle up to 60 Dispatcher Users per ECS instance, with the ability to handle over 1000 Concurrent Users within the Solution (CRI-NFR-2), opting for an AWS Cloud design enables the capacity of the design to han...�
	To improve the capacity of our service, we ensure that we are pre-scaled sufficiently that a service can survive the loss of a single Availability Zone (i.e., typically that would equate to 33% of available capacity). This ensures that if a single Ava...�

	5 Solution logging and recording�
	5.1 MCX Dispatcher Logging�
	The MCX Dispatcher system manages logs at various levels of the system, this is shown in the list below�
	5.2 MCX Dispatcher Recording�
	The MCX Dispatcher interfaces the S3 Storage SDK into the MCxConnector recording capability via an API for real-time recording and segregation of data into the MCX Dispatcher recording tool. The S3 Storage system integrates a static secure website to ...�
	5.3 AWS Logging�
	The Solution uses AWS CloudWatch for the real time monitoring and logging of complete hosting metrics, CloudWatch enables the capability of monitor each AWS component, with inbuilt alarms to trigger during disruption. Using CloudWatch provides system-...�
	Leonardo has paired AWS CloudWatch with AWS Xray, a service that collects data about requests that the MCX application serves, and provides tools that you can use to view, filter, and gain insights into that data to identify issues and opportunities f...�
	X-Ray uses trace data from the AWS resources that power the cloud applications to generate a detailed trace map. The trace map shows the MCX client, your front-end service, and backend services that the front-end service calls to process requests and ...�
	Leonardo has deployed a Log Storage capability that enables the collection and storage of environment logs, which are centrally stored and secured in tamper resistant storage system. This will enable the ability to evaluate, monitor, alert, and audit ...�

	6 Multi‐tenancy ‐ data sharing, administration and concurrent use model�
	MCX Dispatcher user model is based on the following entities. Each tenant can operate independently with isolated data, communications and configurations as shown in the following information.�
	Configuration Management and Data Sharing: Leonardo’s MCX Dispatcher solution utilises a common architecture platform across all user organisations for the control and configuration of user organisations. The configuration data is held within a centra...�


	Leonardo ITN Solution Design Q8�
	Contents�
	Definitions & Abbreviations�
	Question�
	Please describe functionally (using diagrams were appropriate) how your solution will ensure it meets all of the requirements in the shared contract schedules. The response should address the following points:�
	1) Solution configurability and administration�
	2) Workflow example for a normal work day ‐ Application access through to making a group call (Launch, Login, working area establishment (or restore), establish group call)�
	3) Workflow example 2 ‐ Solution identity ‐ workstation, application & ESN MCX server�

	1 Introduction�
	The Leonardo MCX Dispatcher solution will meet all the requirements in the contract schedules and the design of the solution recognises the desired outcomes of the solution linked to the ease of deployment of the MCX Dispatcher product.  Leonardo’s so...�

	2 Solution Configurability & Administration�
	The integration and deployment of the Leonardo MCX Dispatcher solution will be available through the use of AWS industry-leading cloud technologies, WorkSpaces Secure Browser and Direct Connect. The two areas of integration of the ESN MCX System inclu...�
	2.1 ESN MCX Integration�
	2.2 User Organisation Integration�
	Leonardo has utilised AWS Workspaces Secure Browser as its MCX Dispatcher End-User Client to access the AWS Environment. Amazon WorkSpaces Secure Browser is a fully managed, cloud-native, hosted browser service used to securely access the MCX Dispatch...�
	WorkSpaces Secure Browser allows the ability to control which IP addresses the web portal can be accessed from. By using IP access settings, Leonardo can define and manage groups of trusted IP addresses, and only allow users to access their portal whe...�
	Using WorkSpaces allows Leonardo to offer a standalone Dispatcher console with the ability to be deployed in-field all-round the United Kingdom with a stable internet connection or cellular connection. This enables the ability to deploy new Dispatcher...�
	Each MCX Dispatcher User and Supervisor User have their own MCX_ID that is configured within the US Supplier’s MCX Solution and provides a one-2-one mapping to the Dispatcher Interface. Therefore, each MCX Dispatcher will have their own login credenti...�

	3 Workflow Examples for a Normal Work Day�
	Access to the MCX Dispatcher is webpage within the AWS WorkSpaces Client. The User is presented with the IDMS logon for the User’s MCX_ID and password entry as shown below:�
	To logon the Use enters their Username, MCX_ID, and password provided by the US supplier.�
	The MCXD Server will then perform the login via the MCXConnector component that manages the logon of all the Dispatcher User, authenticates the User with the US Suppliers MCX Solution and downloads the User’s Profile and Groups.�
	The logon procedure of the MCXD Server is optimised to download and the User’s previous select Group(s) (including key material) first followed by the remaining Groups in their profile in order to speed up the login process, this assumes that the US s...�
	Once the User is logged on, they are presented with the MCX Dispatcher screen shown below:�
	The Dispatcher screen shows the ControlBar at the bottom with contacts on the left, Groups on the right and in the centre block provides information on the current selected call. This section of the screen allows the User to control both Private calls...�
	At the top left and right of the screen is the Functions menu icon, clicking on either one will present the User with the functions available on the MCX Dispatcher under the icon as shown below in Figure 3.�
	The Functions menu provides access to all the functionality of the Dispatcher, they are:�
	3.1 Making a Group Call�
	In order to make a Group call the Dispatcher User must first affiliate to the desired Group by clicking on the Manual Affiliations icon in the Functions menu as shown in Figure 3.�
	The User is then presented with a list of Groups with the affiliation status indicated by the icon on the left, green indicating affiliated to the Group as shown in Figure 4.�
	Once affiliated to a Group the User can initiate a Group Call by clicking on the blue Group button icon on the ControlBar for the selected Group.�
	The Group button is green it indicates that the Group is in an active call, if the icon is red then someone else has taken the floor on the Group and their identity is displayed in the centre information block of the ControlBar.�
	The Dispatcher User can also initiate a Group call from the Call Manger function by select the Group Call icon  then selecting the Group or from the Group Function to select a Group and selecting the Start Call icon.�
	3.1.1 Receiving Emergency Calls from ESN Users�

	The MCX Dispatcher support receiving multiple Emergency Call events from Multiple Users on Multiple affiliated Groups.�
	Figure 5 shows two Users in Emergency State on two different Groups, the Groups that are in Emergency state are highlighted in green to show an active call is on the Group with a red banner above with “EMERGENCY” white. Above the map is a red banner w...�
	When the Dispatcher User clicks on the banner above the map the menu on the right will appear showing the call sign of the Users in Emergency State as well as their icons on the map appearing on red with a red call sign showing their location.�
	If the Dispatcher clicks on one of the Users call signs on the right menu it will then open to the individual User menu same as the one on the left (normally it would overwrite the menu on the left, in this image it was achieved by clicking on the Use...�
	The Emergency Status of all Users in the Emergency state on affiliated Groups can be cleared from the Users in Alarm menu as shown on the right.�
	All the above features have been tested on Leonardo’s own 3GPP complaint MCX Solution that has also tested in PlugTest.�
	3.2 Re-establishing the connection to the ESN and Group call�
	If the connection from the MCX Dispatcher browser application to the MCXD Server breaks the Dispatcher application will indicate the loss of connection to the User with the following message in the top right of the screen next to the Function menu icon.�
	The MCX Dispatcher browser application will continue to re-establish the connection to the MCXD Server and once the connection has been re-established the connected icon will appear in the top right as shown in Figure 4 above.�
	The affiliation of the Groups will be re-established and the Dispatcher User will be make calls on the affiliated Groups.�
	When connection to the US suppliers MCX Solution is lost the MCXD server will continue to retry to reestablish the connection to the MCX Server, once the connection is re-established the User will be able to reselect the Group and transmit. The MCXCon...�
	3.3 OSM or Enhanced Status and messaging�
	The screen shot below Figure 6 shows that the MCX Dispatcher has received a OSM (Enhanced Status) on an affiliated Group. The green banner on top of the map indicates an OSM or message has been received as can be seen in Figure 6 below.�
	If Dispatcher User clicks on the green banner at the top of the map the panel on the left in Figure 7 opens displaying the OSMs (Enhanced Status) received on the Group with each one timestamped. The OSMs are displayed with the Long Text message config...�
	Previous OSMs on other Groups can be viewed through the Message function and clicking on the Group and all the messages and OSMs will be displayed in the same panel, the OSMs are shown in bold large letters.�
	The Enhanced Status feature also supports the appendix text string to the OSM (Status message) that a User in the field can add. The appendix text is displayed under the OSM.�
	3.4 Mapping Screen�
	The Mapping screen shows the real-time location information provided by the User Services location Service. The Dispatcher User can subscribe to location of User(s) or Group(s). Group subscription will allow the Dispatcher User to see the location of ...�
	When the Dispatcher User clicks on a User’s icon on the map it brings up a popup at the top left of the map, Figure 8, that allows the Dispatcher User to perform an number of operation including call the User, message them or initiating a Video Call. ...�
	The MCXD functionality allows a MCX Dispatcher User to manage an event or incident from a Control Room or from a remote location, incident vehicle for example, and be able to see the location of resources on the ground in real-time.�

	4 Workflow example 2 ‐ Solution identity ‐ workstation, application & ESN MCX server�
	Each MCX Dispatcher User has their own MCX_ID that is configured within the US Supplier’s MCX Solution and provides a one-2-one mapping to the Dispatcher Interface. Therefore, each MCX Dispatcher will have their own login credentials set in the US Sup...�
	Figure 9 below show the Dispatcher workflow from Logon to Logoff. When the Dispatcher User initiates the Leonardo Dispatcher User interface, Figure 1, and they enter their MCX_ID User ID and password the process in Figure 9 will be followed. First the...�
	The MCXD MCXConnector will then download the Dispatcher User’s UE Configuration from the US MCX Configuration Manager Server (CMS) followed by the User’s Profile Configuration from the CMS and finally the Group(s) configuration from the US MCX Group M...�
	The MCXD server will then check if the Dispatcher User was previously affiliated to Groups and if so, re-affiliate to them before entering the main loop of waiting for User input or incoming events from US service MCX solution. On completion of the lo...�
	The Logon process in Figure 9 is complies with the 3GPP MCX standards procedures and has been tested in ETSI PlugTests.�
	When the Dispatcher User logs off the MCXD server will de-affiliate the Dispatcher User from any affiliated Groups and erase the User’s configuration and Encryption Key material before presenting the log on screen as shown in Figure 1. Any call record...�


	Leonardo ITN Solution Design Q9�
	Contents�
	Definitions & Abbreviations�
	Question�
	The Authority is keen to understand how the proposed solution delivers Innovation and operational efficiencies.�
	Please describe any elements of the proposed solution (hardware, software, services) the Bidder considers to be innovative in terms of how the solution will be delivered/operated initially and innovative in terms of how the Bidder may adapt based on l...�
	The response should address the following points:�
	1) Simplicity of deployment�
	2) User Organisation – ease of use�
	3) Service resilience/up‐time�
	4) Value for money�
	5) Management of technical change�

	1 Introduction�
	Leonardo operates in sectors where continuous improvement is a fundamental necessity, and innovation is needed to deliver value to customers. Innovation is the key to our success as a global technology leader - we invest £180M in UK Research, Innovati...�
	Leonardo holds an annual competition for an Innovation Award, open to all employees. At the last awards over 1000 innovative projects were submitted, with the category winners recognised at a ceremony based in Rome, and the chance to win £100,000 in f...�
	Whilst Innovation cannot be forced, it must be managed. Leonardo has a process for driving and enabling innovation: TEC032-W-CO-S - Innovation & Product Management Framework. This sets out how we take ideas and take them through to delivering value to...�
	The MCX Dispatcher team will be encouraged to generate ideas and innovate; however, working with Leonardo gives the Authority access to a much larger pool of innovation, and we have the structures and processes in place to enable and foster that innov...�
	Innovation is a critical driver of success in projects, offering the potential for breakthrough solutions, and enhanced efficiency. In a rapidly evolving landscape, fostering innovation within a project can lead to transformative outcomes, improving n...�

	2 Simplicity of Deployment�
	2.1 ESN Ecosystem Deployment�
	To connect to the ESN WAN to enable the solution to integrate into the ESN Ecosystem Leonardo has evaluated multiple tools offered by AWS for connectivity into data centres and has chosen to deploy using AWS Direct Connect as its primary choice of too...�
	AWS Direct Connect – Hybrid Connectivity�
	 Low Latency: By bypassing the public internet, AWS Direct Connect can provide lower and more consistent latency, which is ideal for latency-sensitive applications.�
	 Stable Network Performance: Direct Connect provides more reliable and predictable network performance than using standard internet connections.�
	 Secure Connection: AWS Direct Connect creates a private, dedicated link that doesn’t traverse the public internet, which reduces exposure to potential security threats such as DDoS attacks.�
	 Seamless Hybrid Cloud: Direct Connect is perfect for hybrid cloud environments where you need to integrate on-premises data centres with AWS. This enables easy integration from the MCXD Platform to the ESN Data Centres�
	 Multiple Redundant Paths: AWS Direct Connect has been designed for redundant connections, so if one link fails, the backup link can take over to ensure high availability.�
	 Meets Compliance Standards: For industries that require high levels of security and compliance, Direct Connect helps to meet these regulatory requirements by providing a more controlled and secure network environment.�
	Leonardo believes using AWS Direct Connect as its connection to the ESN WAN is innovative due to its ability to connect to the ESN Ecosystem with a private connection which can provide bandwidth of up to 400 Gbps, encrypt the communications between th...�
	2.2 User Organisation Deployment�
	The end user workstation is operated using WorkSpaces, providing a highly scalable, secure connection into the AWS Architecture where end-users are able to access the MCX Dispatcher Application, Recording Manager and Configuration Manager. Using WorkS...�
	Using WorkSpaces allows Leonardo to offer a standalone Dispatcher console with the ability to be deployed in-field all-round the United Kingdom with a stable internet connection or cellular connection. This enables the ability to deploy new Dispatcher...�
	The following bullet points explain the benefits of using an AWS Workspaces Solution�
	2.3 Leonardo Platform as a Service (PaaS) Deployment�
	Leonardo has developed and deployed a Platform as a Service (PaaS) product within its Leonardo Cyber UK Division dedicated to providing Platform AWS infrastructure as a discipline to provide increased security, compliance, development and management. ...�
	The following services are available as part of Leonardo’s PaaS Offering�
	 AWS Account Provisioning, User Account Provisioning, User Account Management, Infrastructure Deployment, Network Management, Internet Access Setup, Web Application Hosting, Domain Integration, Patch Management, SOC Integration, Support, Identity and...�
	The Infrastructure Hosting and Deployment service within the AWS Platform takes on the pivotal role of offering a robust and scalable infrastructure to accommodate diverse applications and services. This service seamlessly facilitates the deployment o...�
	 Resource Provisioning: Effortlessly provision and proficiently manage an array of virtual machines, containers, and serverless resources, precisely tailored to meet the distinct prerequisites of each application.�
	 Scalability: Embrace the power of automatic resource scaling, dynamically adjusting capacities to manage the ebb and flow of workloads and traffic demands.  As deemed necessary by design�
	 High Availability: Employ strategic redundancy and robust failover mechanisms to ensure that applications endure, resiliently accessible even when confronted with unforeseen setbacks, as deemed necessary by design�
	 Monitoring and Insights:  visibility into resource consumption, performance metrics, and the health status of applications, fostering informed decisions and proactive optimization.�
	The Hosting and Deployment service operates in concert with architectural designs meticulously crafted by project teams, seamlessly translating visionary blueprints into operational realities. This collaborative synergy guarantees that applications ar...�
	The Network Egress and Ingress service focuses on managing the flow of data in and out of the AWS environment while maintaining security and efficiency. This service offers features to manage network traffic effectively:�
	 Firewall Configuration: Set up and configure firewalls to control inbound and outbound traffic, ensuring adherence to security policies.�
	 AWS Direct Connect: Establish secure connections between on-premises environments and the AWS platform for secure data transmission.�
	 Internet Provisioning: Enables accounts and hosts inside the accounts to access the allowed internet domains operated on allow by exception policy.�
	GitHub Enterprise is a robust platform that supports collaboration and version control for code repositories within an enterprise environment. It integrates key features like GitHub Actions for CI/CD pipelines, advanced security capabilities, and flex...�
	Key Features�
	 GitHub Actions: Automate workflows directly from your repositories to build, test, and deploy code.�
	 Advanced Security: Includes security features like code scanning, secret scanning, and dependency review.�
	 Collaborative Workflows: Supports pull requests, issues, and project management tools to aid in collaboration.�
	 Enterprise-Grade Control: Manage users, teams, and access permissions centrally.�

	3 User Organisation – Ease of Use�
	As defined in the SOR, a key set of Agile roles focus on User Centric Design. These roles, specifically the Interaction Designer, will be a key part of Agile teams, and will ensure Human Factors are considered at all stages. Each team delivering user ...�
	Leonardo used its previous experience of creating ease of use within the MCX Dispatcher solution to enable the end user experience. Leonardo has developed the Dispatcher UI with ease of use and configurability in mind, Figure 2 shows the users view af...�
	The Functions menu provides access to all the functionality of the Dispatcher, they are:�
	 Call Manager – allows the Dispatcher to initial Private and Group calls (video and voice) as well as Patch Groups (Preconfigured Regroup), Remote Group Change.�
	 Video – Push Video call�
	 Contacts – Displays the Dispatcher User’s contact list and allows them to initiate individual calls or send a message to a contact. The User can also filter on the listed using the search facility that reduces the number of contacts as the User type...�
	 First to Answer – Allows the Dispatcher to setup First to Answer User groups, for example an Ambulance working group, and initiate First to Answer calls from the list of User Groups.�
	 Groups – allows the Dispatcher to make calls (audio and video) or send messages to Groups.�
	 Messages – Allows the User to send a message to a contact or a Group. The includes can include attachments.�
	 Enhanced Status – allows the Dispatcher to send a Status Message (OSM) to a Group from a defined list in the configuration document for the Group. The OSMs take the long text from the Group document that is displayed to the User. The Dispatcher also...�
	 Map – allows the User to change the map displayed on the screen.�
	 User In Alarms – allows the Dispatcher User to see who is in an Emergency State on a Group and also to clear the Emergency State.�
	 Manual Affiliation – allows the Dispatcher User to select and affiliate to the Groups they want to work with. The User can affiliate to combination of Audio, Video and Messaging on an of the Groups in their MCX Profile that is download from the US s...�
	 Recent Calls – provides the User with a Call history of the calls, Group and Individual, with a timestamp of when they occurred. If the User selects one of the calls from the list they will be presented with further details of the call including dur...�
	 Broadcast Message – allows the Dispatcher User to create and send a Broadcast message to a Group. The message can contain text, audio recording or an attachment, for example a photograph, or combination of them. The Broadcast message can be sent imm...�
	 Settings – allows the Dispatcher User to modify the settings for their logon, for example change their location settings on the map to GPS(if supported) or manually set their location, as well as the Audio and Video settings for their session.�
	 Account – displays the connection and logon information for the Dispatcher User and allows them to disconnect (Logoff) from the US suppliers MCX Solution.�

	4 Service Resilience/up‐time�
	Leonardo has developed the end-to-end solution with security and resilience built within the core of the design, leveraging the latest AWS technology to provide a solution capable of meeting the 99.98% availability with excess of 1000 concurrent users...�
	MongoDB:�
	S3 Storage:�
	AWS ECS and Fargate:�
	Direct Connect:�
	 The AWS Direct Connect Resiliency Toolkit provides a connection wizard with multiple resiliency models. These models help us to determine and then place an order for the number of dedicated connections to achieve the SLA objective. Leonardo has desi...�

	5 Value for Money�
	Innovation plays a crucial role in ensuring value for money, not just in terms of reducing costs but also in enhancing efficiency, improving product or service quality and creating better customer experiences. Value for money is about balancing the be...�
	Automation & Digitisation: The introduction of automation and digitisation in business processes which eliminate repetitive, time-consuming tasks, leading to faster production and service delivery. This increases productivity and reduces the cost of l...�
	Agile Project Management Methodologies: Agile project management innovations that focus on minimising waste, improving flexibility, and increasing responsiveness. Agile frameworks allow teams to adapt quickly to changes, thus ensuring that resources a...�
	Agile Product Development: By adopting an Agile approach to product development, we can iterate quickly based on customer feedback. This ensures that the MCXD product and services remains relevant and valuable to customers over time.�
	Innovation in Partnerships: Collaborating with other companies, start-ups, or research institutions can also drive innovation. These partnerships can introduce new technologies or solutions that provide additional value to the Authority while reducing...�
	Energy Efficiency and Renewable Energy: By investing in energy-efficient technologies and renewable energy sources, Leonardo can reduce their operating costs while contributing to environmental sustainability. Innovations in energy storage, solar powe...�

	6 Management of Technical Change�
	Innovation and Technical change are vital, interconnected components of the MCX Dispatcher service with innovation often being the catalyst for technical change. Leonardo understands the need to adapt - technology advances, user needs evolve or new re...�
	We will adopt a Change Management Process to govern the process of managing and auditing a Change through each phase of its lifecycle, from logging the new change to learning lessons following the closure of a change. Initially the Management of Techn...�
	The process will be flexible and agile enabling the team to respond to technological changes quickly and efficiently to meet the evolving needs of the programme. This will be achieved by designing and agreeing a change classification scheme in close c...�
	Standard Change: changes which have a defined change model. The risk and impact of the change is known. Some may be pre-approved whilst others may require some level of approval, as defined in the change model. If there is a requirement to deviate fro...�
	Normal Change: changes that require Change Management authorisation which may include CAB review. These changes will follow the entire workflow and are changes where a change model does not exist and the risk/impact profile is unknown. These changes t...�
	Emergency Change: changes which are required to resolve or prevent a P1/P2 incident or to address a security issue.�
	Any Technical Change inevitably comes with risk. Robust Change and Risk Management ensures that business risk is reduced as much as possible whilst ensuring that changes are carried out and implemented in a controlled way, appropriate to the level of ...�
	Automated workflows such as a CI/CD pipelines help minimise risk and our Agile project management approaches ensure the business relevance of proposed changes/releases. Leonardo is also assessing the use of AI and machine learning for change managemen...�
	Changes will be reviewed after implementation at the regular programme meeting to identify any lessons that can be learned and applied to future changes continually refining the system and solution.�
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	Contents�
	Definitions & Abbreviations�
	Question�
	Please detail your testing and verification approach through the full project lifecycle. The response must include the following:�
	1) Details of the testing & verification process and stages through the feature/product development phase. (Code review, unit testing through to system test)�
	2) Details of any existing automated testing and how it would be applied within the project, including the proposed benefits.�
	The Authority would be interested to hear about opportunities for this capability outside of your factory.�
	3) A description of the process for testing/approving hardware and accessories. (servers, workstations and audio accessories).�
	4) The verification and testing process following initial system deployment including Authority & end‐user witnessing.�
	5) The verification process following in‐service upgrades and patching.�

	Negotiation Points on the Tracker�
	1 Testing & Verification Process�
	1.1 Approach�
	Leonardo’s approach to the testing and verification process will be produced in line with Schedule 14, describing the testing strategy, procedures and plan assuring the quality of the solution. The Test Strategy will form the basis of the MCX Dispatch...�
	The test process follows from the initial design to the transitional period of the solution. This approach ensures that the solution has been adequately tested and designed to give confidence to the stakeholders that the testing has met the requiremen...�
	Leonardo Italy hosts MCX testing laboratory in Florence, where it performs its compliance testing against the 3GPP Standards, Project requirements and internal testing. The Florance test facility is continuously pushing boundaries by modernising testi...�
	1.2 Testing Framework�
	Below in Figure 2 is the framework in which details the Test phases for the scope of the test strategy.�
	Testing will be conducted in accordance with the Schedule 14, specifying the different test procedures and environments.�
	1.3 Test Defect Management Process�
	The defect management process will align with the authorities ‘ESN Defect Management Strategy’ listed in Schedule 14 Annex 8: Defect Management (Testing Procedures). The Authority defect tool will be utilised as the test tool for tracking, documenting...�
	1.4 Test Data�
	Specific test data requirements will be outlined in the test plans, where Leonardo and Authority will work together to agree design the test specifications to include the necessary test data, source, scope, volume and management.�
	1.5 Testing and Verification process during the development stage�
	During the development phase the system will enter into three different stages of testing to ensure the product is meeting the technical and performance requirements listed in Schedule 2 (Services Description) As the software is released from developm...�
	Testing and verification of the software will be split into three phases of testing:�
	1.5.2 Code Testing�

	The purpose of this phase of testing is to ensure that the code has been thoroughly checked before being passed into the testing phase.�
	Unit Testing is performed by a test-driven deployment where the software is checked against its functional requirements. Once the code has been tested, all defects are raised following the defect management process listed (Test Defect Management Proce...�
	1.5.3 Unit Testing�

	Within Unit Testing we will leverage our automated test tooling within the DevOps capability to develop and operate efficient unit testing following a continuous integration and continuous development (CI/CD) Pipeline. When the code is pushed into the...�
	1.5.4 API Testing�

	We will follow a ‘Shift left’ approach to the test and verification process, following this model allows the catching and fixing of bugs early on before they enter the different stages of the test process. We will combine the API Testing into the auto...�
	1.5.5 Testing Phase�

	When the development code has passed the Code Testing Phase it will begin initial testing of Functional and Non-Functional testing. During this phase we will run tests against multiple different requirements, for functional testing the test regime cov...�
	1.5.5.1 Functional Testing�

	The functional testing aims to test the functional requirements of the system listed within the Schedule 2 (Services Description). The test strategy and plans for each step of testing will be agreed with by Leonardo and Authority, this has been split ...�
	1.5.5.1.a Integration Testing�

	Leonardo’s approach to integration testing follows an industry standard top-down approach. This hierarchy tiering system allows for higher importance system integration points to be tested first allowing for defects to be discovered and root cause ana...�
	Integration Points�
	1.5.5.1.b System Testing�

	The system testing is required within the functional testing phase, in this phase Leonardo will conduct system testing on the multiple components within the End-to-End Solutions. The objective of this testing is to comprehensively test the system func...�
	1.5.5.1.c Product Testing�

	When the End-to-End solution has been implemented, each product will be tested within the solution to ensure the operation of each single product is operating as per requirements. Within the agreed test strategy, the test plan for each product will de...�
	1.5.5.1.d Acceptance Testing�

	The acceptance testing will be conducted within 5 stages of environment testing within the US Suppler and Authority test environments, the testing will be split into multiple approval stages involving the Dispatcher supplier, US Supplier, Authority, a...�
	1.5.5.2 Non-Functional Testing�

	The non-functional requirements (NFRs) will be tested following a structured test strategy and plan agreed with the Authority. The non-functional testing will be defined by a set of key performance indicators which will be agreed before testing commen...�
	1.5.5.2.a Security Testing�

	Leonardo will utilise Tenable Nessus as its security scanning tool, Nessus is a comprehensive vulnerability assessment solution that helps expose and close weaknesses across attack surface. Additionally Leonardo has leverages its cyber security excell...�
	1.5.5.2.b Performance Testing�

	Performance Testing will cover a wide range of tests to understand and evaluate the dispatcher solution, the types of testing to be deployed are load testing, soak testing, stress testing, and volume testing. The purpose of these tests is to understan...�
	1.5.5.2.c User Interface Testing�

	The User Interface Testing includes two types of test cases using the same methodology. Incorporating a “Shift Left” approach to the testing for Usability and Accessibility testing. Following this test approach will allow for an early test lifecycle w...�
	1.5.5.2.d Compatibility Testing�

	During Compatibility testing Leonardo will be performing tests to check the functionality of the software for web browsers, laptop devices, operating systems, and hardware. This testing allows for continuous development and improvement of the supporte...�
	A backward compatibility test will be run during the initial release of software from Leonardo to prevent issues during the transition stage. A forward compatibility test will then be performed during each release of software to meet new compatibility...�
	1.5.5.2.e Disaster Recovery Testing�

	Leonardo’s End-to-End solution is planned with resiliency in its core design, leveraging the AWS platform allows for a resilient and time focused disaster recovery plan. The disaster recovery testing follows a life cycle as shown in figure 5, initiall...�

	2 Automated Testing & Benefits�
	Leonardo understands the benefits of using automated tools for testing the solution, and with extensive experience of automated testing will develop a test strategy that minimizes time loss, and improves efficiency, accuracy and quality. Leonardo has ...�
	To accommodate the continuous operation of the MCX Dispatcher Solution, automated tests are designed to run at various intervals across each day. This dynamic scheduling aligns with the 24/7 needs of MCXD, ensuring that testing occurs during different...�
	Leonardo’s approach to automation is built around the following standards and good practices:�
	 ISO 9001: Is the standard for Quality Management Systems (QMS). It outlines a systematic framework that can use to establish, implement, monitor, and continuously improve processes and procedures to ensure consistent product, service quality and cus...�
	 ISTQB (International Software Testing Qualifications Board): ISTQB provides a globally recognised certification scheme for software testers. It covers core software testing, including test automation.�
	 Gherkin Language: Gherkin is a simple language used for writing human-readable descriptions of software behaviours. Tools like Cucumber and SpecFlow provide integration between business-readable specifications and automation code, promoting collabor...�
	 DevOps Practices: DevOps emphasise automation across the software development lifecycle, including testing, encouraging continuous integration, continuous testing, continuous delivery and testing automation.�
	 Hybrid Agile Testing: Agile methodologies promote iterative and collaborative development. Agile will be used when suitable in the automation work and can operate within phases that are delivered in a waterfall manner.�
	The five stages for the test automation pipeline for Leonardo are:�
	 Set up – Use the test-data approaches described in the Test-data generation section for this stage. Generating realistic test data is critical to obtain valid test results. Create diverse test data that covers a wide range of use cases and closely m...�
	 Test tool – To conduct the performance testing, an appropriate load-testing tool, such as JMeter or ghz. Considering the best fit for the program testing needs in terms of simulating real-world user loads�
	 Test run – With the test tools and environments established, end-to-end performance tests across a range of expected user loads and durations. Throughout the test, Leonardo closely monitors the health of the system being tested. Monitor error rates ...�
	 Test reporting – Collect the test results along with application and test configuration. Automate collection of application configuration, test configuration, and results, which helps with recording the performance test–related data and storing it c...�
	 Clean up – After completing the performance test run, we reset the test environment and data to prepare for subsequent runs. Then revert any changes made to the test data during the run. Ensure the databases and other data stores are restored to the...�
	Testing tools play an important part in any test automation. Leonardo are reviewing the AWS popular choices for open source testing tools include the following:�
	 Apache JMeter is the seasoned power horse. Over the years, Apache JMeter has become more reliable and has added features. With the graphical interface, which can create complex tests without knowing a programming language. Companies such as BlazeMet...�
	 K6 is a tool that offers support, hosting of the load source, and an integrated web interface to organize, run, and analyse load tests.�
	 The Vegeta load test follows a different concept. Instead of defining concurrency or throwing load at the system, you define a certain rate. The tool then creates that load independent of your system's response times.�
	 Hey and ab, the Apache HTTP server bench marking tool, are basic tools that you can use from the command line to run the specified load on a single endpoint. This is the fastest way to generate load if you have a server to run the tools on. Even a l...�
	 Ghz is a command line utility and Go package for load testing and bench making GRPC services.�
	Benefits of Leonardo’s proposed approach to delivering automation is to reduce the risk to the Programme and to the MCXD users by finding problems sooner, saving time, and providing test environments that are reliable and stable so that the test focus...�
	Across the timescale of the MCX Dispatcher Programme, new tools and automation approaches such as the use of AI will emerge. As new items become available that may benefit the programme they will be reviewed. If a potential benefit to the programme is...�

	3 Testing & Approval of Hardware & Accessories�
	3.1 Approach�
	Leonardo has developed a testing and approval structure of processing approved hardware and accessories that are required for the end-to-end solution. By utilising a risk-based testing structure where the systems affected by the hardware is tested to ...�
	3.2 Testing and Approval of Hardware and Accessories�
	Leonardo operates a request-based service for hardware testing to ensure that the hardware does not adversely affect the system. The request from the User Organisations is initially placed into Leonardo’s JIRA ITSM tool. The prioritisation of the requ...�
	The testing of the hardware is not a replacement for the vendors test and verification process but certification to provide confidence to Leonardo, the Authority and Users that the hardware connected to the MCX Dispatcher system will not adversely aff...�
	When a request is placed into the backlog Leonardo will review the received documentation and hardware to begin preparing a test plan required for certification on a risk-based testing approach. Next, we will review the documentation and hardware prov...�
	Once we have completed the testing of hardware, a Test Exit Report is generated with the results of testing, and any known issues, workarounds or modifications required. The test results are shared and discussed with the Authority and any applicable U...�
	3.3 Testing and Approval of Hardware and Accessories Example�
	An example of Leonardo’s accessories testing structure can be shown by the test and approval process performed on the Leonardo eAM4000 Enhanced Audio Manager for Dispatching and Fixed stations. The eAM4000 is an indoor device for Dispatching platforms...�
	The eAM4000 includes several buttons and connectors to support various audio accessory types to facilitate listening and speaking activities of Dispatcher operators. When connected via USB cable to a PC Windows computing platform operating as Dispatch...�
	The initial testing of the accessory began with the development and drafting of the test report document, which states the performing test team and personnel, test time and date, test information, results and conclusions. An example of the key process...�

	4 Testing & Verification Initial System Deployment & Witnessing�
	Leonardo understands the testing deliverable requirements in Schedule 14 (Testing Procedures) and has developed a process for delivering the test documentation, test procedures and witnessing of Leonardo testing by the Authority, User Organisations an...�
	4.1 Pre-Deployment�
	Before deploying the initial system Leonardo will perform a set of tasks to ensure that the system is prepared for testing, this includes test environments, Testing documentation, and identification of the required stakeholders for performing or witne...�
	4.2 Initial deployment testing and verification�
	The initial deployment of the system into the production environments will conduct the standard Leonardo test process as listed in section 1 of this document, to ensure that the system is adequately tested and has met the test exit criteria of all pre...�
	4.3 Witnessing and Reporting�
	Leonardo welcomes the opportunity to witness the testing of the MCX Dispatcher system in our test laboratory in Florance, Italy, our development and integration team in Bristol or virtually by Leonardo providing secure connectivity into our AWS Testin...�
	 Verification of System Functionality: Authorities ensure that the system complies with regulatory standards, company policies, and contractual obligations.�
	 Monitoring Compliance: Authorities review compliance with internal standards, security regulations.�
	 Approval Process: Authorities will often formally approve the system's deployment or release based on the testing results.�
	The End User representatives witnessing is expected to conclude,�
	 Real-World Scenario Testing: End-users test the system in realistic scenarios to ensure it works under actual usage conditions.�
	 Feedback Collection: Gather user feedback on the system’s user-friendliness, workflow effectiveness, and any issues encountered during testing.�
	 Sign-Off: User Representatives provide sign-off after the system meets their requirements and expectations.�

	5 Verification – Upgrades & Patching�
	5.1 Approach�
	The verification process following in-service upgrades and patching is critical to ensuring that systems, applications, or infrastructure remain stable, secure, and functional after any changes are made. This process is typically structured to validat...�
	5.2 Pre Upgrade/Patch Verification�
	5.3  Post Upgrade/Patch Verification�
	5.4  Deployment Support�
	Once the Upgrade/patch has been accepted into the production system Leonardo will begin the support phase of the deployment, by performing the following tasks.�
	 Continuous monitoring of the platform and application of the performance, security and events is performed to identify any issues that have not been addressed or found during initial deployment.�
	 Incident management, through an established incident management plan Leonardo will manage and perform troubleshooting, additional fixes or if required a rollback in software.�
	 Documentation, ensuring that any issues encountered after post Upgrade/patch are identified, and an a resolution is documented with a full change management record with details of the Upgrade/patch, testing and any additional actions.�
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	Contents�
	Definitions & Abbreviations�
	Question�
	The Authority requires a robust approach to software updates and patching. Please describe your approach.�
	The response must include the following:�
	1) A description of your approach to software updates and delivery of software updates in the field for both core and client,�
	including the application of security patches to software and third party anti‐virus.�
	2) Confirm how updates and patches are prepared and tested prior to deployment?�
	3) Detail the frequency of updates for Anti‐virus and OS patching?�
	4) A description of the product update cycle and how updates from your core product will feed into the ESN MCX Dispatcher project�

	1 Approach: Software Updates & Patching�
	The Leonardo Secure Software Development Lifecycle aligned with Microsoft Secure Software Development Lifecycle ensures security assessment is embedded in the early stages of design, with automated testing against recognised standards such as Open Wor...�
	Security of the MCX product is maintained by responding promptly to any vulnerabilities detected in released code and producing a security update following a defined process flow, which incorporates the following high-level stages:�
	The response timescales will be adjusted to suit the customer. Vulnerability patches are prioritised according to criticality (risk); time taken to produce a patch may vary according to complexity of the issue.�
	See Figure 1 for the Software Release Plan.�
	1.1 GitHub Enterprise�
	Leonardo has utilised GitHub Enterprise as its chosen developer platform, this is due to its versatility and control over software development. GitHub Enterprise is a robust platform that supports collaboration and version control for code repositorie...�
	Key Features�
	 GitHub Actions: Automate workflows directly from your repositories to build, test, and deploy code.�
	 Advanced Security: Includes security features like code scanning, secret scanning, and dependency review.�
	 Collaborative Workflows: Supports pull requests, issues, and project management tools to aid in collaboration.�
	 Enterprise-Grade Control: Manage users, teams, and access permissions centrally.�
	 Customizable Compliance: Aligns with enterprise governance and compliance requirements.�
	Repository Access and Permissions�
	 Read-Only Repositories: All repositories are read-only by default, promoting controlled access. Explicit exceptions are required for write access, ensuring secure collaboration and minimizing risk.�
	Access Methods�
	 Development VPN: Access GitHub Enterprise securely through the corporate VPN for development activities.�
	 AWS Instances: Integrate and access from approved AWS instances as part of your cloud infrastructure.�
	 DES Network: Officially supported access via web browser, code committed through IDE's may be possible over https, but this isn't officially supported.�
	Revoking Access�
	 Security: if security volitions are detected the Security Risk Owner may approve/request for access to be revoked.�
	 Licence Consumption: Access can be revoked if the VPN is unused for 30 days�
	 Usage for projects not paying the platform charge: repeat offenders of this will have there access revoked.�
	Data Security�
	 Data Classification: GitHub Enterprise can only hold data classified up to Official Sensitive, ensuring compliance with data protection and security policies.�
	1.2 Third Part Anti-Virus�
	Leonardo has chosen to use AWS GuardDuty as its threat detection service that continuously monitors, analyses, and processes AWS data sources and logs in your AWS environment. GuardDuty uses threat intelligence feeds, such as lists of malicious IP add...�
	Amazon GuardDuty has an internally built and managed scan engine and a third party vendor BitDefender. Both use indicators of compromise (IoCs) sourced from various internal feeds that have visibility across different kinds of malware that may target ...�
	Runtime Monitoring uses a GuardDuty security agent that adds visibility into runtime behaviour, such as file access, process execution, command line arguments, and network connections. Managing the security agent automatically means that Leonardo perm...�
	1.3 Planning�
	At the initial stage of a software update Leonardo will create a plan for the software lifecycle. A plan is agreed with the Authority to build a common understanding of the expected changes and how they are developed and tested for release. The test p...�
	1.4 Development�
	During the development stage Leonardo will hold multiple scrum ceremonies with key stakeholders, this is to provide both transparency and common knowledge within the development stage to ensure that all participants understand the plan and work requir...�
	1.5 Testing�
	The testing stage will follow the test plans and policy to build confidence that the developed software has met the requirements and is ready for ESN Certification. The testing stage consists of multiple steps of functional and non-functional test sta...�
	1.6 Certification�
	Leonardo will initially begin testing and certifying in the 3 ESN Test Environments. This step is conducted with Leonardo, US Supplier and the Authority, where the software is tested to ensure that the new features and changes integrate correctly with...�
	1.7 Release�
	When the software is ready for release into the production system, a ITSM Change control process with the Authority and any key stakeholders is held to discuss the plan and date of release for the software. To perform updates in field leonardo have le...�
	The Core system is updated by using the RedHat AWX Ansible tool where the software or patch is deployed into the GitHub Repository, selected from the inventory for a planned test and release date. Once agreed the tooling automatically sources, tests a...�
	To update and patch the client devices we will leverage AWS WorkSpaces Secure Browser. WorkSpaces uses a deployed image from the GitHub Repository, which is fed into the AWS Eco System through AWS Systems Manager. The Image is then updated in the Work...�
	1.8 Approach�
	Leonardo have built a test strategy for the testing and certification process required for software development and patches which acts as the core structure within the process. Testing updates and patches are split into separate processes and mytholog...�
	1.9 Update Preparation�
	On the initial proposal of a new software update Leonardo prepares two key documents, a software design document, and a test plan. The Software Design Document outlines the requirements, functionality, system architecture and design specifications req...�
	1.10 Patch Preparation�
	The Operating System Patch Management service is responsible for ensuring the security and stability of Windows and Linux machines within the organization's infrastructure. This service involves the systematic application of updates, patches, and secu...�
	Patch Schedule and Coordination:�
	 Plan and coordinate a monthly patch cycle for Windows and Linux machines.�
	 Define a suitable maintenance window and communicate with relevant stakeholders to minimize disruption.�
	1.11 Update Testing�
	During the initial development of updates, a shift left approach to testing is applied, utilising this approach allows defects to be found in early stages of testing. When software is promoted from development ready for testing, the update is tested a...�
	1.12 Patch Testing�
	Leonardo will initially begin testing patches within the AWS Testing environments within the Leonardo UK AWS Cloud, where a set of in-depth tests are conducted on the package to ensure that operational performance is not reduced. Leonardo will develop...�
	Patch Identification and Testing:�
	 Identify the latest patches and updates released by respective vendors.�
	 Test patches in a controlled environment to ensure compatibility and stability before deployment.�

	2 Update Frequency�
	2.1 Anti-Virus Updates�
	Leonardo has chosen to use AWS GuardDuty as its threat detection service that continuously monitors, analyses, and processes AWS data sources and logs in your AWS environment. GuardDuty uses threat intelligence feeds, such as lists of malicious IP add...�
	With no restriction on the file formats that GuardDuty scans for malware, the scan engines that it uses can detect different types of malware, such as cryptominers, ransomware, and webshells. The fully managed GuardDuty scan engine continuously update...�
	Runtime Monitoring uses a GuardDuty security agent that adds visibility into runtime behaviour, such as file access, process execution, command line arguments, and network connections. Managing the security agent automatically means that Leonardo perm...�
	2.2 Operating System Updates�
	AWS is responsible for maintaining the underlying infrastructure for AWS Fargate. AWS determines when a platform version revision needs to be replaced with a new revision for the infrastructure. This is known as task retirement. AWS sends a task retir...�
	When the Amazon ECS scheduler stops the tasks, it uses the maximum-Percent and launches a new task in an attempt to maintain the desired count for the service. To minimalize the impact of AWS Fargate task retirement, Leonardo follow Amazon ECS best pr...�

	3 Product Update Cycle�
	Leonardo operates a 2 major software releases every year to ensure continuous improvement lifecycle of functionality, the product is analysed through customer feedback, market research and evolving requirements for the required functionality. This con...�
	3.1 Planning Phase�
	During the planning phase we will perform analysis in three main areas of research, customer feedback, requirement collection and market research. Customer feedback is a key part within the planning review process as it provides an understanding of ar...�
	3.2 Design Phase�
	The design phase is utilised to define the overall system architecture by producing high-level designs and low-level designs from the planning process, feeding into the coding phase and testing phase. In this phase the requirements are analysed determ...�
	3.3 Implementation Phase�
	During this phase two main tasks are undertaken: coding of the software and testing. We will adopt a ‘test early’ approach during the coding phase to catch and fix defects soonest. During the implementation phase an agile workflow is applied by using ...�
	3.4 Testing Phase�
	We will use a mix of automated and manual testing to ensure the developed code meets the requirements and is of a high quality. As the testing and development is run in parallel, the length of the defect resolution is decreased allowing for an on-time...�
	3.5 Deployment Phase�
	After the software update has been thoroughly tested within the ESN Testing environments, the deployment of software is rolled out to the user organisations. The deployment of software leverages AWS advanced tooling to ensure an efficient and successf...�
	3.6 Maintenance Phase�
	During the maintenance phase multiple tasks are conducted, this includes bug fixing, resolving customer issues, managing software changes and updates, and monitoring the overall solution for performance, security and user experience. Performing these ...�
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	Contents�
	Definitions & Abbreviations�
	Question�
	The Authority requires a robust approach to the design and delivery of training.�
	Please describe your proposed approach for the design and delivery of training. The response must include the following:�
	1) Details of the methodology the training package development and delivery will follow?�
	2) An explanation of how you will meet the needs of the i) end-user audience who work unsociable hours, ii) the Authority, iii) other training recipients, and the many different use-cases/user types?�
	3) Details of the training qualifications and experience held by your training designers/trainers?�
	4) Details of how you propose to engage with the Authority and the programme 3ES representatives to ensure the training material is developed in line with our requirements and is capable of delivering the right quality/method of training from the outset�
	5) Development and delivery of training materials and the process for collating and adapting to continuous user feedback�

	Negotiation Points on the Tracker:�
	1 Introduction�
	Leonardo’s approach to training is results based and focused on the individual, our customers require trainees to be able to apply their knowledge and generate value as soon as they return to their roles – a philosophy that will greatly benefit the us...�
	While most of the training we provide in the UK is aimed at defence organisations, e.g. design and delivery of highly complex training solutions to support Front Line Commands for Army, Royal Navy and overseas military customers, the MCX Dispatcher pr...�
	The MCX Dispatcher programme will deliver a capability to User Organisations (UOs) to manage the gradual transition from TETRA/Airwave to ESN. Control rooms that initially remain on TETRA / Airwave will be able to communicate with end users on ESN but...�
	Training design, development and delivery is therefore to be seen as a vital component for not just the MCX Dispatcher programme but also for the larger ESN Transition and resources working on this stream will be appropriately embedded to ensure a han...�

	2 Methodology for training package development and delivery�
	Design and Delivery of training follows an established and proven iterative six step process shown in the diagram below.�
	The Analysis phase is described in Detail in section 3.1. Working closely with the Authority, the US supplier and other key stakeholders, our standard Training Needs Analysis (TNA) process will be tailored to the requirements of the MCX Dispatcher pro...�
	2.1 Training in the Context of the Dispatcher Programme�
	Figure 2 provides a high-level overview of the training element of the Leonardo project proposal. The Training Needs Analysis (TNA) will be started as soon as the project kicks off and training is designed, developed and ready for delivery when the CR...�
	Leonardo will safeguard Continual Improvement and ongoing engagement through Training Management and the Training Working Group to ensure the content remains relevant and up to date and continues to deliver the desired business outcomes. This is espec...�
	The onboarding of UOs will be orchestrated by the Authority and managed by the US Supplier. As the ‘live service’ will be a critical enabler for the ESN US rollout, it is critical that training drops and activities as part of the onboarding of UOs are...�
	Even though the training for the CRI Assurance Service during Mobilisation and Initial Release is likely to cover all different types of training, delivery to UOs as part of the roll-out will present additional challenges. It is therefore prudent to h...�

	3 Meeting the Needs of End-User Audience�
	(Schedule 2, p. 44/45, CRI-TRAIN-5 & CRI-TRAIN-6; p. 63 Annex 3 – Training Summary)�
	The Dispatcher Service Training Workstream will need to serve multiple very diverse groups of users. From Emergency Services Control Rooms to Authority users to support personnel within the ESN Lot 2 US Supplier organisation, the needs and constraints...�
	Because Leonardo will not directly engage with UOs as part of the onboarding, there is an expectation that the Authority will engage with Leonardo through a Training Working Group to provide the input to the Training Needs Analysis. For UO users as we...�
	The analyses will help Leonardo build a clear picture of the different roles and organise them into job groups, understanding and the challenges and constraints for each of these groups, including working patterns.�
	The TNA outcomes will determine the Methods and Media to best suit the Target audience, validating and enhancing initial understanding of requirements. Table 1 gives an overview of the types of training expected pre-TNA.�
	We currently expect to implement self-paced Technology Enhance Learning (TEL) e-learning options to mitigate the 24/7 shift restrictions on knowledge transfer for UO and US Supplier Service Desk staff. The TNA will help us establish if that approach w...�
	The training needs for the US Supplier will not be dissimilar some of the lower level support roles in Leonardo.�
	3.1 Analysis (Training Needs Analysis)�
	(Schedule 2, P.44, CRI-TRAIN-5)�
	A Training Needs Analysis (TNA) is a structured analysis of a training need arising as a result of new equipment acquisition, doctrinal change, organisational change, or changes to policy/legislation. It is a highly flexible procedure with the choice ...�
	A lot of the requirements and Training Objectives are already understood pre-contract start and where it isn’t the information will be collected by the Authority and the US Supplier as part of the UO engagement. The Leonardo process shown in Figure 3 ...�
	In all cases, however, a TNA is an output based, iterative process that provides an audit trail for all decisions.�
	TNA consists of 2 stages:�
	For each stage, outputs will be reviewed and endorsed by the TWG and proposed for approval to the Authority as appropriate. The collaborative nature of the TWG is indicated by the colour scheme that contains Government Blue, Authority purple and Leona...�
	3.1.1 Stage 1�

	Scoping Exercise. The scoping exercise involves the initial analysis of the requirement and suggests options for meeting the requirement including a broad order estimate of the resource implications associated with each option.�
	A key input for the scoping exercise will be the Target Audience Description. For the UOs, this will be produced by the Authority and the US Supplier as part of the onboarding activities.�
	Another consideration is the level of training needed by the US Supplier, which is likely to be different in nature from end user training. For this and the CRI Assurance Service the target audiences will be established in brief, collaborative worksho...�
	The outputs of these activities will feed into the Scoping Exercise and articulated in the MCX Dispatcher Training Scoping Exercise Report.�
	The scoping exercise acquires as much relevant information as jointly deemed necessary about the training need and the customer requirement utilising evidence from multiple sources, namely the outputs from the workshops, inputs from the Authority and ...�
	The current expectation is that the MCX Dispatcher training will primarily consist of a Technology Enhanced Learning (TEL) solution allowing for self-paced learning, however the TNA will inform the final decision which will be taken in collaboration w...�
	Given the scope of the training requirement, it is expected that no formal Terms of Reference and no formal TNA plan need to be devised. Any required steps will be integrated into the wider Service Transition plan that will be established with the Aut...�
	3.1.2 Stage 2�

	Role Analysis (RA) – The duties, tasks, sub-tasks and task-elements performed by an individual constitute ‘the Role’. The RA is the process of examining a specific role in detail, in order to identify all the component duties and tasks, the conditions...�
	The roles in control rooms are very well understood and the impact of the Dispatcher service on the control room user community is considered minimal by the Authority. There is no expectation that the solution will significantly impact the end user co...�
	For the CRI Assurance Service and the Service Management integration, Leonardo will work the Authority and the US Supplier respectively on establishing as a minimum:�
	These roles may differ depending on the ESN User organisation or any other organisation covered in the scope of the TNA. Based on our experience in Mission Critical Communications we expect a typical control room will have Control Room Users that coor...�
	There will be Control Room Supervisors and administrative users that manage the User Organisation’s Joiners, Movers and Leavers (JML) processes.�
	The US Supplier’s Service Desk will need to understand how the technology is being used and be able to relate to end users that raise incidents, requests or other issues. They will need to do an initial triage of the incident and where possible resolv...�
	Authority users of the CRI Assurance service will be able to contact the Leonardo Service Desk directly and therefore need to be able to triage issues with the service to ensure they contact the correct team for resolution to name but a few possible s...�
	Training Gap Analysis (TGA) – The TGA would normally identify the additional training requirement of the affected Role holders by determining the training gap between the performance, as stated in the Role Performance Standard (PS) and/or Framework(s)...�
	For the MCX Dispatcher ‘live service’ this will have to be highly customised. The objective of the programme is not to enhance UO user performance but enable to them to maintain current performance during the ESN Transition. The output of the TGA will...�
	Training Needs Analysis Document – Normally the output from the TNA would be a Training Needs Report, collating all the information from the scoping exercise and analyses stages, adding an Implementation Plan and Training Needs Evaluation (TNE) strategy.�
	Based on the requirements for the Dispatcher MCX project and subject to agreement from the Authority as part of the tailoring of our TNA approach, we envisage that this will be a relatively brief Training Needs Analysis Document that describes as a mi...�

	4 Training Qualifications and Experience of our Trainers�
	Leonardo has a diverse range of training resources across our business with a variety of qualifications. Much of Leonardo’s training is delivered in the Defence Sector, but the trainer skills are equally transferrable to the requirements of 3ES users....�
	Industry Qualifications�
	Defence Qualifications�
	Our Yeovil Training Academy alone employs 30 instructors, 15 instructional designers, graphics and media specialists. The Academy is experienced in designing and developing instructor led training, online (virtual) courses and simulator sorties. Examp...�
	Which trainers will be used for the MCX Dispatcher will depend on the outcomes of the TNA and we have individuals managing TNAs, that hold a MSc in Education Innovation and Training and look back at well over 10 years of experience in the industry.�

	5 Engagement with the Authority and the Programme 3ES Representatives�
	(Schedule 2, p. 44/45, CRI-TRAIN-6)�
	Regular engagement with key stakeholders within the Authority and the 3 Emergency Services is a critical element of the Leonardo management approach for the Training Workstream and value co-creation.�
	For governance and training performance management purposes, Leonardo will work with the Authority on setting up a Training Working Group (TWG), which will conduct regular review meetings to help assess training success and provide a regular engagemen...�
	Initially this group will help facilitate the creation of the required analyses (Target Audience Analysis and the subsequent Training Needs Analysis) and the sign off of the resulting artefacts which should help solidify the requirements of all stakeh...�
	It is understood that this group is not the decision making forum but will facilitate decision making with the key decision makers in the Authority and Emergency Services.�
	The TWG will then be instrumental in providing leadership during the design and development effort, working with the design and development team in an agile manner. This will enable Leonardo to react quickly to changing priorities while at the same ti...�
	All courses will be extensively piloted with a representative target audience to identify issues and rectify those before delivery. The results will be reviewed and analysed in the TWG who will provide guidance for rectification. For any potential ins...�
	Once the initial training solution has been established, the TWG will continue to work collaboratively on optimising the value generation from the Training Workstream by monitoring the performance of training delivery, identifying key priorities for i...�
	The Terms of Reference for the TWG will include clear escalations paths and identify Key Performance Indicators for senior management reporting.�
	Once baselined, all key elements of the training are configuration controlled and subject to change management. This approach enables the assessment of service change impacts such as new releases on the training materials.�
	The group will also be the authority for any changes proposed to the training material, integrating into the wider Service Change process as indicated. It would review and prioritise improvement opportunities identified by the Validation and Continual...�
	The Terms of Reference for the TWG will be developed and agreed in close collaboration with the Authority and themselves become subject to configuration and change control. They will include any reporting requirements and escalations paths required fo...�
	Part of the Management of Training activities is the External Validation which will be conducted by Leonardo with the management of the respective target audiences in a structured dialogue. Information obtained will be shared with the TWG and feeds in...�
	Continual Improvement is the structured Leonardo approach to collate the feedback information, analyse the data and identify appropriate improvement opportunities. All aspects of the training are being considered, including management aspects based on...�
	While validation and analysis of data is continuous, improvement activities need to be continual as to assess the impact of proposed changes. Leonardo’s Continual Improvement Process follows the tried and trusted improvement Plan Do Study Act (PDSA) a...�
	Plan: Design improvement and predict results�
	Do: Carry out the improvements�
	Study: Collect and compare actual results with predicted results�
	Act: Root Cause analyse any gaps between expected and actual results�
	This feeds into the next iteration of the process until the desired results are achieved.�

	6 Training Design & Development�
	(Schedule 2, p. 44/45, CRI-TRAIN-6)�
	Training Design & Development is the process that derives achievable Training Objectives (TOs) from the outputs of the TNA, as agreed between the Authority and the training provider. It then establishes the approach to Training Assessment, Methods & M...�
	Once the training materials and resources have been signed off by the Authority they will be placed under configuration and change control.�
	Training Materials will be generated using the most appropriate technologies to provide a value for money solution for the Authority and UOs. Technology Enhanced Learning approaches ensure that training is interactive and job relevant by using real wo...�
	Training material and resources will be provided in a way that meets the needs of the audiences and is bespoke to the requirements of this programme; this could for example include providing a self-learning solution for an organisation’s Learning Mana...�
	6.1 Training Delivery�
	Catering for the specific end user training constraints of the UO CR Transition & Operation Service, Leonardo currently expects to deliver a self-paced learning solution. However, it is possible that the TNA exposes a need for instructor led training ...�
	Preparing training – Preparing training ensures that the Training Provider, and specifically the trainer, has completed preparation for the delivery of the lesson. This includes the use of the Lesson Plan and Assessment Specification (ASpec) to genera...�
	Lesson / Event planning – Lesson/event planning is an essential part of the training delivery process. A good lesson plan considers all the needs and expectations of the training audience, ensures risks have been considered and mitigation is in place ...�
	Piloting of training activity – To help identify any issues or problems early, a pilot course should be conducted. Piloting of a training activity is defined as, 'the first delivery of a newly designed training activity under ‘realistic’ conditions'. ...�
	Assessment of learning – Assessment is an essential aspect of any training which must be properly understood and applied. Assessment requires the trainer to determine whether learning has occurred which requires making a judgement on trainee Performan...�
	Training Administration – Management and administration of the training and access to the training significantly influence the end user experience. Where classroom training is indicated, practical aspects like joining instructions, class sizes etc. ne...�
	Customer outputs will then be reviewed after a defined period of time following the training as part of the External Validation.�
	6.2 Feedback (Training Validation)�
	Internal Validation (InVal) - InVal is a process used by Leonardo to determine the efficiency and effectiveness of training delivery. To achieve this, InVal measures:�
	Leonardo typically uses questionnaires to gather feedback following the completion of a training session.  The results of the surveys are collated into the InVal report, produced by Leonardo to articulate the feedback from trainees. Once the feedback...�
	The trainers themselves will also complete a questionnaire, detailing their experience with the course and highlighting any resource issues that may have occurred.�
	The exact method for feedback collection will be agreed in collaboration with the Authority, UOs and the US Supplier.�
	External Validation - The External Validation is assessing the business benefit the training has brought to the respective organisation (User Organisation/Authority/US supplier). This requires enough time to have passed for delegates to have applied t...�
	Because of the lag in the assessment, the External Validation is considered to be part of the ongoing management activities and not the actual post training Validation stage.�
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	Contents�
	Definitions & Abbreviations�
	Question�
	The Authority has recently completed a procurement of a replacement User Services provider (3GPP MCX Solution). Please provide details of how your proposed solution incorporates this and any other future change.�
	The response must include the following:�
	1) Details of what testing/implementations your solution has undertaken against MCX server solutions. This can include operational service or recorded/certified plug‐test type events.�
	2) Details of how you have accounted for any risk linked to a changing (3GPP standards compliant) MCX server solution in this procurement. Risks you have identified against this element should be clearly referenced in the RAID log provided in response...�
	3) The Authority has an open requirement to avoid vendor lock‐in and will re‐procure the User services and Mobile services contract throughout the life of the ESN. Please provide details of how your existing proposed solution architecture supports cha...�
	4) The ESN solution will follow and evolve with the emerging 3GPP MCX standards. Please describe what involvement you have in the 3GPP MCX standards development and testing and how will you assure your own 3GPP compliance and maintain a forward‐lookin...�

	1 Testing – MCX Server Solutions�
	Leonardo has been involved in professional communications for over 50 years and producing a Dispatcher product for over 20 years; Mission Critical Control Room (MCXD) is a highly field-proven Dispatcher solution for TETRA networks. In 2021 Leonardo st...�
	Leonardo is currently evolving the MCXD product to be available as a solution for pure Broadband networks. This will enable Leonardo to provide support to Transitions from TETRA Services as well as provide a cost effective MCX Dispatcher solution. The...�
	There are three elements to Leonardos MCX solution MCX Core Application Server, Mission Critical Control Room(MCXD) and MCX Client application. All elements are 3GPP compliant and follow the 3GPP standards roadmap.�
	The MCX product roadmap delivers all the functionality required to enable the end users to have confidence that the system is usable, flexible, dynamic and will be able to be updated modified during the life of ESN whilst maintaining high security. MC...�
	Leonardo has a strong track record of highly successful delivery of hyper-secure digital technology services in the most sensitive areas of UK government, Italian Government and other countries. Our experience in delivering helicopters, mission system...�
	Leonardo (Alea a company 100% owned by Leonardo) have been participating in the ETSI MCX Plugtests since 2015. The MCX product portfolio is utilised during our attendance and participation at the Plugtests.�
	Leonardo’s Mission Critical Services capability is based on 3GPP TS.23.280. standards of which we rigidly adhere to during our development process. Our solution is currently compliant to 3GPP standard release 17 (latest ETSI Plugtests).�
	Leonardo has attended every PlugTest since it’s inception and tested against other vendors applications.�
	The latest PlugTest being the 9th PlugTest held in Texas, USA 24th-28th February 2025.�
	In addition, Leonardo is also participating in the PlugTests associated with the ETSI Future Railway Mobile Communication System (FRMCS)�
	Leonardo works in collaboration with SOFTIL to enable them to have access to a compliant 3GPP Core MCX server and test their 3GPP compliance.�
	Leonardo works in collaboration with Command & Control suppliers to integrate their product offering with Leonardo’s MCX core server. A number of the command and control suppliers utilise the SOFTIL interface capability. As we have Non-Disclosure Agre...�
	Leonardo implements a twenty-four-month MCX technology roadmap based on current customer requirements, innovation and emerging standards as certified via the ongoing ETSI MCX Plugtests.�
	The roadmap is dependent on customer requirements and standard evolution. Figure 1 shows our current roadmap.�
	Leonardo MCX Solution follows the 3GPP standards implementation roadmap. It is currently based on MCX 3GPP Rel 17�
	Leonardo MCX release cycle is based on one major release per year split across three minor releases.�
	The MCXD is developed on Leonardo’s MCX Product and the MCxConnector application within the solution that interfaces to a MCX solution is developed from the Leonardo MCX Client/SDK.�
	Leonardo deployed a TETRA network in the city of Buenos Aires in 2009 to provide secure communications to the Police and to several metro lines.�
	Leonardo is the technological partner of Telecom Argentina, which acts as prime contractor and network provider for the end user, Gobierno De La Ciudad Autonoma De Buenos Aires (GCABA) – Policìa.�
	In 2021, Leonardo began deployment of a 3GPP standard MCX system over the public LTE network to provide broadband mission critical services to Police Forces and Emergency Agencies. Starting in 2019 with the pre-standard solution, by 2021 the system ha...�
	The deployment was managed in line with a product roadmap that enabled Leonardo and users to agree the features required for each stage of the delivery. As a result, the users had the appropriate functionality during the transition stage to maintain t...�
	Through use of the product roadmap (see Figure 3), Leonardo made detailed and transparent details available so that users were able to: provide operational input; monitor the progress of development to agreed timelines; and grow in confidence that the...�
	By maintaining the roadmap, Leonardo was able to work with the users to fully understand their business needs. As part of the MCX system delivery, a specific set of features beyond the 3GPP standard has been developed to meet the evolving operational ...�
	Leonardo is providing Telecom Argentina with a highly available MCX system compliant to 3GPP Rel.15, with MCPTT mission critical features, MCData and MCVideo configured for PCRF Rx integration to support 3GPP MCX QCIs (65 – MCPTT Voice, 69 – MCX signa...�
	This deployment is now on MCX2.5 and is compliant with 3GPP Rel17.�
	The programme was showcased by the customer Telecom Argentina at CCW2023 as part of the panel TETRA to broadband evolution via hybrid model and commercial network: approach, experiences and challenges of Buenos Aires Government and Telecom Argentina a...�

	2 Risks – Changing MCX Server Solution�
	The Discreet Listening and Location Services are currently not supported in 3GPP, this will require a proprietary solution provided by User Services supplier that will require re-work once the 3GPP standards support the features and have been implemen...�
	The Authority requirement to pause Ambient listening whilst the target user is involved in a call is not supported by 3GPP standards and the risk is that a proprietary solution will have to be implemented by the User Services supplier and re-worked if...�

	3 Solution Architecture & Changing MCX Server Solutions.�
	Leonardo’s approach to MCX and professional comms to have a solution approach that enables agnostic vendor capabilities at each level of the business process architecture, Command and Control, MCX core Server, Client application and device.�
	The MCX Dispatcher product has a 3GPP standards compliant interface which enables any MCX Core server that is also 3GPP compliant to be able to provide interoperability and provide 3GPP standards capability.�
	The MCX Dispatcher is developed to the 3GPP standards and the interface is tested in the ETSI MCX PlugTests.�
	To provide reliable communications, mission critical devices and networks must be interoperable. The Global Certification Forum (GCF) and The Critical Communications Association (TCCA) have been working together over the past few years to deliver a ce...�
	Leonardo is putting their MCX Solution through GCF certification with Keysight this will certify the MCX Server to MCX Client interface. This is planned for 2026.�
	The current scope of the certification focuses on Mission Critical Push-to-Talk (MCPTT), Mission Critical Video (MCVideo) and Mission Critical Data (MCData). In each case, the scope covers the relevant 3GPP Rel 14 and Rel 15 standards.�
	Certification of MCX products includes both conformance and field trials testing. Conformance testing ensures that the appropriate 3GPP standards are being complied with, and is mandatory for certification. Field trials testing will be used to ensure ...�
	This approach provides the Authority with confidence that Leonardo support a non-vendor lock-in approach.�

	4 3GPP MCX Standards Development & Testing�
	Leonardo’s UK MCX Solution Architect- Robert Merrick and Leonardo SpA MCX Product Owner Federico Frosali will be participating in the 3GPP standard definition working group. This demonstrates Leonardo’s continued commitment to participate in communica...�
	Francesco Pasquali - Strategist and Competitive Analyst at Leonardo Cyber & Security Solutions also sits on the board of The Critical Communications Association (TCCA).�
	Leonardo’s design and development framework process is well documented and aligned with the design, development, testing and implementation of mission critical systems in the Aerospace and Defence market sectors. These market sectors understandably de...�
	Software development follows Leonardo’s Design and Development Framework. It is a combination of classic waterfall solution engineering process combined with Agile development of features in between the releases to ensure adaptability of features impl...�
	Each release must pass one or more phases of verification and validation and code reviews, before being released and made available for installation in the field. Every release has a security check with antivirus and Vulnerability Assessments.�
	Leonardo invests in test facilities for its various product lines. For our Professional Communications product portfolio which includes our MCX capability we have large and complex test facilities in Florence. The authority would be welcome to visit t...�
	Alea(a 100% Leonardo company) will continue to attend all 3GPP Plugtests. Leonardo implements a twenty-four-month MCX technology roadmap based on current customer requirements, innovation and emerging standards as certified via the ongoing ETSI MCX Pl...�
	Leonardo has already demonstrated to the MCX market that we fully support non vendor lock in at either the Command & control level, MCX core level and User Device Level.�
	Leonardo develop their MCX Solution and MCXD product to the current release of the 3GPP standards and actively participate in Plugtests.�
	Leonardo are members of ETSI and planning next year to attend 3GPP to both support and submit changes to the MCX standards to develop features that are currently not supported.�
	In addition to verifying the product complying to 3GPP standards, Leonardo’s product development also includes Cyber Secure by Design throughout the design phase and then Cyber verification during the testing phase to ensure our customers are being pr...�
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	Definitions & Abbreviations�
	Question�
	With reference to Schedule 2 CRI‐TRAIN‐8 ‐ Product Support Plan (PSP). Please provide a Product Description to include section headings and summary description of the proposed content within each section. The PSP Product Description must reference the...�
	1) The approach to developing a Roadmap for product to demonstrate inclusion of C1/C2 features into production solution and future roadmap for next 3‐5 years.�
	2) The approach to a software branching strategy detailing inclusion/exclusion of ESN capabilities within wider product strategy.�
	3) The approach to developing a proposal for maintaining currency of the product in‐life�
	4) The approach to developing a proposal User/customer Engagement including user groups, catalogue and purchasing options, service management. The Authority is looking to understand the approach to draft the PSP and is not seeking a PSP at this stage.�

	Negotiation Points on the Tracker�
	1 Product Support Plan�
	As required by the Authorities Schedule 2 CRI-TRAIN-8, Leonardo has produced a draft Product Support Plan (PSP). This PSP will be maintained throughout the duration of the contract and will enable the discussion and review of the overall Management, P...�
	1.1 Roadmap approach�
	This section of the PSP describes the Roadmap for the MCX Dispatcher product and how it relates to the current and future needs of the ESN programme. This Roadmap and Plan will be extended to show how the Leonardo MCX Dispatcher Product can be procure...�
	Leonardo’s Product Roadmap for MCX Dispatcher product is based on three-year planning cycles with 2 major releases per year. Patches, security and bug fixes, are managed during the year and are delivered quarterly or for major security issue as soon a...�
	The following 2025-2027 Product Roadmap has been defined around ESN and other customer’s requirements. Functionalities are developed in a way to allow customising for each customer in order to avoid branching the software.�
	The three-year roadmap constitutes the initial plan and is reviewed once a year, in March, to allow budget planning and so that it can be adapted to the needs and priorities of our MCX Dispatcher Customers; The ESN features will drive the prioritisati...�
	The current Product Roadmap already includes the assessment of the ESN Programme and is compliant. As part of the development of the MCX Dispatcher, Leonardo will engage with the 3ES organisations and other user groups to understand their requirements...�
	The Roadmap has been aligned to the requirements for the C1/C2 requirements with dates (illustrated above in the white rectangles) based on contract award envisaged dates. The Roadmap will be refined through collaboration with the Authority throughout...�
	1.2 Approach to Software Branching Strategy�
	Leonardo’s policy on software branching is to maintain a single code base, therefore, any specific features or changes required by a Customer will be merged into the main code based and controlled by configuration of the product. The reason for this a...�
	1.3 Approach to Maintaining Currency of the product in-life�
	The Leonardo MCX Dispatcher is a part of a series of MCX products including our MCX Solution that Leonardo produces where maintenance against the 3GPP standards is our number one priority for the product features. The additional features and changes t...�
	The MCX Dispatcher Software is developed and supported within an ISO27001 compliant ecosystem to meet 3GPP standards, using a Secure Software Development Lifecycle based on industry best practice. MCX Dispatcher is hosted on a high availability, resil...�
	Leonardo always keeps investing in product evolution and modernisation, product maintenance is also a key focus and takes place on two complementary lines:�
	1.4 Approach to User/Customer Engagement�
	User Groups & Customer Engagement: Leonardo would welcome the opportunity to set up and manage a User Group forum which would be open to any organisation that would look to utilise the MCXD capability. The suggestion would be that the User Group be co...�
	Leonardo would suggest holding several MCXD roadshows during the On-boarding phase of the project to raise awareness and provide a forum for organisations to raise questions regarding MCX.�
	Leonardo is a Gold corporate sponsor of British Association of Public Safety Communications Officials (British APCO). Leonardo exhibits at the British APCO shows and attends British APCO workshops to enable us to engage with end users and User Organis...�
	Catalogue & Purchasing Options: Leonardo would propose to publish a MCD pricing and service catalogue onto Crown Commercial Services frameworks such as G-Cloud 14 to enable User Organisations an easy route to purchase the MCXD as a Service (Software l...�
	Alternatively, User Organisations always have the option of contacting Leonardo directly to request a formal proposal if required. The proposal would utilise the same pricing model for software licensing as published in the proposed pricing catalogue.�
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	Leonardo ITN Project Delivery Q16�
	Contents�
	Definitions & Abbreviations�
	Question�
	The Authority is looking for confidence that the Bidder has the relevant capabilities and required capacity available to meet the timescales of the project/ requirement.�
	Please describe your approach to mobilising your resources for this engagement, ensuring that you have the appropriate skills available to the programme at the appropriate time. The response must include the following:�
	1. Outline of key roles - demonstrating depth of resource in the event of staff absence/leave/exit�
	2. Organisation Breakdown Structure relevant to this project with key roles and relationships identified�
	3. Mobilisation Timeline and high level plan from Contract Effective Date to full team deployment (including key activities / milestones identified)�
	4. Identify Bidders own resources versus external outsourced capability (including partner arrangements) on a per workpackage or functional area split�
	5. Dependency management approach during the project life-cycle�

	1 Introduction�
	Leonardo is ready to standup resources from our extensive matrix of capabilities to meet project timescales and requirements of the Authority. Mobilising resources effectively requires careful planning, flexibility, and constant monitoring. We have an...�
	After bid submission, key resources will continue working on designs and plans; advancing programme strategies while onboarding personnel ensuring the team is ready to go at project start. We will continuously monitor resource utilisation and performa...�

	2 Key Roles�
	2.1 Depth of Resource:�
	For the duration of the project, it is anticipated that some of the key personnel may move to other roles, leave the company or retire. It is therefore important that we sustain the expertise allocated to the project and plan for these events.�
	Leonardo manages its personnel in Practices e.g. Operations, Support and Programme Management. The head of each Practice manages the training and skill development of their teams to sustain and develop their capabilities ensuring depth of resourcing.�
	This process is linked to our personnel development programme and designed to ensure there is a pool of personnel available to satisfy the MCXD programme. Individual development plans as well as structured Apprenticeship and Graduate schemes utilise v...�
	Leonardo currently has 333 Programme and Project Managers, a significant percentage of whom have experience in managing major programmes. We also have a pool of over 3,000 Engineers from a variety of disciplines. All use common processes and have acce...�

	3 Organisation Breakdown Structure & Identification of External vs Internal Resources�
	Key Role�
	Leonardo’s own resource�
	External outsourced capability�

	4 Mobilisation Timeline & High-Level Plan�
	Leonardo has a history of mobilising support and development teams that ensure an effective handover without impacting ongoing service. Leonardo will operate collaboratively with its communities of specialists within the Work package levels that will ...�

	5 Dependency Management Approach�
	Dependency management is a critical process that ensures all interrelated tasks, activities, or components of the MCX Dispatcher (MCXD) Programme are aligned and executed in the right sequence. Effective dependency management ensures that projects flo...�
	Leonardo will utilise a Daily Scrum ceremony methodology for day-to-day project activity. The methodology calls for the identification (and subsequent management of) dependencies during the planning stage.�
	The dependency management process typically involves several steps: identifying dependencies, classifying them, planning for them, monitoring them throughout the project lifecycle, and mitigating potential risks.�
	5.1  Identifying Dependencies�
	The first step in dependency management is identifying dependencies between different tasks, resources, or deliverables in a project. Dependencies are relationships where one task or activity relies on the completion of another task before it can star...�
	5.2  Classifying Dependencies�
	After identifying dependencies, the next step is to classify them based on their nature and priority. Dependencies can be categorised into several types:�
	Internal vs. External Dependencies:�
	Mandatory vs. Discretionary Dependencies:�
	Resource-Based Dependencies: These occur when multiple tasks rely on the availability of the same resources, such as skilled personnel or equipment.�
	5.3 Planning for Dependencies�
	Once dependencies are identified and classified, we will plan how to manage them effectively. This involves scheduling tasks in a logical order and ensuring that dependencies are properly accounted for in the project plan. Key elements of planning for...�
	Task Sequencing: Ensuring tasks are scheduled in the correct sequence, based on identified dependencies.�
	Buffer Time: Introducing buffer time or contingency in the schedule to account for potential delays caused by dependencies, especially those that are external or uncertain.�
	Resource Allocation: Ensuring that resources are allocated effectively to handle tasks with dependencies. Resource constraints can create bottlenecks if dependencies are not adequately managed.�
	Contingency Planning: Developing contingency plans for critical dependencies, especially those that are external or high-risk. This could involve having backup suppliers, alternate processes, or parallel activities to mitigate the impact of delays.�
	5.4 Monitoring and Tracking Dependencies�
	Throughout the project lifecycle, it is essential to continuously monitor and track dependencies. This ensures that tasks are completed on schedule and that any delays are quickly identified and addressed.�
	Monitoring dependencies involves:�
	Regular Status Updates: Regularly updating the project schedule to reflect the progress of tasks and dependencies.�
	Communication: Clear and frequent communication between teams is crucial for tracking dependencies. Team members must be aware of their dependent tasks and potential impacts on other teams or workstreams. Strong communication helps ensure that any iss...�
	Milestone Tracking: Monitoring key milestones in the project schedule that are linked to dependencies.�
	Risk Assessment: Continuously assessing the risks associated with dependencies, especially external and resource-based ones, and updating the risk management plan as needed. New dependencies may emerge over the course of the project, and ongoing risk ...�
	5.5 Mitigating and Resolving Dependency Risks�
	Despite the best planning efforts, issues related to dependencies can still arise during the project. Delays, resource shortages, or external factors can disrupt dependent tasks, threatening the project timeline or quality. Therefore, effective depend...�
	Dependency Prioritisation: When there are multiple dependencies in the project, focus on resolving the critical ones that have the most significant impact on the project timeline. Critical Path Method (CPM) analysis helps identify which dependencies a...�
	Alternative Solutions: When a dependency is at risk, explore alternative solutions. For example, if an external supplier cannot meet their deadline, consider alternate suppliers, or re-sequence tasks to allow work to continue on other fronts while wai...�
	Parallel Processing: In some cases, tasks that were initially thought to be dependent may be worked on in parallel, if adjustments are made to how the tasks are executed. For example, partial completion of one task may allow for the start of another d...�
	Negotiation with External Parties: For external dependencies, such as waiting on third-party vendors or government approvals, project managers should actively negotiate to expedite processes or push for alternative solutions to avoid delays.�
	Escalation and Decision Making: If a critical dependency is not being resolved at the project level, it may need to be escalated to senior management or key stakeholders for intervention. Timely decision-making is essential to resolving issues that co...�
	5.6  Tools and Techniques for Dependency Management�
	We will use several tools and techniques to effectively manage dependencies:�
	Gantt Charts: Gantt charts visually represent the project timeline and show how tasks are dependent on one another. This helps project managers identify the sequence of tasks and monitor dependencies.�
	Critical Path Method (CPM): CPM helps project managers identify the sequence of critical tasks that determine the project’s overall duration. Dependencies on the critical path are crucial because any delay in these tasks will delay the entire project.�
	Program Evaluation and Review Technique (PERT): PERT is a statistical tool used to estimate the duration of tasks when uncertainty exists. It helps project managers plan for dependencies with varying levels of risk and estimate their impact on the ove...�
	Dependency Matrices: Dependency matrices visually map the relationships between different tasks, making it easier to understand complex dependencies and identify bottlenecks.�
	Kanban Boards: Kanban boards in the project JIRA, will be customised to reflect task dependencies, helping teams visualise and manage workflows and interdependencies in real time.�
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	Contents�
	Definitions & Abbreviations�
	Question�
	Please provide a description of your proposed approach to the design, build, test & integration of the solution, and deployment/delivery of the service, to demonstrate how you will deliver within the required/proposed timescales as defined in the docu...�
	The response must include the following;�
	1. Overall approach for the Development and Delivery of the service to end users (Authority and end user organisations)�
	2. Project Management Approach/methodology�
	3. Work Package level project plan in MSP and pdf format (MSP will not be included in the page count)�
	4. Outline of the resource profile based on the work package level project plan�

	Negotiation Points on the Tracker:�
	1 Introduction�
	Leonardo has proven credibility in delivering secure capabilities meeting time, budget and customer outcome requirements. Our approach is built on industry-leading methodologies such as Agile and CI/CD (Continuous Integration and Continuous Deployment...�
	Our flexible resourcing model enables us to efficiently scale teams and adjust skillsets to meet evolving project requirements, including the ability to onboard security-cleared personnel when necessary.�
	Leonardo has used this approach successfully on many other programmes, recently we stood up a set of Agile DevSecOps teams to deliver, integrate and operate a private Defensive Cyber Capability Cloud operating at TOP SECRET STRAP 2. This included usin...�
	Below, we outline our approach to software development, how we ensure flexibility in resource allocation, and how we maintain the appropriate skillsets to meet both ongoing development and support requirements.�

	2 Overall Development & Delivery Approach�
	Overall Development�
	Delivery Approach�
	A hybrid delivery model has been assessed as the most beneficial approach for Authority, depending on the specific project level. The PRINCE2 project delivery methodology will govern the overall programme, while technical deliveries will follow an Agi...�
	This hybrid approach balances structured governance with the flexibility needed to mitigate risk. A central tenant of Agile is the concept of Release Trains and Solution Trains. The Agile Release Train (ART) is a long-term, cross-functional team of Ag...�
	Leonardo's extensive experience with Release Trains has proven effective in managing risks, prioritising tasks, and optimising capacity. These factors are crucial for achieving programme objectives and are fully supported by Leonardo’s engineering pra...�
	The MCX product release capabilities will follow an iterative development process, with code being developed and released in 2-4 week sprints into appropriate environments. This iterative approach is supported by integrated product management and incr...�

	3 Acceptance into Service/transition phase�
	Service Transition is not a one-off activity. In line with Best Practice guidance, every release involves a Service Transition phase, making it a continuous part of the Service Management Framework. Releases are collections of authorised changes to s...�
	For the purpose of this document, special attention will be given to the first Service Transition of the UO CR Transition & Operational Service (‘live service’) as it is of particular importance as there will be no further functionality updates to tha...�
	The Dispatcher MCX solution must be understood in the context of the wider ESN User Services rollout, as it is this capability which enables the gradual migration of organisations from TETRA/Airwave to ESN. The complexity is that it is the organisatio...�
	The Service Transition components for the MCX Dispatcher and in particular the artifacts required for Service Acceptance must therefore be integrated into the wider roll-out or onboarding plan, that in turn must align to the ESN roll-out plan. The coo...�
	A successful transition is not just a technical implementation task. It requires a holistic approach. Every Service Transition has two components to it. Acceptance of the service by the authority and the acceptance of the service into BAU by the suppo...�
	Before the support organisation, provided by Leonardo’s shared services function, can accept the solution from the project team and take ownership of its performance in production, it needs to assure that the solution is fit for purpose and fit for use.�
	The Leonardo Service Management Operations Centre (SMOC) provides Service Management and governance capability. Therefore, the SMOC will assure the service has produced by verifying that:�
	This list is high level, all required artifacts will become controlled assets and are part of configuration and change control.�
	The first Service Transition will be of particular importance because the scope of the release will be significant, as all aspects of the Service will need to be considered. Subsequent releases will only cover subsets of the overall solution and only ...�

	4 High level Project Delivery plan�
	The High-level project delivery plan - Figure 1 shows the key activities and the dates of the Milestones.�

	5 Project Management Approach/Methodology�
	Project Management Methods and Processes�
	The Project Methodology outlined in this document provides the Authority with assurances that the MCX Dispatcher solution will be delivered on time in a controlled manner, with transparent reporting and effective risk management throughout the term of...�
	Leonardo operates rigorous project and engineering management processes. These processes and procedures capture and build on our experience gained from successfully executing past contracts, delivering and implementing industry best practice including...�
	Leonardo will deliver cross-functional Agile Teams of SQEP, to deliver a prioritised backlog. Our approach draws on SAFe and Scrum, recognising that ‘what works’ is more important than theory. As well as supporting a rapid project start-up, it promote...�
	The programme will be managed by a central Project Management Office (PMO) made up of the following discrete roles:�
	The combined PMO will ensure collaborative and consistent working methods across the programme.�
	Life Cycle Management and Project Control Tailoring�
	The project will be managed using Lifecycle Management (LCM), which executes the project lifecycle as a series of well-defined phases with clear review gates and best practice processes and reviews to ensure that risk is minimised and quality maintain...�
	Lifecycle Management Reviews�

	LCM provides a structured governance approach to managing Projects across all phases of project and product lifecycles. Phase reviews are set at critical points through the lifecycle as emphasis changes and the project moves from one phase to another ...�
	At Contract Award, Leonardo will align the delivery schedule to the Leonardo LCM model.  This will ensure that each Milestone and supporting elements, is fully reviewed prior to moving to the next phase of activity.  By the time Milestones have been r...�
	The utilisation of an Agile methodology for delivery supports over-arching LCM as the cyclical approach inherently includes checks and reviews within every iterative cycle within the various ceremonies.�
	Release Management�
	Release management oversees all the stages involved in a software release from development and testing to deployment. Release management is required anytime a new product or even changes to an existing product are requested. Release management will al...�
	Plan Release�
	The planning stage is where the entire release is structured from start to finish and enables software developers to analyse and understand the requirement. During this stage, the team will create a workflow that can be referenced by the team and key ...�
	Once the plan is created it will be presented to all relevant stakeholders for review and feedback before execution.�
	Design and Build�
	Following the finalisation of the release plan, the release will enter the design phase based on the requirements outlined in the release plan. The design forms a detailed blueprint for the deliverable and considers functional requirements, non-functi...�
	The Design phase will undergo scrutiny within the LCM model (Project Activation and Solution Development) which will include one or more of the following reviews: Solution Requirement, Solution Design, Critical Design Review and Test Readiness Review.�
	Once the design has been approved then the solution will be developed.�
	Build Release�
	Once the deliverable is complete a Deliverability Readiness Review will be held to ensure that all requirements/functions are as previously agreed.  The Build (following testing) will be rolled out to the customer alongside a set of release documents ...�
	Testing�
	Leonardo’s approach to the testing and verification process will be produced in line with Schedule 14, describing the testing strategy, procedures and plan assuring the quality of the solution. The Test Strategy will form the basis of the MCX Dispatch...�
	The test process follows from the initial design to the transitional period of the solution. This approach ensures that the solution has been adequately tested and designed to give confidence to the stakeholders that the testing has met the requiremen...�
	Prepare Release�
	This step applies the finishing touches on the product, taking into account everything that was learned in the Test Strategy. Release preparation also includes a final quality review by the QA team.�
	During the review, the QA team will conduct final checks to ensure the build meets the minimum acceptable standards and business requirements outlined in the release plan. Once the review is completed, the functional team will validate the findings an...�
	Integration - Deploy Release�
	Prior to the formal release, the user community will be notified of the changes and how to operate the new features. This may coincide with user training and the release of updated user manuals dependent upon the complexity of the software change. The...�
	Change Management Process�
	Management of change will be critical to the success of the programme. From our experience leading similar integrations for mission critical systems Change will be an inevitable part of running the programme from the offset and even if there is a veto...�
	Robust Change Management ensures that business risk is reduced as much as possible whilst ensuring that changes are carried out and implemented in a controlled way. This is done by creating a risk profile for each change that considers likely success ...�
	Change authorisation is given by a Change Authority appropriate to the level of risk as agreed with the Authority. For example, the level of business risk involved in implementing a release on a test environment is considerably less than moving it to ...�
	Within the delivery teams, change is managed via the Scrum ceremonies. Daily stand-ups, Sprint Reviews and Retrospectives will provide opportunity for the delivery team to discuss change which, if approved, will be fed back into the Sprint Back Log (b...�
	Project Changes�
	Change can be captured, assessed and analysed before being presented for review. We believe the approach described below will be useful in embedding Change within the programme:�
	i. Reject the change but proceed with the work as it is deemed to be in scope�
	ii. Reject the change as the work is out of scope but the decision is taken not to do it�
	iii. Approve the change and progress either as a commercial change or an Operational Change.�
	Service & Configuration Changes�
	During Service the CAB process already captures what needs to be done and our ITSM tool will enable that to be carried out as a seamless process. We also plan to see how early we can deploy the ITSM tool to support Change management during Transition....�
	Commercial Changes�
	Commercial change activity will be handled by the commercial team but may need to be called on to support project Changes if milestones are impacted or there are costs that need to be reconciled. Each will be handled by its respective function in line...�
	Risk Management�
	The general approach to risk management will be to ensure that there are regular reviews and that any potential risks are properly assessed by the IPT. However, there will be a priority focus on what mitigating actions can be taken to reduce the likel...�
	Within the delivery teams, risks to Sprint delivery will be managed within the Sprint cycle. Leonardo will manage a RAID Log at the increment level with a register developed for the life of the increment, with the identification and mitigation process...�
	Assessment and Management of Risk�
	Risks will be assessed using a conventional scoring system that assesses the likelihood and impact of a risk occurring and offers the risk owner a cost-benefit analysis of whether mitigating that risk would be worthwhile. It is important that we proac...�
	We will set up a risk mailbox where people are able to submit risks on a standard template that will be assessed by the IPT on a monthly basis. As part of this submission we have undertaken a series of risk reviews across all the functions and identif...�
	Communication and reporting approach�
	Following contract award, Leonardo will engage with the Authority and User Communities to support appropriate working groups and boards which will enable us to form initial relationships with workstream leads and User Community representatives. This w...�
	Leonardo will work with the Authority to implement a standardised approach to internal programme communications and reporting, using a combination of existing processes and structures, aligned with good practice. The cadence of meetings will accommoda...�
	The baseline activity will be an internal weekly reporting review, providing regular updates on the various workstreams’ status (Level 3 governance), progress on key initiatives, and any issues that need to be addressed. Communication flow would then ...�
	Leonardo intends using exception reporting to flag when progress against plan falls outside pre-defined acceptable ranges. Automation will be used to continuously monitor data, allowing us to quickly investigate the root causes of problems and take co...�
	Whether a team is part of Leonardo’s organisation or one of its partners, we will invite stakeholders to review sessions at an agreed cadence to obtain feedback, as well as implementing governance to track cross-team dependencies. Communication and Re...�
	Project Management Software & Gantt Views�
	Leonardo’s various delivery teams will use established tools such as Microsoft Project, and Jira to support task scheduling, resource allocation and progress tracking. Leonardo will remain open to adopting future versions or alternative solutions as t...�
	Communication tools and Collaboration�
	Leonardo’s platform of choice is Microsoft Teams to facilitate real-time communication, collaboration, and updates among team members. Tools such as SharePoint, Confluence, or Jira will support collaboration by allowing teams to create, edit, and shar...�
	Document Management�
	Leonardo will use established industry-standard tools, such as Microsoft Office 365 and SharePoint, whilst remaining open to adopting better versions or alternatives in future.�

	6 Work Package Level Project Plan�
	The Work Package level project plan is broken down to the following high level Work Packages as Shown in Table 2.�
	These Work Packages are incorporated within the key Milestones and key activities of the plan. The MSP is broken down into two streams, but the outcomes are the same-�

	7 Outline Resource Profile based on the work package level project plan�
	The MCX Dispatcher programme will be delivered from a pool of highly skilled staff and contractors who are responsible for delivering the project and system and providing ongoing support and development as required. All Leonardo personnel are Suitably...�
	The resource profile based on the Work package level in Figure 3; indicates the constant need of PMO along with Support Service, Security and Training functions throughout the programme. Development & Integration, Test & Acceptance ramp up at the begi...�
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	Contents�
	Definitions & Abbreviations�
	Question�
	Describe how Identity and Access management will be deployed for the solution taking into consideration the 2 terms of user (MCX Dispatcher user and ESN User) and any remote solutions.�
	The response must include the following;�
	1) A description of what remote access would be required and how this would be secured�
	2) A description of how you operate an access control regime with regard to uniquely identifying users and ensuring access is authenticated before accessing sites.�
	3) A description of how you will apply the "principle of least privilege" and "Need to Know"�
	4) A description of how you would manage privileged access roles.�
	5) A description of how you would implement continuous authentication and user organisation anonymity�

	Negotiation Points on the Tracker:�
	1 Remote Access & Security�
	1.1 Remote Access Management�
	Dispatcher User: Leonardo has developed the MCX Dispatcher application to identify and authenticate the users accessing the MCX dispatcher solution through a MCX user ID and password for log in and authentication provided through the AWS WorkSpaces Se...�
	Users can access the Windows WorkSpaces Secure Browser from any location using a web browser. This is ideal for users who access the MCX Dispatcher from a remote location or locked-down device, because installing and maintaining a client application c...�
	WorkSpaces supports the WebAuthn (Web Authentication) standard for in-session authentication. Users can authenticate into WebAuthn-supported web applications through WebAuthn redirection when using Chrome or Edge on their Windows WSP WorkSpaces. This ...�
	Web Authentication (WebAuthn) is a W3C standard that provides strong authentication based upon public key cryptography. Unlike traditional code generator tokens or apps using TOTP protocol, it does not require sharing a secret between the server and t...�
	Each MCX Dispatcher User has their own MCX_ID that is configured within the US Supplier’s MCX Solution and provides a one-2-one mapping to the Dispatcher Interface. Therefore, each MCX Dispatcher will have their own login credentials set in the US Sup...�
	When the Dispatcher User initiates the Leonardo Dispatcher User interface, Figure 1 – MCX Dispatcher Log-in Screen, and they enter their MCX_ID User ID and password. First the MCXD Server will authenticate the Dispatcher Use against the US MCX Solutio...�
	The MCXD MCXConnector will then download the Dispatcher User’s UE Configuration from the US MCX Configuration Manager Server (CMS) followed by the User’s Profile Configuration from the CMS and finally the Group(s) configuration from the US MCX Group M...�
	The MCXD server will then check if the Dispatcher User was previously affiliated to Groups and if so, re-affiliate to them before entering the main loop of waiting for User input or incoming events from US service MCX solution. On completion of the lo...�
	When the Dispatcher User logs off the MCXD server will de-affiliate the Dispatcher User from any affiliated Groups and erase the User’s configuration and Encryption Key material before presenting the log on screen as shown in Figure 1. Any call record...�
	Infrastructure Access; To Access the AWS Cloud platform Leonardo will utilise a secure Development VPN Connection for enabling the Platform developers to access the platform application and services.�
	The Development VPN security features are shown below:�
	1.2 Identity Access Management�
	Leonardo has provided access management through the Identity Management service on the AWS platform providing comprehensive solutions for managing user identities, enhancing security, and streamlining access to AWS resources and applications. It encom...�

	2 Access Control Regime�
	After VPN and device authentication Leonardo applies a secondary level of access control within the AWS infrastructure using AWS IAM, this applies control rules based on the following�
	Principles – Control the user making the request and what is allowed to do within the permissions.�
	IAM Identities – Control which IAM Identities (Groups, Users and Roles) can be accessed and how.�
	IAM Policies – Control who can create, edit and delete managed policies and who can de/attach policies.�
	AWS Resources – Control who has access to the resource on an identity or resource-based policy.�
	AWS Accounts – Control whether a request is allowed for members of the specific account.�
	When accessing the AWS infrastructure the AWS IAM performs an authentication through the users sign-in details. This ensures that the sign in details match the principles set within the AWS Policies to ensure access is allowed and will authenticate th...�

	3 Principle Of Least Privilege�
	Active Directory offers a range of tools and mechanisms that facilitate the implementation of the "least privilege" and "need to know" principles. Leonardo will apply a least privilege rule with the AWS Identity and Access management, through a compre...�
	Apply Least-Privilege Permissions�
	Leonardo has set the permissions with AWS IAM Policies granting only specific permissions required to perform specific tasks, the task permissions are reviewed and permission are granted on a use case scenario. The AWS IAM checks each policy that appl...�
	The AWS evaluation logic follows the following rules,�
	AWS Managed Policies for Job Functions�
	Leonardo have leveraged the AWS Managed policies created by AWS for tasks required within the AWS infrastructure for common use cases, this ensures that the user has a limited set of permissions for the common job function required and is unable to ch...�
	Regular review of unused users, roles and permissions�
	Leonardo conducts monthly reviews of all users, roles and permissions to ensure that the goal of achieving least privilege is regularly reviewed and applied. Utilising the AWS IAM Application allows Leonardo to manage last accessed information to help...�
	Use of IAM Access Analyzer�
	Leonardo leverages the benefits of its AWS architecture tooling and uses tools such as the IAM Access Analyzer to help preview and analyse the policies set within the solution against over a 100 policy checks within the AWS IAM Best Practices to help ...�

	4 Managing Privileged Access Roles�
	Leonardo manages the privileged access roles in two separate systems to ensure that the highest level of accuracy and monitoring of roles is consistent with best practice. The privileged access roles operate on the active directory for the Dev VPN acc...�
	The AD integration feature facilitates the synchronisation of user identities between on-premises Active Directory services and AWS. This integration enables organisations to leverage existing AD infrastructure for managing user accounts, reducing the...�
	The AWS infrastructure additionally manages the roles and identities of its roles within the AWS identity and access management tool. The IAM identity that is created in the AWS system has specific permissions. An IAM role is like an IAM user, in that...�
	Please see Figure 2 – AWS Identity and Access Management Console�
	The IAM console includes policy summary tables that describe the access level, resources, and conditions that are allowed or denied for each service in a policy. Policies are summarised in three tables: the policy summary, the service summary, and the...�

	5 Continuous Authentication & User Organisation Anonymity�
	Continuous Authentication�
	Leonardo understands that the need for continuous authentication to provide a tolerable risk level for the access control methods to ensure that the user is accessing the correct system with full authentication from the administration. To perform this...�
	Multi-Factor Authentication (MFA) – through the use of AWS MFA Leonardo apply additional authentication for root and IAM users, which can be enabled through the Passkey, Authenticator and TOTP Tokens depending on the required type. Leonardo rotates th...�
	WorkSpaces Secure Browser - When a user visits a WorkSpaces Secure Browser portal, they can sign in to launch a streaming session. Every sessions begins on the start page, unless they sign in less than 5 minutes ago (Ability to change the timer to a s...�
	IAM Access Analyser – the IAM analyser continuously monitors and performs policy and procedure checks against over 100 policy checks to ensure compliance and ratings against the authenticity and access of users across the solution. A report is then ge...�
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	Definitions & Abbreviations�
	Question�
	Explain how you would design and implement secure data in transit/at rest to ensure that there are sufficient levels of data and traffic protection from End to End.�
	The response must include the following;�
	1) Details of how NCSC data in transit guidance will be applied to your solution�
	2) Details of how all data relevant to your solution will be encrypted when stored and in transit.�
	3) An explanation of how you will use cryptographic algorithms that are aligned with NCSC and NIST standards and guidance.�
	4) Details and responsibilities for each demarcation zone throughout the entire end to end solution (End User Workstation to ESN data-centre).�

	Negotiation Points on the Tracker:�
	1 NCSC Data in Transit Guidance�
	Leonardo follows the AWS operational best practices for NCSC Cloud Security principles, where the AWS conformance packs provide a compliance framework to enable security and operational optimisation governance through custom ruling. The Solution will ...�
	User data transiting networks should be adequately protected against tampering and eavesdropping.�
	 Encryption is enabled for Elastic load balancing applied to the networking, utilising AWS Certificate manager to manage, provision and deploy private SSL/TLS certificates for AWS Resources.�
	 Ensure Network integrity protected by using X509 Certificates issues by AWS Certificates manager ensuring they are valid and unexpired, Leonardo applies 90 day expiration value to this in line with AWS security best practice.�
	 Leonardo will redirect all unencrypted HTTP requests to HTTPS through the Application Load Balancer, to ensure all HTTP Requests are encrypted to HTTPS.�
	To protect data in transit, AWS encourages customers to leverage a multi-level approach. All network traffic between AWS data centres is transparently encrypted at the physical layer. All traffic within a VPC and between peered VPCs across regions is ...�
	All Authority security requirements will be delivered through the Leonardo MCX Dispatcher Security Assurance Process. Guidance principles, such as Data In Transit best practice from the NCSC and TSA CoP, will be enshrined in the Leonardo MCX Dispatche...�
	To apply specific guidance, e.g. NCSC Data In Transit, across the MCX Dispatcher solution, the Leonardo solution will be considered in terms of a set of logically discrete capabilities, each of which will pass through the assurance process. To facilit...�
	Appropriate data transit controls are considered and envisaged during the Early Design Phase of the assurance process, refined during the Detailed Design Phase, and proved in the Build & Test (Transition) Phase.�
	While the assurance process will ensure that data in transit is appropriately protected at a low level, the data map will be used to ensure appropriate protections at a higher more holistic level, enabling security activities including estate cryptogr...�
	The existing default Leonardo MCX Programme Baseline Security Standard (BSS), which underpins the core Security Assurance Process, and which will form part of the MCX Dispatcher ISMS to be agreed with the Authority, incorporates best practice from a v...�
	The BSS sets out security requirements, checked for applicability and presence during the assurance process, several of which relate to the fundamental NCSC Data In Transit security principles:�
	See Table 1 for the Security Controls from our Baseline Security Standard.�
	All external connections will be subject to a Code of Connection assurance to ensure that they meet Authority requirements. Where such external connections are established with any 3rd party supplier supporting Leonardo, that supplier will additionall...�

	2 Encryption�
	Leonardo will apply encryption for data at rest leveraging AWS tools to create an encrypted file system that encrypts all the data and metadata at rest using an industry standard AES-256 encryption algorithm. Key management is a crucial aspect of encr...�
	(TSA CoP) 3.30 Where data is encrypted either at rest or in transit, it should be encrypted in line with current industry best practice. For data in transit, public telecoms providers should consider the use of IPSec or TLS – detailed information and ...�
	Dual-layer server-side encryption with AWS KMS keys (DSSE-KMS) is similar to SSE-KMS, but DSSE-KMS applies two individual layers of object-level encryption instead of one layer. Because both layers of encryption are applied to an object on the server ...�
	To enable and protect data in transit, Leonardo has leveraged AWS industry leading security tooling and best practices. Leonardo will mount a file system so that all NFS traffic is encrypted in transit using Transport Layer Security 1.3 (TLS) with an ...�
	(TSA CoP) M2.03 Privileged access shall be via secure, encrypted and authenticated protocols whenever technically viable.�
	Appropriate controls (including but not limited to encryption at rest/in transit) are considered and envisaged during the Early Design Phase of the assurance process, refined during the Detailed Design Phase, and proved in the Build & Test (Transition...�
	Clause 7b of the Leonardo MCX Dispatcher Baseline Security Standard (BSS) dictates that sensitive data may be stored in the system and respectively transmitted only in encrypted form.�
	The Leonardo MCX Dispatcher Baseline Security Standard (BSS) will be supported by companion security standards which will include a cryptography standard. The BSS and companion cryptography standard will form part of the ISMS to be agreed with the Aut...�
	As dictated by clauses 1f and 7c (see above) of the Leonardo MCX Dispatcher Baseline Security Standard (BSS), only proven secure protocols/cryptography will be used. For example, where HTTPS is to be used, TLS v1.3 will be used by default.�
	The use of encryption will further be determined by threat modelling and risk; where applicable this will result in layered encryption to further protect information assets. The exact method of encryption will be referenced within low level security d...�
	High level examples of where encryption is expected to be deployed (where applicable) are as follows:�
	In the context of the MCX Dispatcher application suite, the use of encryption will be informed primarily by the 3GPP standard and the use of the Mikey Sakke encryption protocol which will be implemented through the Secure Software Development Lifecycl...�
	The need for encryption within the MCX Dispatcher application will be considered during the Requirements & Design Phase, implemented using secure methods and cryptographic libraries during the Development Phase, and proved during the Testing phase.�
	As part of the overall assurance of the solution, MCX Dispatcher Development will be considered a discreet capability and will therefore be subject to the Leonardo MCX Dispatcher Security Assurance Process. This assurance process will demand complianc...�
	Clause 7f of the Leonardo MCX Dispatcher Baseline Security Standard (BSS – see above) dictates that secrets (including encryption keys) must be appropriately protected to a standard no less than the data being protected by encryption. Key protection m...�

	3 Cryptographic Algorithms�
	Leonardo NIST and NCSC Compliance�
	Clause 7b of the Leonardo MCX Dispatcher Baseline Security Standard (BSS) dictates that sensitive data may be stored in the system and respectively transmitted encrypted form only.�
	(TSA CoP) M13.10 Where there is risk of exposure during transmission, the virtualisation fabric shall be configured to securely encrypt data in transit. Examples and guidance on the use of encryption can be found on the NCSC website.�
	The Leonardo MCX Dispatcher Baseline Security Standard (BSS) will be supported by companion security standards which will include a cryptography standard. The BSS and companion cryptography standard will form part of the ISMS to be agreed with the Aut...�
	As dictated by clauses 1f and 7c (see above) of the Leonardo MCX Dispatcher Baseline Security Standard (BSS), only proven secure protocols/cryptography will be used. For example, where HTTPS is to be used, TLS v1.3 will be used by default.�
	Where exceptions are required (for example for backward compatibility with User Organisations systems), these will be considered on a risk basis by the assurance process and appropriate considerations will be made, for example, the use of TLS v1.2 whe...�
	Customised cryptographic algorithms will not be used anywhere within the MCX Dispatcher application or solution. The cryptography standard will be reviewed at least annually or as soon as practicable following receipt of relevant threat intelligence, ...�
	A register/map of cryptography deployed within the solution will be maintained to facilitate location, sunsetting and replacement of deprecated algorithms during the life of the contract.�
	AWS NIST Compliance�
	AWS cloud security is in line with National Institute of Standards and Technology 800-53 Framework Revisions 4 control, with a shared responsibility to ensure the security and configuration of Leonardo’s design of the infrastructure. Leonardo is fully...�
	The solution incorporates the use of AWS Key Management Service for the encryption keys, with the service configured for cryptographic algorithms so that the system can quickly migrate from one approved algorithm or mode to another. AWS KMS key genera...�
	AWS NCSC Compliance�
	Leonardo has employed the operational best practices for the NCSC Cloud Security principles, this enables conformance pack in which the solution is aligned to ensure compliance with the framework principles. The applicable compliance to the NCSC Princ...�

	4 Details & Responsibilities for each Demarcation Zone�
	The Leonardo MCX Dispatcher solution operates as a Software as a Service Model (SaaS) where the user organisations access the MCX Dispatcher software via a AWS hosted web browser. The AWS environment connects to the ESN Data Centre with AWS Direct Con...�
	4.1 ESN Data Centre�
	The US Supplier has the responsibility to ensure that Leonardo and our AWS Direct Connect Partner or Independent Service Provider have the availability to connect to the network with the following network requirements,�
	The ESN network must use single-mode fibre with a 1000BASE-LX (1310 nm) transceiver for the 1 gigabit Ethernet Direct Connect�
	Leonardo are responsible for ensuring that all data that resides from the AWS Direct Connect Location to the AWS WorkSpaces Secure Browser is suitably encrypted to at least AES 128-bit in length following TSA CoP and for ensuring that all Home Office ...�
	4.2 End User Workstation�
	The User Organisations are responsible for provisioning users with the appropriate access and privilege, ensuring that those users are suitably trained/qualified/vetted in their role and they are also responsible for the actions/omissions of their use...�
	As part of a zero trust, assured approach we will carry out a security assurance due diligence exercise (refreshed annually) to satisfy ourselves that connecting parties meet the Security requirements set out by the Authority.�
	Where a Connecting Org does not meet, or cannot suitably evidence compliance with the Authority Security requirements, the Authority shall be required to approve the connection and underwrite the associated risk.�
	The User Organisations must ensure that the end user workstation is capable of running a chromium-based browser such as google chrome and Microsoft edge.�
	Leonardo must ensure that the AWS WorkSpaces Secure browser is available to a standard of 99.98% and suitably secured to at least AES 128-bit in length following TSA CoP and for ensuring that all Home Office Security policies are followed.�
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	Question�
	Please explain how your environments will be secured and where ESN and UO data will be stored, hosted and/or processed ensuring that you make reference to any specific offshoring requirements.�
	The response must include the following;�
	1) An explanation of how you will ensure that the hosting environment is secured.�
	2) A description of remote access capability considered in the solution.�
	3) An explanation of the management plan for any risks associated with proposed offshoring taking into account the location of data and third party access be in in the UK or offshore.�
	The response must include the development environment, ESN reference environments and ESN production.�

	1 Securing the Hosting Environment�
	1.1 Approach�
	Leonardo will planned to secure the hosting environment through AWS Well-Architected frameworks and service control policies to ensure the hosting environment is secured. Leonardo will host the environment within the AWS United Kingdom region reducing...�
	1.2 TSA CoP�
	The CoP emphasizes that different network functions have different risk profiles. A security critical function means “any function of the network or service whose operation is likely to have a material impact on the proper operation of the entire netw...�
	The logical isolation between customer environments provided by AWS can be more effective and reliable than security seen in dedicated physical infrastructure. A number of different types of isolation boundary are used by AWS to build our services, wh...�
	M13.12 Virtual workloads shall be authorised, tagged with a specific trust domain, and signed prior to use. The specific trust domain shall be based on the risks associated with the workload.�
	IAM Identity Centre users and IAM roles support attribute-based access control (ABAC), which allows to define access to operations and resources based on tags. ABAC helps reduce the need to update permission policies. ABAC can be used in addition to r...�
	M13.16 Containers shall not be used to implement separation between trust domains. To implement separation between trust domains, providers shall use Type-1 hypervisors (without cut-throughs) or discrete physical hardware.�
	M13.17 Containerised hosts shall only support a single trust domain.�
	An Amazon ECS task definition is a document that describes what container images to run together, and what settings to use when running the container images. These settings include the amount of CPU and memory that the container needs. They also inclu...�
	1.3 Detection�
	Leonardo has implemented to parts of detection management within the solution to ensure that all security vulnerabilities are found within the hosting infrastructure. The first detection mechanism is the detection of unexpected configuration changes, ...�
	Leonardo has followed the AWS Well-Architected framework to reach the following example detection methods.�
	SEC04-BP01 Configure service and Application Logging�
	The retention of security event logs from the services and application running inside of the infrastructure is a fundamental principle of security for audit, investigations, and operational use cases, and a common security requirement driven by govern...�
	To ensure compliance with this requirement Leonardo will implement the following guidance,�
	Unexpected activity can generate multiple security alerts by different sources, requiring further correlation and enrichment to understand the full context. Leonardo will implement automated correlation and enrichment of security alerts to help achiev...�
	To ensure compliance with this requirement Leonardo will implement the following guidance:�
	1.4 Infrastructure Protection�
	Infrastructure protection is a key part of the information security program. It ensures that systems and services within the workload are protected against unintended and unauthorised access, and potential vulnerabilities. Such as define trust boundar...�
	Protection of networks�
	Leonardo has developed the network of the hosting infrastructure of zero trust to its where all components and services are discrete and does not trust any other. Through planning and management of the network design Leonardo have created network cont...�
	Application Load Balancer: Leonardo has deployed security through the AWS Application Load Balancer, this automatically routes traffic to the targeted instances within the AWS infrastructure. Leonardo has configured the application load balancer to au...�
	Protection of Compute: Leonardo reduces the opportunity for unintended access into the runtime environment by deploying hardened images from trusted container images, applications and registries. Leonardo utilise RedHat Anisble automation deployment a...�
	1.5 Data Protection�
	Leonardo follows the AWS operational best practices for NCSC Cloud Security principles, where the AWS conformance packs provide a compliance framework to enable security and operational optimisation governance through custom ruling. The Solution will ...�
	User data transiting networks should be adequately protected against tampering and eavesdropping.�
	All APIs used within the solution will transit through the AWS API Gateway, this ensures all REST API stages are configured with SSL certificates authenticate the requests made from the API Gateway.�
	To protect data in transit, AWS encourages customers to leverage a multi-level approach. All network traffic between AWS data centres is transparently encrypted at the physical layer. All traffic within a VPC and between peered VPCs across regions is ...�
	Using the following services AWS KMS, AWS Cloud HSM, and AWS ACM, customers can implement a comprehensive data at rest and data in transit encryption strategy across their AWS ecosystem to ensure all data of a given classification shares the same secu...�
	Data at Rest for AWS: As Leonardo uses a complete AWS Solution, it has the added benefit of a central security policy for all data aspects of the solution, Leonardo has opted to use AWS KMS for encrypting the data at rest. AWS KMS integrates with the ...�
	Data in Transit for AWS: To enable and protect data in transit, Leonardo has leveraged a multi-level approach to security. This means all network traffic between AWS data centres is transparently encrypted at the physical layer. All traffic within the...�
	AWS NIST Compliance�
	AWS cloud security is in line with National Institute of Standards and Technology 800-53 Framework Revisions 4 control, with a shared responsibility to ensure the security and configuration of Leonardo’s design of the infrastructure. Leonardo is fully...�
	The solution incorporates the use of AWS Key Management Service for the encryption keys, with the service configured for cryptographic algorithms so that the system can quickly migrate from one approved algorithm or mode to another. AWS KMS key genera...�
	AWS NCSC Compliance�
	Leonardo has employed the operational best practices for the NCSC Cloud Security principles, this enables conformance pack-in which the solution is aligned to ensure compliance with the framework principles. The applicable compliance to the NCSC Princ...�
	1.6 Incident Response�
	Even with mature preventive and detective controls Leonardo have implemented mechanisms to respond to and mitigate the potential impact of security incidents. Leonardo follow the AWS best practice framework of incident response of foundation of a succ...�
	With Incident Response Leonardo have planned to adhere to the process defined in NIST SP 800-61 Computer Security Handling Guide, following the points below.     Figure 2: Incident Response�
	 Establish response objectives: Working with the Authority, and ESN EcoSystem to determine the goal of responding to an incident. To understand common goals such as containing and mitigating the issue, recovering the aﬀected resources, preserving dat...�
	 Respond using the cloud: Implement response patterns within the cloud, where the event and data occurs.�
	Know what you have and what you need: Preserve logs, resources, snapshots, and other evidence by copying and storing them in a centralised cloud account dedicated to response. Use tags, metadata, and mechanisms that enforce retention policies�
	 Use redeployment mechanisms: If a security anomaly can be attributed to a misconﬁguration, the remediation might be as simple as redeploying resources with the proper conﬁguration. If a possible compromise is identiﬁed, verify that the redeployment ...�
	 Automate where possible: As issues arise or incidents repeat, build mechanisms to programmatically triage and respond to common events. Use human responses for unique, complex, or sensitive incidents where automations are insuﬃcient.�
	 Choose scalable solutions: Strive to match the scalability of Leonardo’s approach to cloud computing. Implement detection and response mechanisms that scale across the environments to eﬀectively reduce the time between detection and response.�
	 Learn and improve your process: Be proactive in identifying gaps in your processes, tools, or people, and implement a plan to ﬁx them. Simulations are safe methods to ﬁnd gaps and improve processes.�
	1.7 Application Security�
	The Leonardo Secure Software Development Lifecycle aligned with Microsoft Secure Software Development Lifecycle ensures security assessment is embedded in the early stages of design, with automated testing against recognised standards such as OWASP Ap...�
	Security of the MCX product is maintained by responding promptly to any vulnerabilities detected in released code and producing a security update following a defined process flow, which incorporates the following high-level stages:�
	The response timescales can be adjusted to suit the customer. Vulnerability fixes are prioritised according to criticality (risk); time taken to produce a patch may vary according to complexity of the issue.�
	Risk assessment is embedded into the early stages of design. The Leonardo risk management lifecycle aligned with ISO31000 and NIST 800-37 dictates that risks are not closed simply because controls are in place; the controls must be tested regularly to...�

	2 Remote Access Capability�
	2.1 Remote Access Management�
	Leonardo has developed the MCX Dispatcher application to identify and authenticate the users accessing the MCX dispatcher solution through a MCX user ID and password for log in and authentication provided through the AWS WorkSpaces Secure Browser. Whe...�
	Users can access the Windows WorkSpaces Secure Browser from any location using a web browser. This is ideal for users who access the MCX Dispatcher from a remote location or locked-down device, because installing and maintaining a client application c...�
	WorkSpaces supports the WebAuthn (Web Authentication) standard for in-session authentication. Users can authenticate into WebAuthn-supported web applications through WebAuthn redirection when using Chrome or Edge on their Windows WSP WorkSpaces. This ...�
	Web Authentication (WebAuthn) is a W3C standard that provides strong authentication based upon public key cryptography. Unlike traditional code generator tokens or apps using TOTP protocol, it does not require sharing a secret between the server and t...�
	Each MCX Dispatcher User has their own MCX_ID that is configured within the US Supplier’s MCX Solution and provides a one-2-one mapping to the Dispatcher Interface. Therefore, each MCX Dispatcher will have their own login credentials set in the US Sup...�
	When the Dispatcher User initiates the Leonardo Dispatcher User interface, Figure 1, and they enter their MCX_ID User ID and password. First the MCXD Server will authenticate the Dispatcher Use against the US MCX Solutions idMS and obtain the MC acces...�
	The MCXD MCXConnector will then download the Dispatcher User’s UE Configuration from the US MCX Configuration Manager Server (CMS) followed by the User’s Profile Configuration from the CMS and finally the Group(s) configuration from the US MCX Group M...�
	The MCXD server will then check if the Dispatcher User was previously affiliated to Groups and if so, re-affiliate to them before entering the main loop of waiting for User input or incoming events from US service MCX solution. On completion of the lo...�
	When the Dispatcher User logs off the MCXD server will de-affiliate the Dispatcher User from any affiliated Groups and erase the User’s configuration and Encryption Key material before presenting the log on screen as shown in Figure 3 – MCX Dispatcher...�
	To Access the AWS Cloud platform Leonardo will utilise a secure Development VPN Connection for enabling the Platform developers to access the platform application and services.�
	The Development VPN security features are shown below:�
	To ensure that there is no unauthorised access Leonardo applies the following access requirements:�
	Additionally, to ensure that access to the system is revoked if no longer required or a breach of security rules Leonardo applies the following requirements,�
	2.2 Identity Access Management�
	Leonardo has provided access management through the Identity Management service on the AWS platform providing comprehensive solutions for managing user identities, enhancing security, and streamlining access to AWS resources and applications. It encom...�
	The current OLA’s for this service is offered with the following:�

	3 Offshoring Risk Management Plan�
	Leonardo has understood the associated risks with a proposed offshoring of data and third party access into the MCX Dispatcher solution and has opted to keep the end-to-end solution including all data and access within the United Kingdom. This ensures...�
	Leonardo Italy is the provider of the MCX Dispatcher software but will be unable to remotely access the AWS infrastructure or see live operational data at any stages of the program delivery. Leonardo will ensure that all logging data for support provi...�
	Leonardo Italy development and testing environments and personnel are subject to the flow down of Authority security requirements and will be assured to the appropriate standard by MCX Dispatcher UK security team. The results of security assurance wil...�
	As a supplier of products and services to the Ministry of Defence and the Home Office Leonardo has proven experience in managing offshore security risk.�
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	Question�
	Please outline your proposed service wrap to support your solution and how you plan to ensure that the services are provided securely taking into account protective monitoring, security incident response, Threat Vulnerability Management (TVM) and patc...�
	The response must include the following;�
	1) The scope of your security services for the solution.�
	2) An explanation and process of your response to security events, incidents, breaches and escalations.�
	3) A description of how you would apply security maintenance and change control.�
	4) A description of the process and approach to Threat and Vulnerability Management�

	1 Scope of Security Services�
	The Leonardo MCX Dispatcher (MCXD) Security Service scope will include all services/capabilities directly under Leonardo control or (where applicable) that of third-party suppliers to Leonardo. The Security Service shall include Governance (aligned wi...�
	1.1 Service Wrap�
	The MCXD Service Wrap is provided through the following capabilities:�
	The Leonardo MCXD Security Service shall be provided from within the SMOC capability by a dedicated team responsible for:�
	Leonardo have developed an existing Baseline Security Standard (BSS) for assuring services/capabilities based on ISO27002, UK National Cyber Security Centre (NCSC) best practice and UK Regulatory Frameworks including General Data Protection Regulation...�
	Overall, Security is established and maintained using a combination of Leonardo security risk management, security assurance and secure development lifecycles.�
	1.2 Service Continuity Plan�
	Service continuity will be ensured across four high level programme phases, with a necessary focus on the information security property of availability, as befitting a mission critical communication system.�
	Leonardo will collaborate with the incumbent supplier of the legacy service to integrate the systems during the transition period, maintaining service availability. As the legacy service is phased out, MCXD will leverage high availability, scalable an...�
	1.3 Business Continuity Plan�
	Leonardo UK activities are covered by regularly exercised Business Continuity (BC) plans, incorporating learning from recent events such as the COVID pandemic. BC plans will be extended to include any new capabilities which support Leonardo MCXD, exer...�
	1.4 Disaster Recovery Plan�
	Like the BC Plan, the Disaster Recovery (DR) plan will consider the MVE, MTD, MTL, RPO and RTO,  prioritising the restoration of the MVE from an incident. The DR plan will then transition into the BC plan. The DR plan will be drawn up in parallel with...�
	Both BC and DR exercising will be carried out through a variety of methods appropriate to the situation, including but not limited to:�

	2 Protective Monitoring and Security Incident Response�
	2.1 Protective Monitoring of Security Events�
	Protective monitoring for the MCX Dispatcher solution will be provided by the Leonardo SOC, with real time monitoring of application and platform security events using AWS Cloud native security applications such as Guard Duty and Security Hub alongsid...�
	2.2 Response to Security Incidents and Breaches�
	Leonardo shall respond to security incidents and breaches (hereafter collectively referred to as “security incidents”) in alignment with best practice set down in NIST 800-61 Computer Security Incident Handling Guide. Our approach envisages three majo...�
	Prepare - Leonardo shall ensure that People, Process and Technology are aligned to minimise the impact of security incidents. For People, this involves training, ensuring security roles are established and understood, and exercising security themes an...�
	Respond – “Period of Intensity” – Several defined activities take place during this phase:�
	Detect – detection can occur through personnel reporting, threat hunting or protective monitoring. Detection is continually improved through test, exercise and a fusion of dedicated threat intelligence and threat detection capabilities. Detection info...�
	React – The React phase will establish the communication layer for the incident and implement any necessary governance defined in the Prepare phase – this would include internal, customer and regulatory data breach notifications (eg GDPR – handled thr...�
	Contain – the incident responders will consider isolating affected system(s) to limit any spread of the incident and protect core services. This may be achieved through physical means, for example, disconnecting a system from the network, or logical m...�
	Eradicate – the incident responders will carry out Root Cause Analysis to identify the source of the issue and implement appropriate actions to close or mitigate any associated vulnerabilities. Any remaining intrusion vector will be rendered unusable,...�
	Recover – the incident response team (CSIRT) shall return the affected system(s) to an operational state. This may be supported by prepared processes/technology such as secure system backup and restore process. Recovery is designed to achieve both RPO...�
	Review – the CSIRT and other relevant stakeholders take part in a debrief session which captures actionable ‘lessons learned’ from the incident that can be returned as improvements. Lessons learned may relate to preventing recurrence, recommending new...�
	2.3 Escalation of Security Incidents�
	Escalation Governance shall be the responsibility of the Leonardo SRO, with several peer-to-peer layers for collaborative integration with the Authority (see below figure). The primary, dedicated communication and reporting path for security matters w...�

	3 Service Provider Integration Assurance�
	Leonardo shall ensure that suitable due diligence is carried out on service providers according to our Supply Chain Policy, based on NIST 800-161 Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations and NCSC Supply Chain ...�
	The key activities are Frame, Assess, Respond and Monitor. The Framing activity takes place in two parts: framing the service within the overall ecosystem of the project and framing of the service in isolation. This involves understanding threats and ...�
	Frame�
	A clear Responsibility Model for provided services shall be established and agreed between parties. These responsibilities shall be supported through contractual requirements. Leonardo expects the following topics to be addressed within a contractual ...�
	All integrations with third parties will be subject to our existing Security Assurance process. This includes a Security Impact Assessment, Threat Assessment and native risk assessment during the design phase. A register shall be kept of such integrat...�
	Assess�
	As part of the assurance activity, service providers shall be required to respond to a Code of Connection enquiry, based on the expected controls from the Leonardo MCX Baseline Security Standard (BSS). The BSS itself shall be approved by the Authority...�
	Respond�
	Leonardo shall collaborate with the Service Provider to address any non-conformities or exceptions to bring risk within appetite (or tolerance, where appropriate). Where this cannot be achieved Leonardo shall consider alternative options. Non-conformi...�
	Monitoring�
	The service and ecosystem frames are monitored for any stimuli that alter the frame, for example, threat intelligence, security incident or change management.  Such stimuli, where detected, trigger a fresh Assessment. Assurance is also refreshed annua...�
	Supplier Assurance shall be managed in a central tool which provides supplier risk and compliance reporting at various depths and automates certain activities such as the issue and response triaging of regular self-assessment. The tool supports assess...�
	In a bi-directional Zero Trust service model, or in circumstances where Leonardo is the provider, Leonardo MCX Security team shall collaborate with the consuming party Security capability to provide such compliance evidence as necessary to satisfy con...�

	4 Security Maintenance & Change Control�
	Security Maintenance�
	Various security maintenance activities shall take place within the Leonardo controlled estate in accordance with National Cyber Security Centre guidance held in the Cyber Assessment Framework (CAF). These shall include the following (with suggested c...�
	Change Management & Control�
	Leonardo MCX Change Management & Control will follow ITIL (Information Technology Infrastructure Library) best practice, the process flow is represented in Figure 5 below.�
	For each service, Leonardo will agree a classification scheme for changes with the Authority. The classification will be based on Severity and Priority as well as levels of change authorisation required to align with the required levels of risk accept...�
	 Standard Changes are low risk, highly repeatable, documented in a standard change catalogue and each have a fulfilment model associated with them. This model may include authorisation, e.g. for expenditure, but can be implemented in a workflow (faci...�
	 Normal Changes are planned but uncommon and need to be assessed and authorised by the respective change authority (typically following a review in the Change Advisory Board - CAB),�
	 Emergency Changes are typically in response to Priority 1/Priority 2 threats or incidents.�
	Robust Change Management ensures that business risk is reduced as much as possible whilst ensuring that changes are carried out and implemented in a controlled way. This is done by creating a risk profile for each change that considers likely success ...�
	All change shall be implemented by suitably qualified and experienced personnel. The Leonardo MCXD solution is designed to avoid service disruption when performing maintenance activities. Leonardo shall avoid peak utilisation times, where practicable,...�

	5 Threat & Vulnerability Management (TVM) and Patching�
	5.1 Threat & Vulnerability Management�
	Leonardo shall adopt the following approach to Threat & Vulnerability Management:�
	Discover & Inventory – assets shall be tracked and owned through life; ongoing efforts shall be made, automated where practicable, to identify unexpected or orphaned assets. The Security Assurance process shall ensure that capabilities enrol assets in...�
	Determine Criticality – the criticality of assets shall be measured through an impact assessment. These are carried out during the Security Assurance Process. Assets shall be assigned a criticality tier that shall inform prioritisation of security act...�
	Assess Risk – the Security Assurance process shall produce a detailed risk profile per service/capability using a consistent Risk Measurement Standard to facilitate comparison and prioritisation. Risk assessment is repeated at least annually, or as ne...�
	Report & Plan – During the Security Assurance process, a full risk report is prepared for each service/capability. Appropriate controls are recommended; those that become integrated into design are recorded in the service/capability security design do...�
	Remediate – the Security Management Plan is implemented. Suitable controls are introduced to bring risk within appetite across the programme.�
	Confirm & Monitor – the Security Assurance process includes a test phase to ensure that controls are effective. Assurance is refreshed at least annually or during change management. Additionally, assurance requires that assets are enrolled in Business...�
	Where practicable, BAU Vulnerability Management activities shall be automated.�
	5.2 Patching�
	The patching programme is compliant with the TSR Code of Practice guidelines. All Actively Exploited, Critical and High security updates (platform and application) shall be implemented as soon as practicable and at least within 14 days of release. Oth...�


	Leonardo ITN Security and Resilience Q22�
	Contents�
	Definitions & Abbreviations�
	Question�
	Please describe your overall approach to security management in delivery of the solution and applicable services throughout the lifetime of the solution.�
	The response must include the following;�
	1) Roles and responsibilities for security management�
	2) The approach to creating a suitable security management documentation set of applicable policies, processes and standards�
	3) Your approach to managing security and resilience risks�
	4) Your approach to security assurance and how you would work with the Authority to achieve and maintain security approval for the solution and applicable service(s)�
	5) Your approach to ensure security is embedded and maintained throughout the lifecycle of the solution and service(s)�

	1 Introduction�
	The MCX Dispatcher (MCXD) Security Governance Model (below) developed as part of our PRISM Risk and Governance methodology, shows where the security management interface between Leonardo and the Authority exists, and how Customer Requirements and the ...�

	2 Roles & Responsibilities�
	There are three organisational contexts for security management relating to this project:�
	The Leonardo MCXD Security Service shall be provided by a dedicated team responsible for the delivery of Customer Security Requirements including:�
	The above diagram summarises the position of the Leonardo MCXD Security Service within the Leonardo programme, and the escalation/collaboration points. All roles are currently filled as permanent positions with suitably qualified and experienced perso...�
	The Italian hierarchy (as depicted on the right of the diagram) has responsibility for the secure design, development, assurance, and support of the MCX software, with requirements flowed down, overseen and assured by the UK Security team.�
	The UK hierarchy (as depicted on the left of the diagram) has responsibility for the secure operation of any environments under Leonardo control that are dedicated to the support or operation of the MCX Dispatcher programme. This will include any infr...�
	2.1 MCX UK Security Lead�
	The MCX UK Security Lead is responsible for establishing the security governance for UK MCX programmes and ensuring that it supports customer security requirements, working closely with the Senior Solution Architect to ensure that appropriate technolo...�
	2.2 MCX Dispatcher Security Lead�
	The MCX Dispatcher Security Lead will be the primary customer interface for security matters, reporting to the MCX UK Security Lead, and will be responsible for security risk management, monitoring and reporting of security performance and compliance ...�
	The MCX Dispatcher Security Lead will respond to security related issues reported via the Service Desk, raised during internal or customer facing security forums or via ad hoc communication from customer security representative(s).�
	The MCX Dispatcher Security Lead will also support communication with the customer during any security incident. Leonardo has an existing ISO27001 accredited Security Operations Centre (SOC) which can be leveraged to alert on incidents on platforms un...�
	The MCX Dispatcher Security Lead reports security risk up the hierarchy, with the seniority of the risk owner defined by criticality. The Security Director is ultimately accountable for all security risk.�
	Both the MCX UK and MCXD Security Lead will have qualifications equivalent to ISACA CISM.�
	2.3 MCX Dispatcher Solution Architect�
	The MCX Dispatcher Solution Architect is responsible for maintaining Leonardo controlled platforms in a secure state, applying patches within the agreed times, implementing technological risk treatments, and generating performance and compliance evide...�
	2.4 MCX Product Security Lead�
	The MCX Product Security Lead (based in Italy) is responsible for the security of the MCX software test environment(s) and the quality of product security testing. They are also responsible for generating performance and compliance evidence from their...�
	2.5 MCX Secure Development Lead�
	The MCX Secure Development Lead is responsible for ensuring that the Leonardo Secure Software Design Lifecycle is properly implemented and generating appropriate performance and compliance evidence from their capability.�
	Italian counterparts are similarly responsible for reporting risk back up the hierarchy as appropriate, with the Cyber & Security Solutions Divisional Security Director ultimately accountable for security within Italian operations.�
	Leonardo will collaborate across hierarchy and geography on all security issues (and with the customer, where appropriate). Where issues cannot be resolved through collaboration at the lower levels, there is a clear escalation path through the hierarc...�
	All personnel working on the project, including those not depicted in the above diagram, have a responsibility to act and report known or perceived security risk using the formal risk reporting process.�
	From an enterprise perspective, both Leonardo UK and Leonardo Italy have defined security roles and responsibilities set out in ISO27001 aligned ISMS with the former holding Cyber Essentials Plus accreditation and the latter holding ISO27001:2022 accr...�

	3 Security Management Documentation�
	The Leonardo approach to creating a suitable security management set (ISMS) shall be to bring the service into the scope of an ISO27001:2022 accreditation, adapting and aligning (where practicable) existing documentation in so far as it meets Authorit...�
	3.1 Adaptation and alignment of existing documentation�
	In the first instance, customer requirements will be assessed against existing Leonardo ISMS, including Incident Response documentation. Where a requirement is not addressed by the existing document, it will be reviewed to assess whether it can reason...�
	Leonardo UK MCX programmes feature existing security management standards and processes which can be readily submitted for inspection and agreement by the Authority and adapted as necessary. These existing documents have been constructed using interna...�
	This includes a Baseline Security Standard (BSS) drawn from sources including TSA CoP, ISO27002 Information Security Controls, and NIST 800-53 Security & Privacy Controls for Information Systems & Organisations. The BSS underpins a formal assurance pr...�
	Assurance is driven by risk; a risk measurement standard based on NIST 800-37 Risk management Framework and ISO31000 and aligned with Leonardo security objectives, appetite and tolerance is already prepared for the project. The thresholds of this stan...�
	A risk management framework, based around Leonardo’s established SHIELD risk assessment methodology is established for the programme and can be adjusted as necessary following contract award and ongoing dialogue. The SHIELD process has been developed ...�
	A Secure Software Development Lifecycle SSDLC is agreed as the standard between UK MCX programmes and Leonardo Italy development capabilities, which is aligned with Microsoft Secure Software Development Lifecycle (MSSDLC), NCSC Secure Development & De...�
	All default Leonardo UK MCX security documentation, and the generated artefacts and evidence, are designed to be highly auditable to allow customer transparency and engender confidence in supply chain security.�
	3.2 Creation of new documentation�
	For complex documentation requiring significant customisation or creation to meet customer requirements (for example Business Continuity and Disaster Recovery plans which may be unique to the programme), Leonardo shall follow an Agile methodology as e...�
	All programme security documentation is recorded in a project Controlled Documents Register, which tracks ownership of the document and ensures that reviews to maintain the relevance and quality of the document are carried out at least annually. The o...�

	4 Managing Security & Resilience Risks�
	The Leonardo approach to managing security and resilience risks leverages our PRISM methodology, drawing from best practice sources including NIST 800-37 and ISO31000. UK MCX project deliveries feature a default risk measurement standard aligned to Le...�
	A risk management framework, based around Leonardo’s established SHIELD risk assessment methodology is established for the programme and can be adjusted as necessary following contract award and ongoing dialogue. The SHIELD process has been developed ...�
	All capabilities supporting the project are subjected to a 3-stage assurance programme, which considers both adversarial (intentional) and non-adversarial (accidental/environmental) risk to Confidentiality, Integrity and Availability (CIA) of the solu...�
	All risks are recorded and managed on the programme security risk register, which describes the risk event, the vulnerability, impact, and likelihood in a “risk statement”. The factors are weighted and used to determine a score. This score determines ...�
	Risks are reviewed at least annually or during significant change (embedded in the change management process). Risks outside appetite are reviewed more frequently, with intolerable risks reviewed weekly. All risks follow the lifecycle depicted below u...�
	Risk Management follows a default process flow as follows:�
	A version of the Risk Management approach set out above has been used to great effect on the Ericsson/MBNL contract, during a large capital programme to transform Operations Support Systems for the MBNL RAN from legacy on premises architecture to a hi...�
	Nominated personnel have defined risk responsibilities per a RACI model (depicted in the figure below) whereby Risk Owners are responsible for treating risk. Risk Treatment entails one of a handful of high-level options: Accept, Avoid, Reduce, Delay o...�
	The Risk Manager is responsible for monitoring and reporting performance against a set of KPI/KRIs and programme risk profile, escalating any concerns as appropriate.�
	In the above example, using sample data, the Risk Manager might highlight that the risk profile is outside the desired baseline parameters – although in this case the data would be impacted by the small sample size. The KPI/KRIs in the example can be ...�
	The process followed during Software Development is similar, with security risks being considered and tracked from the requirements gathering stage. For example, a web application requiring user input might represent a risk of command injection. The d...�

	5 Security Assurance & Approval�
	The Leonardo approach to security assurance, following our PRISM methodology, is to collaborate with customers and our design teams to enshrine business and security objectives, use risk-based decision-making to select proportionate, practical securit...�
	Following contract award, Leonardo will work with the Authority to establish an agreed Baseline Security Standard for the programme. Leonardo is well prepared for this collaboration, as our MCX programmes feature a default Baseline Security Standard (...�
	The programme assurance process will leverage the agreed BSS to ensure that a baseline level of security is achieved. In addition, every capability/solution will be subjected to our 3-stage assurance and approval process, whereby assurance artefacts a...�
	The three phases of the Assurance Process ensure that suitable consideration is afforded to security throughout development. In the Early Design Phase, a security impact and threat assessment (SIA) is carried out, which leads to a native risk assessme...�
	The conclusion of each phase is marked by an assurance gate; the artefacts are inspected by a board comprising the senior risk owner, a technical authority, and a security authority (where different) – and where desirable may include a customer repres...�
	Once a capability/solution passes the final security assurance gate it will be ready for user acceptance testing (UAT) where Authority approval for operational use is obtained. All capabilities/solutions will be expected to repeat the final phase (ris...�
	The process is highly auditable, facilitating customer compliance activity and inspiring confidence; Leonardo follows a collaborative and transparent approach to security. Assurance artefact information is recorded in such a way as to preserve Leonard...�
	Assurance for the MCX product itself is achieved by using a model aligned with recognised best practice – the Microsoft Secure Software Development Lifecycle (MSSDLC) – see below figure. This model includes security risk assessment of feature requirem...�
	Developers are provided with mandatory cyber security awareness training and secure coding guidelines from recognised sources of best practice. Only up to date components and approved tools are used during development. During quality assurance, the se...�

	6 Maintaining Security Throughout the Lifecycle�
	Leonardo’s approach to security is not simply one of maintenance but one of continuous improvement – the threat landscape is continually evolving, and our response must be dynamic. To achieve this, our security governance suite of policies, standards,...�
	6.1 Leonardo Security Assurance Lifecycle�
	The Leonardo assurance programme is a lifecycle which embeds security into design stages, validates security during commissioning, and checks, maintains and updates security through to decommissioning. As our standards are adapted to capture best prac...�
	In the original version of the assurance process which is deployed on the Ericsson/MBNL delivery, the Security Test Plan was not drafted in any form until the Build & Test phase (Phase 3). However, in consultation with Ericsson, Leonardo realised that...�
	Capabilities, including development, shall be hosted in environments accredited by third parties to recognised standards such as Cyber Essentials Plus and ISO27001.�
	In addition to being subject to continuous assurance, Leonardo environments supporting MCX Dispatcher shall feature continuous protective monitoring, anti-virus protection, patch cycle (with security updates prioritised), regular log and access review...�
	Incident Response, Business Continuity and Disaster Recovery plans shall be exercised regularly. Leonardo shall identify and implement security improvements throughout the programme lifecycle; MCX features default formal Root Cause Analysis and Lesson...�
	Leonardo personnel receive mandatory cyber awareness training, which is monitored for completion. Developers receive additional secure coding guidance for the languages used on MCX, drawn from best practice sources.�
	In the original version of the assurance process, the Security Test Plan was not drafted in any form until the Build & Test phase. However, in consultation with Ericsson, Leonardo realised that this was leading to inefficiency due to lead times in res...�
	6.2 Leonardo Risk Management Lifecycle�
	Risk assessment is embedded into the early stages of design. The Leonardo risk management lifecycle aligned with ISO31000 and NIST 800-37 dictates that risks are not closed simply because controls are in place; the controls must be tested regularly to...�
	6.3 Leonardo Secure Software Development Lifecycle�
	The Leonardo Secure Software Development Lifecycle aligned with Microsoft Secure Software Development Lifecycle ensures security assessment is embedded in the early stages of design, with automated testing against recognised standards such as OWASP Ap...�
	Security of the MCX product is maintained by responding promptly to any vulnerabilities detected in released code and producing a security update following a defined process flow, which incorporates the following high-level stages:�
	The response timescales can be adjusted to suit the customer. Vulnerability fixes are prioritised according to criticality (risk); time taken to produce a patch may vary according to complexity of the issue.�
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	Leonardo ITN Service Q23�
	Contents�
	Definitions & Abbreviations�
	Question�
	Please describe in detail what the service lifecycle solution (commencement to retirement) is for the following services:�
	1) CRI Assurance Service�
	2) UO CR Transition & Operational Service�
	For UO CR Transition & Operational Service the response must include a description detailing your approach to managing the following as a minimum: service incidents (including severity escalation), service request, problems, changes, configuration man...�
	For CRI Assurance Service the response must include a description detailing your approach to defect management and ITIL process alignment for this service.�

	Negotiation Points on the Tracker:�
	How have we addressed & where?�
	Priority�
	Query�
	Issue�
	Bidder's Operational service management is governed by shared service centre (SMOC) and it is mentioned that resources may be withdrawn from other activities to focus on the support of the operational incident and ensure availability of the MCX Dispatcher Service.�
	Can bidder explain how they will ensure resources are allocated adequately in SMOC ( shared service centre) to ensure their service management commitment as-a service is fulfilled?�
	This is covered in:�
	P2�
	1 Introduction�
	It is explained appropriately that during the CRI Assurance phase there will be no e-bonding between the tools and ITSM processes will sit into the suppliers Jira ITSM tool. End Users will be able to raise the incidents during office hours via phone, email or ITSM portal but Support service during this phase will be linked to defect management however there is a lack information about how the support services will work during this phase for the components that will be baselined after the testing of the earlier releases. Although agile development is mentioned and defect log is assumed to be hold on the Authority’s Jira toolset, but then rather getting the defect’s fixed stress is given on the known error logs and getting on with the service /Ops management under defect management. There is an element of ambiguity on what will classify a defect and what will classify an incident during this phase.�
	It is explained appropriately that during the CRI Assurance phase there will be no e-bonding between the tools and ITSM processes will sit into the suppliers Jira ITSM tool. End Users will be able to raise the incidents during office hours via phone, email or ITSM portal but Support service during this phase will be linked to defect management however there is a lack information about how the support services will work during this phase for the components that will be baselined after the testing of the earlier releases. Although agile development is mentioned and defect log is assumed to be hold on the Authority’s Jira toolset, but then rather getting the defect’s fixed stress is given on the known error logs and getting on with the service /Ops management under defect management. There is an element of ambiguity on what will classify as a defect and what will classify an incident during this phase.�
	This is covered in:�
	Control Room Interface (CRI) Assurance Service�
	P3�
	The Support service is proposed as continuation of the supplier's test phase processes, defects will be logged into the authority's defect register and In principle all aspects of the supplier Service Management Framework will apply but the level of governance the Shared Services exerts at this point is limited to acceptance into service and Change Management. It is not clear that who will be defining the acceptance into service criteria and transitioning changes into live.�
	Support service is proposed as continuation of the supplier's test phase processes, defects will be logged into the authority's defect register and In principle all aspects of the supplier Service Management Framework will apply but the level of governance the Shared Services exerts at this point is limited to acceptance into service and Change Management. It is not clear who will be defining the acceptance into service criteria and transitioning changes into live.�
	There is now no support service. �
	P3�
	This is covered in:�
	Also treatment of defects vs incidents especially at the CRI Assurance stage needs to be addressed to ensure both parties have a clear understanding of the requirement.�
	Please can you ensure you make it clear how you treat Defects and Incidents for the CRI Assurance service�
	Control Room Interface (CRI) Assurance Service�
	P3�
	1 Introduction�
	(Schedule 2, p.38, CRI-SERV-13; p.39/40, CRI-SERV-20)�
	Within Leonardo, the lifecycle of solutions is a combination of project effort to establish the capability and work the customer on its implementation and an operational support function that will receive the solution for day to day business as usual ...�
	The project resources are organised in an Integrated Project Team (IPT) and are highly experienced professionals, covering all the required skills to engage with the Authority and other stakeholders, designing and delivering the required MCX Dispatche...�
	Leonardo’s Operational Service Management is governed by the Service Management and Operations Centre (SMOC) which is part of a larger Leonardo Shared Services Function that also provides the resources for resolution and proactive maintenance.�
	The Leonardo SMOC has been delivering ITIL aligned Services to the Authority on the UK National ANPR Service and Cyclamen for years. These services are fully integrated with HODDaT operating model. The key difference between these projects and the MCX...�
	Service Transition processes and Portfolio Management including the engagement with the Authority and User Organisations (UOs) for the purpose of product evolution will be executed by the IPT but also controlled through the SMOC through Change Control...�
	Leonardo’s Service Management is centred around value co-creation – the outcomes our customers and end user organisations need to achieve and how we can support them. The shared services approach allows Leonardo to ensure critical mass in terms of res...�
	1.1 Generic Framework Elements Common to all Dispatcher Services�
	(Schedule 2, p. 37 CRI-SERV-7, CRI-SERV-8, CRI-SERV-10, p. 38 CRI-SERV-11, CRI-SERV-13, CRI-SERV14, p. 45, CRI-TRAIN-9)�
	The complete Leonardo Service Management Framework will be documented in the Service Design Document.�
	1.1.1 Incident Management�

	(Schedule 2, p.39, CRI-SERV-16)�
	An Incident is defined as an unplanned interruption to an IT service or reduction in the quality of an IT service. An Incident could also be a failure of a Configuration Item (CI) that has not yet impacted an IT service.�
	The likelihood of Incidents relating to installation and licencing will be minimised through a collaborative transition approach for each release to be agreed with the authority.�
	Any transition will feature a period of Early Life Support (ELS) during which project SMEs will underpin the support of the respective service environments. This will provide help during the technical installation and integration as well as the use of...�
	Incident severity will be assigned to each Incident based on the impact to the business execution. For the UO CR Transition & Operational Service it’s the UOs that consume the service to deliver outcomes to the UK public. With the Authority and the US...�
	The Incident Management Process includes the following key steps:�
	Incidents could be raised by the respective and agreed consumers of the Services but should ideally be detected by Supplier or US Supplier staff, e.g. through Event Management.�
	The purpose of Incident Management is to restore normal service operation as swiftly as possible, minimising or if possible, preventing disruption to the business. The measure of success will therefore be Service Restoration. However, in line with req...�
	1.1.1.1 Severity Escalation�

	In line with ITIL 4, Leonardo is building flattened team structures that prevent delay usually caused by functional escalations. Upon receipt of an incident ticket, the ticket will be assessed for its severity and urgency. Where an incident is deemed ...�
	Leonardo’s expectation is for the Swarm team to consist of key supplier personnel and other ESN suppliers as necessary as well as authority representatives. Where it is deemed necessary to involve Leonardo’s development team in Italy, a redacted incid...�
	1.1.2 Problem Management�

	A problem is defined as the cause or potential cause of one or more incidents. Problem Management is the process that focuses on identifying and managing these problems in order to prevent incidents where possible and minimise the business impact of t...�
	Known Errors�
	A problem that has been analysed but is not yet resolved is defined as a Known Error, which provides valuable information for other processes, most notably Incident Management. Known Errors may for example identify workarounds for identified root caus...�
	Major Problems will require a Major Problem Review. Usually these are linked to Major Incidents, but the need may arise for other reasons. If the Major Problem is linked to a Major Incident there is a requirement to present the Root Cause Analysis and...�
	The process will be a key input to the Continual Improvement Register.�
	Problem Management interfaces with other processes, including (but not limited to) Incident, Change, Risk, Release and Deployment Management.�
	Problem resolutions that require Service Change will be raised to the Change process for approval. Until resolution has been confirmed, Problem records remain open.�
	A problem typically goes through 3 stages during the problem investigation:�
	1.1.3 Change Management�

	All configuration items involved in the delivery of the MCX Dispatcher services will be subject to configuration and change control.�
	A Change is defined as the addition, modification or removal of an authorised, planned or supported service / service component and its associated documentation.�
	For each service, Leonardo will agree a classification scheme for changes with the Authority. The classification will be based on Severity and Priority as well as levels of change authorisation required to align with the required levels of risk accept...�
	Standard Changes represent changes with a defined standard change model. The standard change type and model should be recorded in a catalogue and where possible, the workflow should be automated (e.g. if a financial approval is required, this might be...�
	Normal Changes require individual assessment and authorisation based on the resulting risk profile. They are typically assessed by a Change Advisory Board (CAB). However, the CAB is not the change authority, it’s an advisory board, Leonardo will work ...�
	Emergency changes require speedy implementation to resolve critical Service Incidents or respond to imminent threats such as zero-day vulnerabilities. They are not intended to compensate for lack of planning. In rare occasions it may be indicated that...�
	Robust Change Management ensures that business risk is reduced as much as possible whilst ensuring that changes are carried out and implemented in a controlled way. This is done by creating a risk profile for each change that considers likely success ...�
	1.1.4 Configuration Management�

	Configuration Management is designed to ensure the physical infrastructure and components, applications and logical elements of the solution are recorded within the Configuration Management Database (CMDB). The Configuration Items themselves will be a...�
	All Configuration Items that form part of the MCX Dispatcher services, including the services themselves, will be placed under configuration and change control. This means that mechanisms such as configuration validation and audits will be used to ide...�
	Where possible, configuration identification will be automated and manual maintenance of configuration data will be kept to a minimum as to avoid human error and costly inefficiencies. Regular validation and audit of the CMDB will ensure its integrity...�
	1.1.5 Event Management�

	(Schedule 2, p. 38, CRI-SERV-14, p.40, CRI-SERV-22, CRI-SERV-23, CRI-SERV-24)�
	Leonardo’s solution will allow monitoring of system health and performance as a result of Event Management which systematically observes Services and components, recording and reporting changes of state identified as Events. All aspects of Event Manag...�
	The Events will then be correlated and actionable alerts directly sent to the appropriate teams within Leonardo’s organisation. These alerts will also feed into the ESN Service Management System. Typical event types and example actions are listed below:�
	1.1.6 Other Applicable Service Operations Processes�

	(Schedule 2, p.38 CRI-SERV-11, CRI-SERV-13, CRI-SERV-14)�
	1 Not formally part of the Service Management Framework.�
	Table 2 gives an overview of the complete Leonardo Service Management Process framework.�
	Like a number of strategic processes, Relationship Management isn’t formally part of the Leonardo Service Management Framework, as these processes are covered by Leonardo’s wider Business Management System.�
	Relationship is being discharged through business processes at the strategic / account management level by the project team and business functions.�
	At tactical and operational level, the Leonardo Service Delivery manager will seek to develop a close working relationship with the Authority Representative, working together as catalysts, facilitating engagement and fostering collaboration of all rel...�
	A significant amount of processes are not Service Operation processes but have critical operational components. For example, the combination of Configuration Management (controlling and protecting the configuration), Change (controlling modifications ...�

	2 Control Room Interface (CRI) Assurance Service�
	(Schedule 2, p.37, CRI-SERV-8)�
	The Control Room Interface (CRI) Assurance Service will be used by a limited number of Authority users and test and assurance teams. It will be deployed the ESN reference environments (including Model Office), underpinning the ESN CRI Assurance Workst...�
	There will be two phases of service delivery, the initial phase starting with the initial release (MS 1.3) during which a limited service framework applies and the main service phase following Service Commencement (MS 2.6) at which point the same proc...�
	2.1 Initial CRI Assurance Service�
	(Schedule 2, p. 41, CRI-SERV-26, p.51, Diagram C)�
	The CRI Assurance service will initially not follow the full Service Management Framework but will entirely be managed by an agreed Defect Management process. The initial release of the MCX Dispatcher will not be implemented beyond the US Supplier’s S...�
	All tickets will be recorded in the Authority’s Defect Management System and follow previously agreed workflows implemented within the tool. As a result, there will be no separation between incident and problem records.�
	The exact roles have to be agreed but it is expected that updates to Authority systems will be performed by Authority personnel. Defects might be raised by Authority nominated testers or identified by Leonardo’s event management or technical teams.�
	Where root cause analysis identifies the root cause of a defect to be a software defect, these will be replicated using data that has been obfuscated following a process agreed with the Authority and escalated to the development teams in Italy.�
	2.2 CRI Assurance Service�
	As the CRI Assurance is used by a limited number of Authority users and test and assurance teams, there will be continued need to record defects in the Authority’s Defect Management system. However, as the solution at this point also supports the ‘liv...�
	A key difference between the CRI Assurance Service and the ‘live service’ is, that the authority end users will be contacting the Leonardo service desk directly and therefore need to be able to triage tickets before logging them with Leonardo. Due to ...�
	The service will require the same technical expertise within the support teams as the UO CR Transition & Operational Service, however, the end users will contact the Leonardo Service Desk directly. The service hours are limited to Authority working ho...�
	2.2.1 Service Incident Management�

	Following the initial deployment, Service Incidents – degradation or disruption of the service - relating to the CRI Service will either be reported by Leonardo technical personnel, as a result of Event Management or by authorised users from the Autho...�
	As the CRI Assurance Service underpins the ESN CRI Assurance Workstream, the MCX dispatcher is pointed at environments run by the US Supplier. Incidents may appear to users as if they were related to the ESN User Services and tickets would accordingly...�
	2.2.2 Problem Management�

	Problems identified in the CRI Assurance Service will be recorded in Leonardo’s Jira Service Management tool and reported accordingly. The Leonardo Problem Management process applies but there will be more active feedback to support Authority Defect M...�
	Problems, like incidents, may require collaboration across multiple disciplines and where indicated, Swarm teams will be pulled together to investigate complex or chaotic scenarios.�
	If during the Problem Control phase (see section 1.1.2.), a software defect is identified, the defect is raised with the development team in Italy in the same way described for the initial CRI Assurance Service phase. The problem record will be linked...�
	2.2.3 Defect Management�

	(Schedule 2, p.42, CRI-AVIL-6; p. 41, CRI-SERV-26, p.51, Diagram C)�
	Defect Management will be aligned to the Dispatcher Release Policy and Release & Deployment Management processes as well as the Authority’s ESN Defect Management Strategy.�
	Where a problem investigation identifies the root cause of an incident to be a software defect, it’s severity will be established in collaboration with the authority as part of the backlog management and handled in accordance with the agreed bug fix t...�
	Software defects will be resolved by the development team in Italy. The issue will be replicated and escalated to the development team in Italy, using an obfuscation model agreed with the Authority.�
	2.2.4 Severity Escalation�

	The CRI Assurance Service is not deemed critical enough to warrant any incidents to reach formal Major Incident Status, however similar escalations procedures will apply, for example when incident resolutions exceed expected turnaround times for respo...�
	However, since the CRI Assurance Service will be delivered from the same platform as the production services, during the In-Life phase of the UO CR Transition & Operational Service most Major Incident use cases affecting the production service will al...�
	2.2.5 Change Management�

	Leonardo will work closely with the Authority on defining scope, Change Classification, the composition of the CAB and the different levels of Change Authorisation for the CRI Assurance Service. Changes for the CRI Assurance Service are de-risked by t...�
	2.2.6 Configuration Management�

	The main difference between Configuration Management for the CRI service and UO CR Transition & Operational Service will be the integration of configuration information with the US suppliers Configuration Management System. For the CRI Service the exa...�
	Configuration data will be held in the CMDB which is part of the Leonardo Jira SM ITSM tool.�
	2.2.7 Event Management�

	The MCX Dispatcher Server deployment for the CRI service will provide the same Monitoring and Event Management capability as the In-Life production environment for the UO CR Transition & Operational Service. The key difference will be that the event l...�
	2.2.8 Other Applicable Service Operations Processes�

	Processes required for the CRI Service are not limited to Service Operation, especially since this service will see a lot more product evolution than the ‘live service’. Details will be agreed with the Authority as part of Service Design, but it is ex...�

	3 UO CR Transition & Operational Service�
	(Schedule 2, p.36, CRI-SERV-12; p38, CRI-SERV-19; p.41, CRI-SERV-26)�
	3.1 Incident Management�
	Following the initial deployment, Service Incidents relating to the UO CR Transition & Operational Service use cases for raising incident tickets include, but are not limited to the following:�
	3.1.1 Severity Escalation�

	It is expected that any escalation procedures are initiated by the US Supplier and Leonardo will work with the US Supplier to establish the exact requirements for integration. This includes in particular Major Incidents as well as Operational Incident...�
	Should an incident require the invocation of the Major Incident procedures, Leonardo SMEs will participate in the US Supplier’s Swarm team as required - Swarming is a technique to more effectively resolve complex and chaotic issues, typically requirin...�
	Where it is deemed necessary to involve Leonardo’s development team in Italy, e.g. because of a suspected SW Defect, the incidents will be replicated on supplier systems, obfuscating any sensitive information in a process agreed with the Authority. Th...�
	Leonardo also provides formal escalation routes, for example to deal with failure to meet incident or request response time targets or in case of technical issues in the E-bond between US Supplier and Supplier ITSM tooling.�
	3.2 Problem Management�
	Leonardo will work closely with the US Supplier on the management of Problems. For the US Supplier to effectively discharge its ESN Service Desk and other Service Integration responsibilities, it is essential that Know Errors for the MCX Dispatcher UO...�
	3.3 Change Management�
	All Configuration Items involved in the delivery of the UO CR Transition & Operational Service will be subject to configuration and change control that needs to be integrated with the wider ESN Service Framework. Change Management integration is compl...�
	3.4 Configuration Management�
	Leonardo’s configuration management for the UO CR Transition & Operational Service will be fully integrated with the US Supplier’s Configuration Management to enable their successful integration of all ESN services and suppliers. Whether this CMDB is ...�
	3.5 Event Management�
	Leonardo’s Event Management will be fully integrated with the US Supplier’s Service Management System. Events will be correlated into actionable alerts before being sent to the US Supplier’s ESN Service Management System as well as Leonardo’s own ITSM...�
	24-hour protective monitoring of the MCX Dispatcher solution will be provided by the Leonardo SOC. Security Event Management will be underpinned by a robust Security Incident Response plan., Integration with the US Supplier is paramount as they will m...�
	3.6 Operational Incident Management and Operational Event Management�
	Operational Incidents are understood to be unexpected events that require the support of one or more User organisations, for example an accident requiring police assistance. Operational events are planned events that are supported by one or more user ...�
	Operational Incidents will be coordinated in collaboration with the US Supplier, in particular in the event of a Major Operational Incident. In line with the respective incident response plans, resources may be withdrawn from other activities to focus...�
	Operational Events, in particular Major Operational Events, will equally be coordinated in collaboration with the US Supplier, the difference to incidents being that these Events can be planned and appropriate plans put in place to mitigate any risk t...�
	3.7 Other Applicable Service Operations Processes�
	All processes, not just Service Operation Processes within Leonardo’s Service Management Framework will require a level of integration with the wider ESN Service Management Framework, including but not limited to the following scenarios:�
	The full set of processes in Leonardo’s Service Management Framework relevant to the MCX Dispatcher Services in general and the UO CR Transition & Operational Service in particular are show in Figure 9.�
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	Contents�
	Definitions & Abbreviations�
	Question�
	Describe in detail your approach to On‐boarding and off‐boarding User Organisations during the User Organisation Transition service delivery.�
	The response must include the following as a minimum:�
	1) Any Authority dependencies/interfaces�
	2) Any User Organisations dependencies/interface�
	3) The process flow and a description for On‐Boarding and Off‐ Boarding, User Organisations.�
	4) On Boarding ‐ Summary work package timeline, process flow and description from initial request to individual User Organisation operational Dispatcher�
	5) Off Boarding ‐ Summary work package timeline, process flow and description from initial request to individual User Organisation operational Dispatcher disconnected�

	Negotiation Points on the Tracker:�
	1 Introduction�
	The UO CR Transition & Operational Service (‘live service’) enables the Transition of User Organisations (UOs) from TETRA/Airwave to the new ESN Service by enabling control rooms to engage with users in the field from organisations that are already us...�
	Leonardo therefore proposes that the MCX Dispatcher onboarding activities need to be integrated into the overall ESN User Services Transition Plan which will be orchestrated by the Authority and managed by the User Services Supplier (US Supplier).�
	This will bring a number of advantages, including but not limited to:�
	Embedding Leonardo in a joint Transition Plan early on seems a suitable approach to help derisk Transition and demonstrate a professional joined up “one team” approach to UOs and end users.�
	Post contract award, Leonardo will work with the Authority and the US Supplier to integrate the required development activities into the Transition plan.�
	Leonardo have a set of defined activities and dependencies throughout the Transition phase, which will be required for our on-boarding of users into the system.�
	Leonardo ISO44001�

	Leonardo aligning Dispatcher on-boarding with the Lot 2 US Suppliers Transition of User Organisations from the existing TETRA/Airwave to the MCX Digital platform will require the cooperation of all the parties involved.  Leonardo is an ambassador for ...�
	ISO44001 is an international standard for collaborative business relationship management. It provides a framework and guidance for organisations to establish, develop, and manage effective collaborative relationships with other organisations. The stan...�
	Leonardo is a subject-matter-expert on collaboration, specifically ISO 44001. As ambassadors for the Institute of Collaborative Working (ICW), Leonardo have worked extensively on collaborative training and best practice. Leonardo has been able to matu...�

	2 Authority Dependencies/Interfaces�
	The roll-out of the Dispatcher will consequently form part of the overall orchestration integration with the roll out activities performed by the US Supplier. Where the US Supplier migrates a user organisation to ESN, it’s the User Organisations that ...�
	Leonardo will require the Authority to facilitate early engagement with the US Supplier and any other ESN Suppliers as required, ensuring joined up transition planning and task coordination. The table below provides and overview of the dependencies. T...�

	3 User Organisations Dependencies/Interfaces�
	It is the role of the US Provider to engage with the User Organisations representatives. Leonardo can support this activity by providing�
	 Training materials delivered as agreed with the Authority.�
	 Provide a list of configuration activities that will have to be performed at UO site�
	 Provide a list of information that will be required by Leonardo to discharge its setup and support responsibilities.�
	Subject to detail design discussion, it may be necessary to support the US supplier with on site visits.�
	The dependencies on the UOs include:�
	As depicted in Figure 1, the Leonardo Dispatcher solution is based on Servers hosting the UO Dispatcher capabilities in an AWS data Centre with connectivity to the servers via a WorkSpaces secure Browser on a User’s Terminal.  Multiple Terminals can b...�
	With this approach there is a dependency on the UO configure existing End Point Devices / computers and networks which have network connectivity to the ESN WAN and therefore connect to the ESN Dispatcher Servers.�
	The Use of peripherals such as headsets, PTT buttons etc will need to be discussed and details of the devices used will be collected.  As part of the Implementation process these devices will have to be tested and certified for use in the solution.  W...�
	Table 2 summarises the following dependencies that the Supplier has identified at this stage on the UOs:�

	4 Process Flow: On‐Boarding & Off‐ Boarding User Organisations�
	4.1 Process Flow�
	The following sections describe the on-boarding and Off-boarding process flows.  The key to the success of the process is working closely with the Authority and the US Supplier to ensure the initial technical on-boarding aspects of the UOs are fully u...�
	Once the UO has been technically setup to connect to the Dispatcher, the process for adding, moving and removing Dispatcher users is easily achieved.  It is noted that there is a dependency on Users being MCX Users to simplify the Authentication of Us...�
	The on-boarding of the very first UO will require particular attention to detail on the dependencies:�
	 The integration of the Leonardo Dispatcher Service Management framework and tooling with the ESN Service Management framework and the US Supplier’s ESN Service Management toolset.�
	 The completion of the UO 3ES Normal User training solution E-Learning Package, 3ES Maintenance Users and Super Users.�
	 The overall solution has completed the 5 stages of ESN testing and passed First Office Approval.�
	4.1.1 Process Flow�

	The following depicts and explains the process flow of on-boarding the initial UO. The schedule should have been already agreed between all stakeholders, the trigger will be the confirmation that on-boarding of the organisation can commence. This proc...�
	This process is a simplified summary of all activities that will be required to onboard organisations. The on-boarding of an organisation is a change to the service and requires the according Service Transition activities. The initial request will res...�
	Requests for UO on-boarding and the required resourcing will be part of that same change assessment. Since the on-boarding request will be issued well in advance of the actual activities, it is expected that any issues arising from scheduling conflict...�

	5 Off‐Boarding�
	5.1.1 Process Flow�
	The off-boarding of UOs will be undertaken in accordance with the scheduling from the Authority/ MCX US supplier.�
	This will effectively remove the UO from the use of the MCX Dispatcher solution and ensure that any Network paths are disabled. The following Flow chart describes the Process flow from initial request for off-boarding of an individual User Organisation.�
	Just like the on-boarding of a UO, off-boarding of a UO follows the Change Process and equivalent audit trails of Change records, CIs and Release Records will be generated.�
	All aspects of data retention in case of offboarding will be handled in line with requirements and the relevant HO policies which need to be provided during Design phase 1.�
	This includes considerations such as:�
	The Leonardo Baseline Security Standard requires compliance with the Authority’s Data retention requirements in order to pass assurance, aligning to the Authority’s cybersecurity and data governance policies.�
	The removal of the MCX Users will be undertaken by the User Organisation either changing the MCX Profile to not be an MCX Dispatcher User or closing the MCX User Account within the MCX US system.�
	It is recommended that Users are not closed out of the system until at least 24hrs after their final usage of the system to ensure that all data recordings have expired and have been transferred into the Authorities Recording system.�

	6 Summary Work Package Timeline On-Boarding�
	The On-Boarding process will be developed and documented in detail as part of the initial documentation and process development of the program, and will be reviewed and refined until transition.�
	This will include clear process and implementation documents for all aspects of On-boarding and Off-boarding. The timeline for On-boarding will be driven by the completion of the Transition of an organisation from Airwave to MCX, so we have not produc...�
	The On-boarding of the UO and the Users associated with the On-boarding will be undertaken in 2 key phases. The initial Phase will be establishing a detailed plan with the US Supplier and the Authority. This will inform Leonardo of timelines and allow...�
	6.1 Summary Work Package Timeline Off-Boarding�
	The Off-Boarding process will be refined with Leonardo the Authority and UO During the initial phase of the program with the first off-boarding to begin around�
	This will include clear process and implementation documents for all aspects of On-boarding and Off-boarding. The timeline for On-boarding will be driven by the completion of the Transition of an organisation from Airwave to MCX, so we have not produc...�
	6.2 On‐Boarding and Off-Boarding Timing Line and Resource�
	Leonardo have reviewed the requirements for the On-Boarding and Off-Boarding of User Organisations and has deployed the following resource in the table below. The Required timeline Leonardo anticipates the resource required from Leonardo to deliver th...�
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	Contents�
	Definitions & Abbreviations�
	Question�
	Describe the approach that you will use to measure and manage the service availability and how you intend to report on them.�
	The response must address the following:�
	1) The interface and/or process with other vendors' tools (for any onwards reporting)�
	2) How you would interface with other Suppliers processes (for continuity of service availability measures)�
	3) How you will report for both format and frequency (for analysis and reviews)�
	4)  Describe your service delivery organisation and their stakeholder responsibilities that will deploy and support the MCX Dispatcher services�

	Negotiation Points on the Tracker�
	1 Interfacing with Other Vendors’ Tools�
	As shown in Figure 1, the monitoring infrastructure uses a combination of AWS Health and AWS CloudWatch as the platform resource and application monitoring in real time, to collect and track metrics throughout the system. AWS CloudWatch directly feeds...�
	AWS CloudWatch is used to access logs stored in the Central Log Collector (CLC) in order to search, visualise, and explore log data, allowing a monitoring operator to quickly identify and troubleshoot issues, monitor system performance, and gain insig...�
	With these tools, Leonardo specialists will be able to directly monitor MCX Dispatcher solution behaviour, for example in support of Major Operational Events or Operational Incidents.�
	As indicated in Figure 2, all events will be correlated, and actionable alerts will be directly passed through to the US Supplier’s ESN Service Management tool. The US Supplier’s ITSM tool will be directly linked to Leonardo’s Jira Service Management ...�
	The key will be to ensure that appropriate action is taken without delay, that situations are appropriately documented, and that reporting will reflect what actually happened. For example, the Leonardo solution will automatically send alerts to Leonar...�

	2 Interfacing with Other Suppliers Processes�
	(Schedule 2, p. 38, CRI-SERV-17, p. 40 CRI-SERV-22, 23, 24; p. 39, CRI-SERV-25)�
	Leonardo regularly works on Defence projects where we integrate our equipment onto platforms delivered by other providers, working collaboratively with organisations like BAE, Rolls Royce or MBDA to ensure the availability of the end to end service. L...�
	Availability Management: End user experience of the MCX Dispatcher service is intrinsically linked to the availability of the wider ESN Service. Leonardo will work with the US Service Supplier and the Authority to identify all touchpoints that will re...�
	Service Reporting and Service Level Management: Availability measurement needs to reflect the end user experience. When an end user cannot use the MCX Dispatcher Service, the issue may actually be with parts of the end to end ESN Service provision. KP...�
	Event Management: Integrated Event Management will allow the US Service Provider as the Service Integrator to obtain a complete picture of the health of the service from an end user perspective. They will act as communication interface while allowing ...�
	Incident Management and Request Management: Both, Incident Management and Request Management will be integrated with the US Supplier as their Service Desk provides the interface to the User Organisations. All Service Requests will be logged via the US...�
	Problem Management: In complex environments such as the ESN service, Problem investigation often requires a multidisciplinary skillset. Integrating and aligning the Problem Management process with the wider ESN Service Framework led by the US Supplier...�
	Change Management: In complex service environments with a lot of different stakeholders it can be difficult to assess the impact of a change on all parts of the solution. Integrating Leonardo’s Change Process with the ESN Service Framework will ensure...�
	Service Asset and Configuration Management: Configuration Management provides critical information about CIs and their relationship with each other to all other processes thus supporting the overall service quality and availability of the MCX Dispatch...�
	Release Management, Deployment Management and Validation and Testing: Releases are bundles of changes and the way these are tested and deployed influences the risk these changes pose to the production environments. The MCX Dispatcher service isn’t sta...�
	Capacity Management: A critical risk to the availability of the MCX Dispatcher solution from an end user perspective are performance bottlenecks, not just of the MCX Dispatcher solution itself but also of the end to end solution. Alignment of this pro...�
	IT Service Continuity Management (ITSCM): Not all situations affecting availability are localised technology issues but could relate to larger geographical issues, such as the unavailability of a data centre or site or even the inability of staff to a...�
	Security Management: The integration of the service model and the connections and information sharing between the MCX Dispatcher and the wider ESN solutions will require that Security Management aspects are integrated. As a minimum, the US supplier as...�
	Another aspect is Access Management Access to any part of the solution is managed through the Request Fulfilment, Change and Access Management processes. Access Management will be security assured and signed off by the Authority. Security and Access M...�

	3 Reporting�
	(Schedule 2, p. 37, CRI-SERV-15; p.38, CRI-SERV-21)�
	Performance measures for the MCX Dispatcher solution will feed both, into the overall ESN Performance Management Framework integrated by the US Supplier as well as Leonardo’s own performance monitoring.�
	The Leonardo Service Delivery Manager will manage performance and ensure that it is reported in two ways. A monthly Performance Monitoring Report as well as a Balanced Scorecard Report which will be presented as a Dashboard in line with the requiremen...�
	Both reports will be issued on the 10th working day of each month following the service period, but the Balanced Score Card Dashboard will present system performance data month to date during the service period. The reports will be available online fo...�
	3.1  Performance Monitoring Report�
	The performance monitoring report will have the following format to be agreed and finalised with the authority in line with the requirements highlighted in Schedule 3, Part B, Section 1.2 (1.2.1 – 1.2.19).�
	Once agreed, the format of the report is placed under change control. Organisations and individuals expend effort on what they are measured on; if the wrong things are measured, focus will be placed on activities that don’t add value. The reporting fr...�
	3.2  Balanced Scorecard Report�
	At the start of the following Service Period, the real time dashboard will be reset and revert to represent monthly performance to date and real time performance, data from the reporting period just ended will be made available to the Authority’s Seni...�
	Once agreed, the format of the report is placed under change control. The reporting framework is subject to at least annual review or when feedback from the Authority SRO and other interested Stakeholders indicates that the framework does not reflect ...�
	3.3 Performance Review Meetings�
	Leonardo will schedule monthly Performance Review Meetings at a location agreed with the Authority within five Working Days of the Performance Monitoring Report and the Balanced Scorecard Report being issued. This allows the Authority Representative t...�
	The meetings will as a minimum be attended by Leonardo Representative and the Authority Representative with the following agenda items:�
	The Performance Review Meetings will follow a collaborative approach where the Authority Representative and Leonardo Representative will aim to optimise the Service Performance for User Organisations as well as CRI Assurance Service users and test teams.�
	In that spirit, following the Review Meeting, Leonardo will respond to any additional questions or requests for information relating to KPI failures or non-compliance with other requirements within five working days, unless otherwise agreed with the A...�

	4 Service Delivery Organisation & Stakeholder Responsibilities�
	Project resources will engage with the Authority, the US Supplier and other stakeholders as part of rollout planning and Service Transitions. The Authority will own and orchestrate the overall roll-out schedule while UO engagements will be managed by ...�
	Leonardo’s Integrated Project Team (IPT) will be key in delivering the initial phase of the CRI Assurance Service, coordinating test activities and being closely engaged in the Defect Management Process.�
	Apart from individual deployments to UOs, this group of people will continue to work on product evolution and deal with Releases Management and Deployment Management. Operational Management and Support will be owned by the Service Management Function....�
	The IPT lead and the SMOC and Shared Services Lead report to the Senior Leadership Team in line with the governance processes described in the Business Management System (BMS). The roles and their contribution are detailed in Table 1.�
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	Leonardo ITN Social Value Q27�
	Contents�
	Definitions & Abbreviations�
	Question�
	Describe the commitment your organisation will make to ensure that opportunities under the contract deliver the Policy Outcome of Increasing Supply chain Resilience and Capacity. Bidders are asked to provide and demonstrate your understanding of oppor...�
	Your response should include;�
	1) Your ‘Method Statement’, stating how you achieve this and how you will demonstrate this commitment through use of metrics including:  Supply chain performance reporting, including secondment and volunteering opportunities, no. of engagement and tra...�
	2) A timed project plan and process, including how you will implement your commitment and by when. Also, how you will monitor, measure and report on your commitments/the impact of your proposals. Your response can include but is not be limited to: a t...�

	1 Our Commitment�
	Increasing Supply Chain Resilience and Capacity is part of our DNA. The work we do in the UK is powered by a supply chain made up of 78% SMEs and is an exemplar because we’ve created a safe and collaborative ecosystem for these suppliers to co-innovat...�
	We are committed to creating demonstrable positive impacts for supply chain and stakeholders as we deliver this project, focused on collaboration, strong relationships and co-delivered results. Our specific commitments are summarised below and explore...�
	To us a resilient supply chain is one that feels confident and supported to weather unexpected change, and increasing our supply chain’s capacity centres on building skills and resources to specialise, diversify or grow. To ensure we have the right in...�
	1.1 Commitment Summary*�
	*Detail for each of these commitments can be found in our method statement�

	2 Method Statement�
	We’ve structured the method statement and mapped our commitments against the headings outlined in the tender question to demonstrate alignment to your requirements (Supply chain performance reporting, including secondment and volunteering opportunitie...�
	2.1 Supply Chain Performance Monitoring:�
	Our Procurement Strategy outlines how we engage with, and performance manage our network of suppliers against core requirements such as our Modern Slavery Policy, Supplier Code of Conduct and our Code of Ethics. These are the baseline expectations we ...�
	Our commitments centre on a suite of added value expectations of our team and the supply chain for this project, e.g. committing to attending a minimum amount of training/ upskilling; committing to their staff volunteering time to support charities.�
	Commitment 1: Charter - Metric: Charter in place for signing by contract award�

	Our procurement team will ensure the following: awareness of the charter is raised at EOI or market engagement stage of any tenders; signing the charter is pass/ fail element of scoring; the signing of the charter includes an agreement to make time an...�
	2.1.1 Volunteering and Secondment Opportunities�
	Commitment 2: Volunteering – Metric: 4 hours of volunteering completed per quarter�


	To manage how volunteering and secondment opportunities are communicated and fulfilled we will grant access to a ‘Collaborative Working Environment (CWE) which will include details of opportunities to book on to, resources and guidance. The CWE will b...�
	2.1.2 Number of Engagement and Training Sessions�
	Commitment 3: Attend workshops – Metric: 1 workshop for 10 attendees per year�


	Leonardos experience working with its supply chain has given valuable insight of the difficulties faced by them. These include being paid on time; gaining Cyber Essentials accreditation to be allowed to bid for work; business finances and tax; disabil...�
	In the last 12 months we have helped 10 SMEs improve their cyber posture through offering our Supply Chain Security assurance service which helps build the cyber resilience of SMEs. For MCXD we are offering 1 full day workshop a year, aimed at trainin...�
	Our STEMlab initiative created a suite of online video lessons for learners that was accessed through a virtual classroom. Used by over 1,600 teachers across 1,200 schools it has involved tens of thousands of students, enabling them to access multimed...�
	2.1.3 Commitment to Collaborative, Fair and Responsible Working�
	Commitment 4: Funding freelance – Metric: 1 training course funded and completed�


	The School for Social Entrepreneurs is one of the most successful support organisations for startup social businesses. They offer high quality courses throughout the year to help build resilience and capability in new start-ups. We will fund courses f...�
	Commitment 5: Culture working group – Metric: 1 meeting per year�

	As ambassadors for the Institute of Collaborative Working (ICW), Leonardo have worked extensively on collaborative training and best practice. Leonardo has been able to mature collaborative leaders that are deployed across, and embedded within, the bu...�
	We chair the Institute for Collaborative Working’s ‘Collaborative Behaviours and Challenges’ Special Interest Group.�
	Commitment 6: Demonstrating behaviours – Metric: 1 workshop per year�

	Form 1 are a leading organisation to unlock competitive advantage for SMEs through B2B connections. We’ll progress our conversations with representatives from Form1 to establish an initiative we can deliver with them to develop a software development ...�
	Since the start of 2021 we’ve led and established collaborative arrangements with three large UK defence companies to build a strong foundation, shared processes and a coherent team and SME eco system to address skills and enhance project delivery in ...�

	3 Timed Action Plan & Process�
	3.1 How we will implement and when�
	3.2 Monitoring, Measurement and Reporting on Commitments/Impact:�
	At project start, we will designate a Social Value (SV) Champion within the team to drive and coordinate SV initiatives across all MACs throughout delivery. Our SV Champion (SVC) will establish a forum to develop and own SV plans and activities.�
	Prior to project start, we will brief our MCXD delivery team on how we plan to collaborate throughout the supply chain and take a fair and responsible approach to working with supply chain partners in delivery of the project. Any supply chain will be ...�
	3.2.1 Tools/Processes to Gather Data,�

	Our approach to data capture and reporting uses a variety of processes and tools as well as meetings. All committed SV meetings, training and workshops will be planned as reportable milestones with attendance captured and reported. We will survey our ...�
	3.2.2 Reporting�

	The SV metrics listed will be incorporated into our standard Project Performance Reporting Pack (PPRP) for subsequent senior management review. This highlight report will include key facts and figures related to Social Value performance. We’ll combine...�
	3.2.3 Feedback, Improvement & Transparency�

	By reporting the SV metrics to our management team through monthly Project Performance reviews, feedback on the project’s progress against these measures can be sought as well as receiving exposure to related business-wide initiatives to foster a cont...�
	The SV champion (SVC) will meet regularly with the Leonardo Corporate lead for Social Value.  The sessions will highlight successes and lessons learnt from delivery across Leonardo, openly and present the strategy for the following years. The SVC will...�
	We will be fully transparent in communicating progress against our social value initiatives with the Authority. Performance sharing will be conducted in the Annual Management meeting where a full report on SV will be shared with the Home Office. Our c...�
	In addition to statutory reporting obligations, as an employer with greater than 250 employees, we publish our annual gender pay gap reports on our intranet to ensure transparency of data.�


	Leonardo ITN Social Value Q28�
	Contents�
	Definitions & Abbreviations�
	Question�
	Describe the commitment your organisation will make to ensure that opportunities under the contract deliver the Policy Outcome preventing domestic violence and supporting individuals that have been or are affected by domestic violence (MAC 7.3).�
	Your response should include effective measures to deliver all the following benefits through the contract:�
	1) Your ‘Method Statement’, stating how you will achieve this and how your commitment meets the Award Criteria�
	2) A timed project plan and process, including how you will implement your commitment and by when. Also, how you will monitor, measure and report on your commitments/the impact of your proposals. You should include but not be limited to: a timed actio...�
	3) Reference your understanding of the complex issues and needs of victims experiencing domestic abuse and survivors of domestic abuse in relation to how their workplace can support them.�
	4) Reference and evidence of robust policies to reflect understanding of domestic abuse complexities and support provided to the workforce by the employer with reference to the Public Health England Business in the Community Domestic Abuse Employer To...�
	5) Sign up to the Employers Domestic Abuse Covenant and/or become a member of Employers' Initiative on Domestic Abuse (https://www.eida.org.uk/role‐employer) in order to prove commitment to supporting victims of domestic abuse and pledge to raise awar...�

	1 Our Commitment�
	Providing workplace support for the victims and survivors of domestic violence, as well as the friends and family of those affected, is an important part of how we look after our people at Leonardo. We know that COVID-19, and the changes to the physic...�
	Leonardo became a corporate partner of SSAFA this year, providing support to SSAFA programmes that address the specific needs of the families of serving and retired members of the Armed Forces, in order to increase their wellbeing and ability to thriv...�
	1.1 Commitment Summary*�
	Our commitments for this project focus on what we can do both inside and outside of the workplace.�
	For the Workforce�
	For Communities�


	2 Method Statement�
	We are open about being at the beginning of our journey on the topic of Domestic Violence but are evolving our approach at pace. Being signatories of EDAC and members of EIDA has provided us with a wealth of direction and structure that we are embeddi...�
	Commitment 1: Safe leave and flexible work – available to 100% of staff�
	As we develop the specifics of our policy this year, one thing we’ll ensure is in place for this contract is the offer of both safe leave and flexible working for those that are victims of domestic violence.�
	The flexible working element will be available for those that are also supporting a victim in their life (family or friend). Flexible working is a statutory requirement and is something we offer all staff when they commence work with us. HR will work ...�
	The time commitment that someone needs to give once they have reported that they are a victim of domestic abuse can be substantial. Appointments to meet with legal, health and advisory professionals, as well as arranging alternative options for financ...�
	Commitment 2: Accessible toolkits – 2 new toolkits created each year�
	The creation of toolkits for the workforce involves content that is general to everyone in the organisation, and additional elements that are discipline and management level specific. We also ensure that guidance is provided in accessible formats that...�
	Commitment 3: Upskilling – 4 new sessions developed and delivered every 2 years�
	Upskilling is different to the toolkit development in commitment 2. It is focussed on creating a consistent baseline of understanding about Domestic Violence across the business, myth busting about the topic, showcasing where internal systems host fol...�
	We have 2 main mechanisms for learning in the business, our lunch and learn sessions (open to all staff) and Leadership forums (that reach over 800 people). During this contract we will develop 8 new sessions for these forums, covering topics that ali...�
	We’ll work with EIDA to create some specific HR/Social Value and Occupational Health team content where these roles may need to deep dive into the topic more e.g. risk assessment content to understand how to keep someone safe coming into work, at work...�
	In September we delivered 4 learning sessions on inclusivity topics: Equalise x Ethnicity – ‘If you can see it, you can be it’ (Monday 23 September 12:30); Business Disability Forum – ‘Let’s Talk Neurodivergence’ (Tuesday 24 September 13.30); I&D x Su...�
	Commitment 4: Support for domestic violence recognition events – 3 annual events supported each year�
	Joining in with national and international events can bring to life our efforts for supporting particular groups. It also allows us to connect with stakeholders and clients and collaborate on content creation for events and how to best showcase the to...�
	We have supported International Women’s Day, World Menopause Day, Women’s Health Month and Men’s Health Month for the last 3 years, running companywide campaigns and calls to action across all job disciplines and management levels.�
	Commitment 5: Knowledge sharing with VCSEs – 20hrs per year of support�
	In line with the EIDA and government guidance, we are not trying to become experts on the topic of Domestic Violence, we will need an evolving number of partners to provide that expertise for us as policies develop. We also recognise that the VCSEs th...�
	We’ve identified that the following may be suitable for support but will work with the Home Office team to shortlist a group of VCSEs for this offer: Cassandra centre; Ashiana Project; Respect – Men’s Advice Line; DeafHope; The Survivors Trust; Surviv...�

	3 Timed Project Plan�
	The commitments Leonardo has made are a combination of those that are measured more qualitatively (i.e. is the new policy element in place and by when?) and quantitatively (how many hours of support were carried out). Our data capture and monitoring a...�
	3.1 How we’ll implement and when�
	3.2 Monitoring, measuring and reporting on commitments and their impact�
	Understanding and reporting on our impact for this subject matter will be a collaboration across teams (HR, People Health+Wellbeing, Social Value, and Occupational Health). These different departments will track and share both qualitative and quantita...�
	In the early stages of the project, representatives from these departments will meet and agree who owns the overall report, how data will be fed in by each department and by when, what systems will be accessed for data and where output and outcome dat...�
	The SV metrics listed will be incorporated into our standard Project Performance Reporting Pack (PPRP) for subsequent senior management review. This highlight report will include key facts and figures related to Social Value performance. We’ll combine...�
	By reporting the SV metrics to our management team through monthly Project Performance reviews, feedback on the project’s progress against these measures can be sought as well as receiving exposure to related business-wide initiatives to foster a cont...�

	4 Supporting Victims of Domestic Abuse & the Public Health England Business in the Community Domestic Abuse Employer Toolkit�
	Creating accessible policies, guidance, upskilling and practical support on the subject of Domestic Violence can be as complex as the subject itself, it’s our job to demystify it and make sure our people are confident and comfortable talking about and...�
	Leonardo has made information relating to Domestic Violence as accessible as possible for our workforce. We’ve not taken a blanket approach that ‘providing a standalone policy document’ on sensitive subjects is enough to keep people feeling informed a...�
	Our intranet is well used across the business, and hosts our guidance, upskilling and signposting relating to Domestic Violence. It is accessed multiple times a day by most staff and comes with an advanced search function that allows people to find sp...�
	Our commitments for this project in the sections above have outlined our plans for developing toolkits, upskilling and on demand content for our workforce and stakeholders, which is reflective of our understanding of the complexity of the subject matt...�
	We also understand that work on this subject matter is never complete, so we are planning for our next steps and focus areas for 2025/2026, including�

	5 Employers Domestic Abuse Covenant�
	We became signatories of the Employers Domestic Abuse Covenant (EDAC) and members of Employers Initiative on Domestic Abuse (EIDA) in July 2024 to demonstrate our developing and ongoing commitment to supporting the workforce and stakeholders on this t...�
	Our membership with EIDA will focus on creating more content to inform and upskill the workforce this year, as we find the most sustainable way to utilise their expertise to shape our policy, strategy and workforce support networks. We can see that th...�


	Leonardo ITN Social Value Q29�
	Contents�
	Definitions & Abbreviations�
	Question�
	Describe the commitment your organisation will make to ensure that opportunities under the contract deliver the Policy Outcome of Tackling inequality in the contract workforce (MAC 6.1).�
	Your response should include activities that demonstrate and describe the Bidders existing or planned:�
	1) Your ‘Method Statement’, stating how you will achieve this and how your commitment meets the Award Criteria, and use of metrics including: Total percentage of full-time equivalent (FTE) people from groups under-represented in the workforce employed...�
	2) A timed project plan and process, including how you will implement your commitment and by when. Also, how you will monitor, measure and report on your commitments/the impact of your proposals. You should include but not be limited to: timed action ...�
	3) Reference your understanding of the issues affecting inequality in employment, skills and pay in the market, industry or sector relevant to the contract, and in the tenderer’s own organisation and those of its key sub‐contractors.�
	4) Reference and evidence measures to tackle inequality in employment, skills and pay in the contract workforce.�

	1 Our Commitment�
	Tackling inequality is a golden thread that weaves through how we deliver contracts for our clients, and our overarching Social Value Plan for this project. We’ve been developing our approaches to creating a Just, Equitable, Diverse and Inclusive busi...�
	In 2018, the Leonardo People strategy was enhanced and evolves annually to recognise the value and long term impact of investing in inclusion and diversity. At Leonardo, we are strongly committed to supporting all of our people and, as society and the...�
	Our I&D activities are steered by Senior sponsorship, keeping close to external trends and listening to and learning from colleagues through our seven employee networks, along with employee feedback captured from within our Glint engagement tool – an ...�
	Commitment Summary�

	2 Method Statement�
	We’ve provided below, an overview of how we’ll create the opportunities for each commitment. To engage our MCXD team, supply chain and local stakeholders, our Social Value Champion / Co-ordinator will signpost to our online tools and portals via the M...�
	Commitment 1: Charter – Metric: 100% of workforce signing the charter�
	In the first 4 weeks of the project the MCXD team will be empowered to decide how they work most productively and agree their Team Charter to outline:�
	Commitment 2: Reciprocal Mentoring – Metric: 2 members of staff completing minimum 6 months of sessions�
	Developing skills and broadening inclusivity understanding does not solely come from the formal training we offer, it is teamed with human to human learning too. Reciprocal mentoring pairs people together that are from different management levels but ...�
	We have a mentoring relationship with the Association of Black and Minority Ethnic Engineers (AFBE) which matches our ethnically diverse colleagues to mentors who are also members of AFBE. 3 senior leaders have joined so far.�
	Commitment 3: Inclusion network guidance sessions: Metric – 10 hours of staff time per year delivering sessions�
	Our 7 inclusion groups (Enable, Ethnicity Inclusion, Pride, Armed Forces, Equalise, Wellbeing, Carers) create safe environments in the business to tackle issues relating to particular protected characteristics. We understand that setting up new networ...�
	Commitment 4: Upskilling decision makers – Metric: 100% of staff trained�
	This commitment is about doing all we can to ensure that people feel supported to sustain their employment with us because there is an inclusive environment around them in the team. Unconscious bias and lack of appreciation of inclusivity complexities...�
	Commitment 5: Inclusive recruitment – Metric: 100% of recruitments demonstrating inclusive practice�
	Leonardo has created and delivered a bespoke inclusion training module to hundreds of colleagues, most recently delivering 12 sessions in Summer 2023. All hiring managers will be mandated to complete the inclusive recruitment training module when adve...�
	EnableWorks, a disability charity in Scotland has also audited our recruitment process to assess disability inclusion. EnableWorks also helped us to place two disabled colleagues into our apprenticeship programme.�
	Commitment 6: Number of FTEs from underrepresented groups – Metric: 20% of contract workforce FTEs.�
	Our understanding and support for underrepresented groups combines the sector makeup with the protected characteristics outlined in the Equality Act (2010). We do this to make sure that we are focussed on what we need to do to increase diversity in ou...�
	To ensure that we collect data in a legally compliant and respectful way, Leonardo will be launching a new diversity data survey in the next 12 months, allowing the business to better understand the diversity of its population. This will support the b...�
	As the team evolves over time, we will address the need to maintain the proportion of underrepresented people when we are making resourcing decisions for the project, and if possible, we will increase the diversity of the team over time too to achieve...�
	Our Resourcing Plan for the MCXD programme currently has identified 8 FTEs from underrepresented groups planned to form the team; they are based in both the South East and the West of England.�

	3 Timed project plan and process�
	How we’ll implement and when�
	We’ve outlined below the different types of activity that will be focussed on across the life of the project, that will enable the successful delivery of the commitments to tackle inequality.�
	Timed action plan tools�
	3.1.1 Process to gather data�

	Our Social Value Action Plan uses a toolbox of processes to capture data from activities to tackle inequality. Our Corporate Commitment tracker, Glint Survey Tool, Individual Learning Plans and E-learning data will all feed our monthly reports. These,...�
	3.1.2 Reporting, Feedback and Improvement, and Transparency�

	The Social Value metrics listed will be incorporated into our standard Project Performance Reporting Pack (PPRP) for review by our senior management team. This highlight report will include key facts and figures related to Social Value performance. We...�
	By reporting the Social Value metrics to our management team through monthly Project Performance reviews, feedback on the project’s progress against these measures can be sought as well as receiving exposure to related business-wide initiatives to fos...�
	The Social Value champion will meet regularly with the Leonardo Corporate lead for Social Value.  The sessions will highlight successes and lessons learned from delivery across Leonardo and present the strategy for the following years. Corporate repor...�
	As a signatory of the Women in Defence Charter, an annual submission is made to update on our progress in increasing the gender diversity of the organisation.�

	4 Our understanding of the issues affecting our organisation and in supply chain�
	Below is a snapshot of what we believe the key issues relating to diversity in the sector are.�
	Disadvantaged young people are 33% less likely to secure places at Russell Group Universities (even when they have the same grades as their more affluent peers) (Impetus, 2019). Leonardo invests significantly in early careers, supporting colleagues to...�
	Defence, as a sector, is not widely known for its diversity. In the UK, just 16.5% of engineers are women, and 9% are from black, Asian or minority ethnic backgrounds. 11% of those working in engineering occupations are disabled. We are focussed on en...�
	Leonardo has increased dialogue around evolving culture by creating seven volunteer inclusion networks (Enable, Ethnicity Inclusion, Pride, Armed Forces, Equalise, Wellbeing, Carers). These networks help to surface issues that we might not hear throug...�
	In 2023, we announced a new benefit, entitled ‘My Family Care’, which will fund up to five days of back-up care per employee, per year. As well as childcare, this may be used for adult care, or elder care in settings such as a holiday club, nursery or...�

	5 Reference and evidence measures to tackle inequality in employment, skills and pay in the contract workforce.�
	As well as the detail and evidence of our previous and ongoing work in the ecosystem of tackling inequality outlined throughout this response, our clients also benefit from the broader work we do on this topic as a business. Examples of our ongoing ou...�
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