Crown Commercial Service

Call-Off Order Form for RM6187 Management
Consultancy Framework Three (MCF3)




Framework Schedule 6 {Order Form and Call-Off Schedules)

Order Farm

Call-off reference: €771

The buyar The Health and Social Care Information Centre (known as NHS
Digitalj

Buyar addrass: T and 8 Wellington Place, Leads, Wesi Yorkshire, L51 4AP

The supplier. Ernst and Young LLP

Supplier address 1 More London Place London SE1 2AF, United
Kingdom

Siddgoy id;

Applicable framawaork contracl

This Order Formn is for the prowvision of the Call-Off Deliverables and dated
280072022

It is issued under the Frasmework Contract with the efesence raember BMETET for Bhe
provision of management consultancy sanices,

Call-off lot: 3

Call=off incorporated terms

The following documents are ngorporated into this Call-0df Contracl,
Whara schedules ara missing. those schadules are nol part of the agreament and
cannal be used. If Ihe docements confiet, the following order of precedence apphes:

a} This Order Form inchedeng the Cal-Off Special Terms and Call-Cdf Spacial
Schedules.
b Joint Scheduls 1(Definitons and Interpratation) RMETET
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) The following Schedulas in equal crder of precedence:

Joint Sehadules for RME1ET Management Consultancy Framework Thres

a) Joint Schedule 1 (Defnitions)

b} Joint Scheduls 2 (Varation Form)

g) Joinl Scheduls 3 (Insurance Reduiremesnls)

d] Joint Schedube 4 {Commarcially Sensitiva Information)
o) Joirl Schedule G (Rey Suboontracton)

) Joini Schedubs ¥ (Financial Dafficulties)

g} Jainl Schedule 10 {Radificabon Plan)

k) Joint Schaduls 11 (Processing Data)

Call-Off Schadules

i} Call-0ff Schedule 5 (Priceng Dedailz)

11 Call-Of Schedule & (ICT Senscas)

k) Call-Of Schedula T (Kay Supplier Siaff}

I} Call-ON Schedule B (Business Confinuily and Disaster Recovery)
mij Call-Of Schedula 9 (Sacurily) Part &

A} Call-Off Schedule 10 (Exil Managemant)

o) Call-0ff Schedule 15 (Ca8-0Off Contract Managamaent)

p] Call-ON Schedule 30 (Cal-0M Specification)

d) CCS Core Terma (version 3.0.7)

&} Joint Scheduls § (Corporate Sociad Responsibdity)

M Call-Of Schedule 4 [Cal-0f1 Tender) as long a5 any parls of the Call-0N Tendar
that offer a betier commercial position for the Buyar {as decided by the Buyear)
take precadence over the documents abowe

g) Any Satement of Work antered into purssant 1o the lems of this Call-OR
Caoniract.

Supplier tmrms ara not part of the Call-Off Contracl. Thal includas any terms written
on the back of, added to this Order Foom, or presented at the time of delivery,

Call-off apecial terms

The lollowing Special Terms ane inconporaled inda this Call-0ON Conbract,

Cinly the Buyer may insert, revise or supplament Core Tarms, Joint Schadulas, Call
Off Schedules.

1. Dafinitions

1.1 Inthasa Special Tarms, the following words shail have the Spllowsng maanings
and thay shall supplament Jont Schedue 1 {Definitions)
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Contracior

C3R Laws

C3R Policies

ITEFA
Medical Devices

Of-Payroll Working Rules

Restricted Siaff

Statomant of Work, S0W, or
Wark Package

meaEns any individual deliveding he Services | or
ary part of tham);

rimans. Laws retaling o corporale social respanst
bility lasues (6.9, ant-bribery and comupbion. haakh
ard safety, the snvironmental and sustainable dé.
wvalopment, equaity end divarsity), inchuding bul nod
fimited 1o he Madern Siavery Act 2015, the Public
Serdoas (Socal Vales] A0l 2012, the Public Con-
tracts Regulatians 2015 {as amended) and Adiclhe &
of tha Emargy Efficiency Directive 2012/2TEU, from
tirme Bo Himwe in Foroe:;

maEns the Buyer's policies, including, whouwt limi-
tation, anti-bribary and coruption, health and
safpty, the envircomental and sustainable develop-
manit, equality and diversity, and any simiar policy
notifind §6 tha Supplar by the Buyer from timae o
tima, and “CER Polkey” shall mean any ane of
thazm;

maans any “indermediary” (as defined in sechon
G1M ITEPA) in raapect of which any of Conditions
& = Cowithin seclion G1M ITEPA ama mel:

Income Tax (Eamings and Peansions) Act 2003;

maans any Dedverable that falls urdar tha definition
al @ Medical Device in accordance with guidance
publishad by the Medicines and Healhcare Prod-
ucts Regulabory Agency,

means the provsiong al Chagter 10 of Pat 2 ITEPA
ralaing o ihe engagament of workers fhrough nkar-
medaaries and the provissons of Social Secunty Con-
trbuticns (Intermedianes) Ragulations JENT2T (or,
in each case, any olher provisions under amy lew
having like effect);

any person ampioyed or engaged by aither Party, in
fther caaparcity ol director o in ony resaanch, lechnical,
iT, security, engineering, procurament. financisd, je-
gal or managarial rola who has Basn ergaged n the
prOESaDn ol ihe Deliverabies WTI'I-BHHI!}EHTEII"H al the
Coriract either as pnncipal, agent, empioyes, irda-
pendent comracior of in amy othsr loem of employ-
mar of engagemant over the pravious 12 months,
diractly worked with or hed any matarial dealings.
b shall not include any person emgloyped or an-
ﬂﬂﬂ-&ﬂ I & adminsiralive, dantal, menual oF ses-
mitanal capaciby;

maans tha detailed plan, agresd in accordanoe
with Appendix 1 of hes rder Form, descrilling ihe
Services and’ or Delrverables o be provided by the
Supplier, e limetable for heir pedomance and e
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ralated makers lisied in tha (amplale skabe-
mant of wark set oul in Appondix 1 of fhe Ondar
Farm.

Status Determination means A stabus delsmmnaon purswant b, and for
the purposes of, the CGf-Payroll Working Rules;

Tax maans Income e employes nelonal neurance
coniributions and amplyer natonal insurance con-
tibutions (in each casa whethar or nol required 1o
b acoountod for under tha PAYE nulns of the Unibod
Kingdom] and any equivalent tax, contrlution of
srnilar obligations elsowhers, togother, in each
cada, wah all redaled pamallies and inleresl, and

Third Party Body hass e meanng given o § in Specia Term The

Supplar shall, if requested by the Buyer, provide
such managemant infoemalicn 88 is provided urder

this Cantract b enolber Buyer or to any Cenbral Gow-
arménd Body, whosa role 4 is 1o anafyse such man-
agemant infarmaton in accordemcs with LIK goverm-
men| palicy (ko include, withoul limilation, far the pur-
poses of analysing public sector expendiura and
planning fulwre pocurément achwies) [(“Third
Party Body"). Tha Suppler confirms and agrees
fhat sha Buyer may i=ell proside tbhe Thind Farly
Body with menagament infarmation refating io the
Delrverables, any paymants matde under this Con.
tract, gnd any other indoemation relevant o tha oper-
ation of this Confract.,

2, IR3S

2.1 The parlies haretny confirm thair undersianding thad the Sersoes are 1o be pro-
wiced n a fully contracied-out manner ard thal, in respect of any indeadual
irvalvad in tha provision of the Sarvices [or any part of ihem) wha is nob an
amphayes of equily paddner of the Supplier, the Suppliar hall be he dient for
the purposas ol the Of-Payroll Working Rules and shall therefore be responsi-
ble Tor essessing the 1&x stalus ol swch individuals and preparing a Stabus De-
termminalion

2.1 Subjectin Special Torm 2.3, the Supplier warants and undertakas to the Buyer
that (i} no Contracior will be (dreclly or indirectly| angaged via an Intarmadiany
for thar purpases of and when dedvaring the Senvices (or ay part of tham) and
il adl requined Tax shall be withbeld, deducied andior sccoured for in mspect
af any payments of olhar bonedils prosided & oach Conbractor

2.3 In creumsiances whers 8 is intended that any Contracior s or will be deksering
fhair senices (directly of indireclly) through an Inlermediary, the Suppher
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warranls and undertakas o the EII.I]I'H-I' B, pricd 1o the commeEncamenl of he
dedivery of the Services [or any parl of them) by that Contraelor, Be Supphar
will:

231 give wrillsn nabics b Be Buyer; and

232 inrespact of that Contractor sccurslely complete a Status Datanmination
and pravide 1o the Biyer 8 POF copy of the Stalus Delerminaton state-
manl lor iis indormation (but, for the evdance of doubt, the Buyer shall
niat be bound by such Status Datarmination and can camy out, and Silles,
fis own Status Desermination in croumstances whare [notwithsianding
Specsl Tenm 2.1 the Buyer & the cliand for the punposes of the O8-Pay-
rall Working Rules),

and e Supplar shal pocura that such Contractor shall not deliver the
Services (or any part of them) without the pricr writlen consent of the
Buyer

24  Prompily upon reques? fram the Buyer, ihe Supplier shall provide [or procung
proveman) 1o the Buyer of all such evidence, information and assstance o the
Buyer reasonably reguires in order bo eonfirm (hat the wamantes and dedak-
irya gheen by tha Suppliar in Special Terms 2.2 and 2.3 are, and remain, e,
accurabe and cormect inall respacts

25 Thia Supplier warrams and urderses io ihe Buyar thal i shall smmecsalely
irfesnm the Baryar i, &l any Eime, it becomas awars of any new or adotional fact,
malier of cifcumstance, of any change in any fack, matier or croumstance, in
each case, fram which i appaars thel (a) the Of-Payrol Working Rules could
apply o (b} ary chanps may reed to be made o any Stalus Datanminaton
presiously camad oul. In each case in redation 1o the provision of the Sarvices
jar any part of them) and / o o any arrengements Invelving the performance
af any sarvices by any Contracion

26  The Suppliar shall, at all imes, comply with avy and all requiraments or obliga-
tians it may have as a result of or in conrackon with the applcation of the OF-
Payrall Warking Ruses b the prowveson of tha Sarvices (or any part of them )} and
{ or o any arangaments involving tha parformance of any seevicas by any Con-
tractor, including. but not limibed, fo any cbligation 1o make any deductions for
Tax, and shall pracure the complience of all othor pasfes involved [directly ar
indirmctly] in the supply of the Services {or any part of them).

7 Thae Supplier Shall indemnify the Buyer, on demand and on an afier-Tax bass,
agains|:

271 any and ol procesdings., claims or demands by amy (hed pady (incuding,
ol withioul liretagion, HM Revanue & Cusioms and any SUSCEEE0r, Bauiv-
alant or relsted body);
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2.7.2 anyand &l Tax and any olhes liahiliies, losses, deduchons, contibuans
oF asaassrments; and

273 any and all resscnable cosls of axpenses and any penalties. Nines of in-
Tisresl incumad o payable,

Ir each ease, which anss as & resull ol in consequence of, of alfensisa In connection
with, (i) the Supgplar, at ary Gme, being in brasch of amy of e wamanbes or enoserak-
irgs gven i Special Terms 2.2, 2.3 andf or 2.9 andior {ii) the application of the -
Payrall Warking Rules 1o the provision of the Servicas {or any pan of them) and / or o
any grangemants imolving the perigrmance of any senices by ary Gontraclor.

2.8  Thoe Buyer may at its oplion salisfy the ingemnmity given under Spacial Term &7
{in whole or inpart) by way of deduction from payments dus o the Supplier,

28  The Supplier warrands to tha Buyor that if & not. nor il it prior to the cessation
af this Conirsst become, a “mansged service comgany”, within the meaning of
sacton B18 of the Incoma Tax (Eamings and Pensions) Ac 2003,

3, Additional Warranties

31  The Suppler represents and undestakes 1o the Buyer thal all Delregrables will
mas| the Buyer's acceptancs oilera as defined wathin e Work Packaga.

32 i and to the exdenl the Services and’ or fbe Deliverabies constitute a Medicad
Dwvice, e Supplier urdenakes and warrants that il has or shal procure all
consents, regrirabions, Bpprovess, Boenced and panmissins relating to Medical
Duavices s recommandas or stipulated by any matedals published by the Mesd-
icines and Healhcare Products Regulatory Agancy.

a, Additional Intelectual Property Terms

41 The Supplier grants io the Buyer 8 perpetual, Imevocable, non-exclusive, as-
sagnable. royalty-free licenca 1o use, assign. subicense. adapd, commercally
axpiail of oiharwise deal with any of the Suppiers Eslstng IPR and, unless
agreed otherwisa in ralaton 1o & particuiar Work Package, amy Third Pany IPR
o thie exlent necassary & enabia tha Buyer to obiain tha hadl erafits of oan-
arship of any Maw IPR, Tha Supplier shall procsre that such licence shall parmi
subsequent sub-kcanseas o sub-licanse the Exsing IPR and Third Pty PR
an tha sama terms and =ubject o the sama resirictons as under this peragraph
o enaible ach fisther subsequent sub-licensee bo obiain the Tl beneits of any
Haw IPR thal are sub-licensed fo tham

42  In respect of ol Gowernmaent Data, the Buyer shall be the oemer of all such
Governmeni Daka and any Exdstng IPR and New IPR in such Governmment Dala
art any madifications, updates and amandmants in redalion 1o the sams. The
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Supplar may nol @ssign, koanse of ofherwiss deal with any Governman Dala
ar IPRs in such Gavernment Data wilhoul the Buyer's speclfic willen consend,

43  The Supplier may only use its Exisling IPR or any Third Party IPR in any New
PR & [he EIJ;IH' s ghlﬁ'l 1% vl cansenl n alvanoe.

44 The Suppher may only use Dpen Seurce Solbware in Bny Mew IPR if ihe Buyar
has given iis witlen consent in advance.

45  The Supplier shall ensure that all New IPR, Existing IPR &nd. undess agreed
atfierwise in relation b a pertcular Work Package, Thind Party IPR hcensed or
assignad 1o ihe Buyes s able 1o ba assigned, novated or oihenwiss ranslemed
hot

451 any othar Cantral Govarnmand Body, NHS England. NHS imgrosament,
DHSC or any other Ceniral Gowermmant Body or any public or privala
secinr body whach periorms or camas on any of the Tunciions andior ac-
tivities tha! proviously had bean performad and'cr carmad on by the
Buyor, or

4532 wham axpresshy agreaed in the Wark Packags any other public ar private
body.

Motwithstanding the forsgaing, ke Supplier shall snsure that sl Third Party IPR licensad
or assignsd (o fhe Buyer is able o be assigned. novated or olheryise irensiermed 1o
NHS England.

48  Unless otfhersisa agrsed by he Partes inwriling. e Supplier shall ensune B
all compuder program elements of Mew IPR shall be crealed in 8 lormat, or ahls
o bis corvered (i which cass he Suppher shall alas provide the cormertad
formal Lo the Buyer) inka & Tormal, which is suable tor pubbicalion by the Buyar
a8 Opan Sourca and based an Open Standards (whens applicable), and the
Buyer risay, Al s sale dacralicn, publish e same as Dpen Sowcs.

5. Document and Source Code Management Repository

51  The Pames shal work tpgether o ansure that here 5 appropriaie IPR assed
managemani, Whare the Suppier is worong on the Buyers sysiem the Sup-
pliar shall comply wilth the Buyar's EPR assat managemani appmoach and po-
caduras. Whon the Supplior is working on the Supplior's systom it will ansure
that il mainteins is IPR assel managemant procedures in accondanoe wilh
Good Irdusiry Practice, Records and documentation associated with IPR essed
managermnent shal form par of the Delivorables associaled with any Specaally
‘Writhen Saltears or Now PR,
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5F  The Supplies shall comgly with any reasonabbe inslrucions given by he Buyar
a8 1o wheare | will sbore Documentaton snd Source Coda, toth fnishad and in
progress, during the teem of this Cal-0ff Condract, and a1 what trequancyinder-
wals.

53  The Suppliar shall provide the Buyer with a copy of the PR azset managemand
irformation ralating to the Daliverabies on request by the Buyar, in a stendard
portable maching readabie foemat,

6, Information Sharing By the Buyer

6.1 Tha Saipplier shall, f roguesied by the Buyor, provide such managamont indor-
mation as is provided under this Contract fo anolher Buyer or 1o any Central
Govarnmant Bady, whosa rola it is [ analyse such managament mformation in
accondanos with UK gavemment pobcy (o nclede, without imilation, tor the
puposes of snalysing public secior axpendéure and planning fulur procuns-
mén] actraties) (“Third Party Body™). The Supplier confirms and agress (hat
tha Buysr may ilsell provade tha Third Party Body wilh manageman] informsion
relabing Lo the Deliverables, any paymenis made under this Contract, and any
ather informaton relevan ko the aperstion of Bhis Comract.

6.2  Upon recepl of management slfarmabon suppied by he Supplier i the Buyer
arbior the Third Party Body, o by the Buyer o the Third Party Body, the Parties
henaby consant b the Third Party Body and the Buyer

621 slomng and analysing the manageman! indormalion and producing siatis-
lics: And

622 sharing the management nformabon or sy stassiics produced using the
managemsan infomation wish any other Buyer or Caniral Govermmean
Boay.

6.3 il the Thid Party Body andior tha Buyer shares the managemant information
or any oiher nformaton provided under Specia Term 8.2, any Buyer or Candral
Govarnmani Body mecaiving tha management informadion shall, whera such
managemeant informaban is sutsect to abligations of confidence under this Con-
traci and such managemen! inlormalion is provided direct by the Buyes to such
ather Buyar ar Canlrsl Govammeant Body, be informed of the confidenlial nature
al thal mlarmation by e Buper and shall be regquastad by e Buyer nol G
disclose i 1o @ny body thal = nol a Buyer or Cenlral Govarnment Body (et
requined 1o do so by Law).

6.4 Without bmitation, the following sdofional information may be shared Dy e
Bisyar with Third Pary Bodies subject o the tarms of this Spacial Term Infor-
mation Sharing By the Buyer,
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B.4.1 ihe Buyer's réguirements;
6.4.2 (he Suppber's rete card @nd summany cost nformaban,
6.4.3 1he Buyer's spend indormation; and

B4 b Supplier's regstration informaton on b prosuremern platlom wsed
by 1P Buryes for the purpoess af this Call-Of Contract

[Data Protection Impact Asssassment Delivery and Asgistance

A

7.2

Ta

‘Withcut imitaticn to the obégations. &s sef cut in Jont Schedide 11 (Processing
Crata) and 1he Conéract, where expressly agreed in the ndsidual Wark Pack-
apes. tha Supplier shad provice a draft DPI1A for sl Defiverables under the Con-
fract.

Whera expressly agresd in the individusl Work Packages, (he Supplar shall
update ihe DPIA 0 be complata for tha agresd Deliverablas and mesaiing all
L, pror to tha Buyars Approval of the Delvarable, The Suppliar shal be
responsitle for updating the DPLA at each materis changa of tha Debkwarables
{including but not bmitad to oach refease of new soffware) and following any
Yariation

A of tha Call-Off Start Diate. i s accopled ther is no Procassing of Persanal
Datn involead under this Call-Of Congract Thers is an axpeciadion that bath
Parties wil assess the dala processing armangement when thie subsequent
requrements and the Commissoning Proocess are firalised. 1 is agreed thad
each Party shall be responsible for enguring complanoe with the Data
Proleclion Lagsdalion, in nalatian (o is Processng of any Personal Dada undéer
this Call-08f Conlracl Should the Data Procasdng posilion change, he Parlies
sekmowledpe thal the anly Personal Data which may be sharad undar this Call-
O Conbract will be el oul in the dala processing table in sach individus Wk
Packape (whers applicable), i the farm provided a2 Appendix 2, below.

8. Third Party Rights for a Public Sector Data Processing

a1

8.2

Furiter fo Clause 19, whare in Joinl Scheduda 11 (Processng Data) there is &
third-paty pubic secior Conbraller lisled, the namsad thind party public sachar
Controdler wil neve CRTPA nghts 0 refation io Deta Protection Legisiation ob-

Higators.

Whera tha third party public sector Condrolior weshes o axercise iis rights pur-
suant o Special Term 8.1, the Buyer shall nofify e Supplier that the rights are
o b Ercisad
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8.3

The erorcament rights gramed by Special Term B.1 ane sufjesct 1o tha Tollowing
rasirictions and quaifcations:

B3 ihe Parties may vary, isrminate o rescind the Call-0ff Conlract withoul

ihe consent of any ihird parly. and

832  ihe Buyer may, 55 Bgent or rustes. anforca any ferm of the Call-O# Con-

traect on bahall of ancther such relewvant third pary 1o whoem nghts have
beeresn granied

9. Data Protection bdamnity

81

The Supplisr recognises 1had the Buyer (whena confrolier] will have obligations
fo maed in Law in maistion jo anmy breach and communication te subpects and the
10, aswall a5 governmand oblgations as $o conduct and ransparancy, Clause
26,210 26.5 inclusive of the Com Terms shall nat apply in mlation to any con-
fideni@mlity or data projection indemnity provided by the Supplier induding but
not limiled to Clause 14 B{a) of the Come Terms

10, Confidentiality

0.1

102

it = recognised that the Health public sector = subject fo Mational Healih Sar-
wice Aot 2006 seclion 9, and in actarfance aith thad stabule does nok pud in
place binding legal confracts.

In relation io Clausa 155 of the Core Terms, Ihe Buyer shad only be required
o nalify any public secior recipient (hst any confidentiial information 18 cassed
a5 confiderlial

11. Premisas

111

Where aiiber Party uses the oliver Pasty's premises, such Pasty is Rable for all
Losses arsing fram any damage il cadses o the premisas. Such Parly 1 re-
eponsible far repairing any damege 1o e premisas of any abjacs on e pem-
igas, othar than fair wear and bear
The Supplier wil use ihe Buyes Premisan solety o e Call-C0f Coniracl
This clause does not creals & enandy o axdusive rigiil of accupation
While o the Buyer Premises, the Suppler wil

11.4.1 ensure the secudly of the pramises,

11.4.2 comply with Buyar requinamants Tor the conduct of parssnnel;
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11.4.3 comgly with any basith and safety measures rnplemensed by the Buyer

11.4.4 comply with any mstructions fram (ha Buyer on any necessany associabed
salety meadunes; and

11.4.5 natity ihe Buyer immsadiately in the avent of any Incident cecurring on he
premises whens (hat incidenl causes any peraonal injury ar damage o
proparty which could give rige io personal injury.

11.5  The Supgpler will answe that s health and safety pocy sleiemsant (a8 regquied
by the Health and Saledy &t Work el Act 1974) la made avalable to the Buyear
an request.

116 &l Supplier Equspment browght omio the Buyer Pramises will ba at the Suppli-
ar's rsk. Upon termination or expiry of tha Call-0f Contract, the Suppher will
ramee such Supplier Equipmant

12, At

1.1 The Buyar may Awdil the Supplar at any time by geng nobcs n writng, such
noticn to sat out details of {be scops of such Audt and the detals of the relevant
Auditor

12.2  Furher io Clause 67 of the Cors Terms, the Suppler must provide a copy of
its Sall Audil Cartificate supported by an awdil report bo the Buyar af the and of
mach Conlract Year,

13, Mon-Solicitation of Employess or Contraciors

151 The Supplier recognises thal the Buyer imeests a considecable amount of lire,
cost and efforf in the recruitmerd and raining of stadl in the niche area of ICT
heallh sarvices in the public sactor. Furbermore, the necessary recndliment
governancs Acivily and security checks resu® in @ long lead lims in anboasrding
nenw slall. Consequently, the Buyer has a hapimals business ntarest o pre-
werl The unaulhorised soicilalion or emplayment or engagemeant of Restricted
Slall.

13.2  In order to prolect the legitimate business inlereats of the Buyer (and in panic-
ulae the Confidantial Information, goodwill and the staile trained workfonos ol
agch Pary), e Supplier agress that it shall mot Tor the duration of (ke Call-C#
Caontract and for 8 period of 3 months after tarminadion o axpicy of this Call-Of
Cioniract sobci or enlice away from the employment or semice of angagement
of tha Buyer any Resiricted Siadl. other than by means of 8 nalicnal adverising
campaign cpen io af-comars and not specifically targeted al tha Restricted
Staff Tha Suppliar shall nol be daamad 1o be in breach of this paragraph 13
whene Resiricied Staff are angaged in response 1o applying 6o a garaeral advar-
fisng campsign
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14. Further consequences of Call-Off Contract Expiry or Termination

14.1 i acdilion o he provisions of Clause 10,6 of the Core Terms, al the end of The
Cal-OIf Conlracl (howsoever arsng). the Supghier must

%11

14.1.2

14.1.3

1414

14.1.6

smmeckately return to the Buyer:

14.9.9.1 all coples of Buyer Sofbware snd amy olher software licensad
by thux Buyer io the Supplar under this Call-08 Contract;

14412 any malenals created by the Supplier under thes Call-0# Con-
treect oF work in progress whene the IPRs are or will be owned
by the Buyer, and

14.1.1.3  all Buyar Assabs provided to the Supplier by the Buyar in good
wirhirig orcir.

immedEaiely uplned any Bema ikal are of wane due (0 be uploaded o e

TaposEitary in Bocordance with Special Tarm Document Bnd Sowoa Code

Manegemert Repository when this Call-ON Conlrec was terminaled,

ensura that any Govemment Data ratumed undar Clausa 1008, 1(d) =, a1
ihe direction of the Buyer, provided 1o tha Buyer and any Replacemand
Suppliar with a complale and incomupted sersion of the Gowammant
Data in slectronic form inthe formats end on meda agreed with 1he Buyer
and any Replacamant Supplar;

work with tha Buyar on any work in progress and ensurg an ordedy tran-
sition af tha Services bo the Replacemant Suppiar;

provide all information reguested by e Buyer on ihe provsson of the
Services so that;

14551  ihe Buyer is able o undersiand how fhe Serdoes have been
provided; and

14482 ihe Buyer and any Replacement Supplier can conduct dua dil-
I

14.2 Each Pary will rofem all of the other Parly's Confidentiad Information. Each
Party will confimn thal & doas nol relan the ather Pady's Confidential Infor-
mation excepl where the ifformation must be retained by ihe Party as a legal
requiremant or whens this Call-0Of Coniraci stafes othersise

18,  Secwrity of Supplier Personnel

15.1 Suppier Personnel shall bs subjedt o pre-amployment chacks thal incuge, & & min-
i warification of denlity, employment higtory, unspent efiminal comicliong and
right to werk, &8 delsded in the HMG Beseline Personnel Secunly Siendacd
(hitps: . oy uklgovemment/publications/govemment-basaline-parsonnal-secu-
rity-standard], a8 may be emended of repiaced Dy the Govemment oo lime 1o time.
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15.2

153

154

5.5

18.

18.1

16.2

16.3

The Suppler shall agree on a case by case basis which Supplier Personnel roles which
requine specific governamen National Secunity Velling clearances [such &s SC') inchid-
ireg ysbam adminsirators with privileged access (o IT sysiems which siore or process
Government Data. The Supplier shal provide snd maintain a baeakdown ol te securty
clearanca hald of each Supplier Parsonnel role and shall work with the Buyer 1o pro-
[pxsE any necassary amendmeants b thase in ordar 1o provide The Sendicas.

The Supplar shall prevent Supplier Personnel whio have not yet recaived of ane unable
b piotain the sacurnity cearances required by this paragraph from Bccessing sysiems
which storg, process, or ane used bo manage Gowernmant Data, or from accessing
Birpar Pramises, axcapt whara agread with tha Buyer in writing,

&l Supplier Personngd that have tha abdity io acoass Govermman Data or sysiems
hodding Governmment Data shall urdengo regular training on secure information man-
agemant principles, Unkess ofhersise agreed with the Buyer in wniting, this training
must be undertaken annually, and the Supplier must B2 able 0 demonsirabe the com-
plation of thi training for all in scope staff

Where Supplier Personnel are grared the ability to acoess Govenment Data or Sys-
tems holding Governmant Data, those Supplier Personnel shall be granted only those
permissions necessary for tham 1o carry out ther dutes. When siaff no longer nesd
such acoess bul remain employed by the Supplier's organisation, ther sooess rights
shall be revoked by he close of business on the following Warking Day. Whean slall no
longer need such accass and they leave e Supplier's organisation, thesr sccess rights
shall be revoked by the dose of business on the same Warking Day.

Corparate Social Responsibility Conduct and Compliance

The Buyer applies corporate and social reaponsibility valuses 1o ks business operatonms
and activities which ane consistent with the Govemment's conporabe social respansiil-
iy policies, including, wahoul limilation, thosa policies relabing 1o andi-bribary and cor-
rupton, aalh and safety, the environment and sustainable devalppment. equality and
diversity.

Thie Supgplier represents and wasrants thal i

16.2.1 complias wah all C5R Laws;

16.2.2 requires s Sub-Conbractors and any person under ks conbral, b comply
with all CSR Laws; and

16.2.3 has adopled a writlen corporale and social responsibldity policy thal sets
oult its values for relevant activity and behaviour (inciuding, withowt lmi-
tation, addressing the impact on employees, dients, stakehoiders, com-
munilies and the environment by tha Suppliers business activities)

The Supplier shall notity the Buyer in the event that its corporade and social responsi-
bility palicies conflict with, or do nat cover the same subject malter in an equivalent
level of datail as is in, the C5R Policies,
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17.  Subcontracis
17,1 The Supplier shall ensune thal asch mabenal Sub-Contract shall ncludea:

17.1.1 a righl under tha Comracis (Rights ol Third Parties) Acl 1989 for the
Buyer ko enforce any prowsions undar the matenal Sub-Contrast which
conlar & bened upan ihe Buyer;

17.1.2 & provision enabling the Buyer 1o enfarce the materisd SubConiract ag i
il wara the Suppiier; and

17.1.3 cbligations no less onenous on the Sub-contractor than those mpesad on
b Supplier under this Contract. Compliance with obligations by Sub-
conracions will be documanted. maintained, and ba avalable for rewiew
by Buyer security persanne|.

18,  Execution and Countarparts

18.1  This Confract may be execubed in any number ol counberpans (inchading by slectronic
tramsmissson), ach af which when exsculed shall conslitule an anginal bul all cown-
terparts jogether shall constitube one and the sams instrument.

8.2 Execulon of this Coniract méy be carried oul in acocordance with the Elsctronic |derdl-
fazation and Trusd Sarvices for Electronic Transaclions Regqulations 2016 (31 2016/696)
and e Electronie Communicabans act 2000. In the event each Parly agrées s sign
thig Coniract by elecinonic sagratune (whalever fom the alecinonic signabure tBkeaa] it
ia confirmed that this method of signalure = 85 conclushve of each Pety's Infentlion 1o
be bourd by tis Contract as if signed by each Pary's manuscripl signature, In such
sibuation, this Contrast shall be formed on the date on which both Parties have elec-
trorecally sagned the Contrect a8 mcorded in the Buyers elactronic confract manage-
mand syEiam.

SPECIAL TERMS
1. The tollewing new sub-clause shall ba inserted af cawse 32 of he Cora Temms:

324 The Supplier may decling fo enter into a Slatemend of Waork whare doing so would
plece 1 in (8] 8 poston of Confict of Interast, or (b) breach of its professional or regulatory
obikgations of auwdil indapsndencs rles of reguiatons.

2 = Clause 15.2 (T) of the Core Terns shall bt amended bo road as follows:
On & confidential bagis, 1o is sislikory or requiabory audilons

3 — Clase 23.2 of lhe Core Tems shall be amended 0 read as follows:

Tha Reksant Authoniy can assign, novabe or Iransfar ils Contrac) or any pert of i o any
Caniral Govermman| Body, public or prvate sactor body which parfoerms tha functions of 1ha
Relevant Aulbarity. I the Relevant Autharity mtends o assign, ravate of translar its
Conirsct of &0y par of i| o any alher Body, i will provide the Supplier wilh reasonable
nolice, such nolice to nclude the reme of the proposed body 1o which il nlends 1o assign,
novaie or transfer 1o, s ohigations under its Condract,
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Call-off slart date: 2T0OTIA022

Call-off expiry date: ZEMOTr2024

Call=aff initial periad: 24 mnmihs:

Call-off extenalon perlod: UR b2 72 rgelivg incaggregabe, on he giving ol 5
momnlhes” veliczs by e B

Call-cff deliverables: To b= sgreec ai individual Statement of Work!proac

lewel, merwtetsar e fuloane Sereices e Dielrecrabiles el B sfgroe e Lol 5 Cormpilex arnd
rarstzrmation, as sat out bekza

Busiass;

Cliarge fiernagesn;

Comples prograr mes:

Digilal, 1ezhreogy a9d Gybes;
Firzre:;

HH

Corrgaanisalion med opnaling omadel;
Porfomanes fransformation:
Frocurarnent andicr susply chen:
Prezjert anz prodrameme managnst;
Siredegqy andior polay;

Supplisr side senrvices mel sodivery;
Trarsformation managssnt.

Thr: Partins ararawiedn:s thal these regquiremients aocoeat olly safored arthe poicd of
gwErding ths Call-Off Contrsct snd wil 2a Zawvelopes ovar be temr of thia 25/1-0F
Gzl s seesral srujecls CFuture Services”™ Fulure Services il be salle:s

off usirg the Cormmissionng Prozess ouilined a1 Appsndis 1 1o ths Call-Cff Crdar
Farim.

he Buvear I 7ot oblgad bz raquast a7y FUbLna Servicas. |0 the avent that 1hs
Bouwerr thomiess riamse i reues, for Tulurs Seedces, e Supplien is @guirsd o

respod 0 acoorianca weth bie Commiss ening Frocsss outlines in Apsans = 1 1o this Srder
Form and tre Sal-0r Conbract.

Mazimum linkility

The limitstion of liakility for this Sal-0T Contract is atated in Clause 1.2 of the Core
Tarmes.

Thwx Cslirva o Yosar T Chevggies wsegd o calealoks: Gobilily e Do Tirsl conbracl yoeor ane:
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Ebmoesclusies of VAT
all-off charges

S ctelanils in Carll G Beteduls: 5 {Pricirg Deelails)

All changas o the Changes must uses procedures that are sguivalent io thosa in
Paragroptes 405 and G 40 used ) in Framework Schedule 2 (Frarmoeors, Pricoes )

The Charges will nat ke impased by any charge 1o the Framewark Mrices. The
Charg=ss can only be changed by agreement m wnting bstwaearn tha Buyer and the
Supplier becauses of

# Specilic Change in Live
& Henchmarking using Call-Cff Schadule 16 (2enchmarking i

Reimbursable ezpenses

Recoverable a3 stated in Framewaork Schedu s 3 (Framewsork Prices) parsgraph 4

Payment mathod

Wi 30 e ol o vaalicd e willy e SO ralerance numbeelila al L S0

Buyer's invoice address
MHZ Digital,

[%h payvables 12,
Phowanin Houss,

lapcliffe Lans,

Winkalizid,

WF3 1WE

Any querss regardirg cutstanding paymsants shoulc be diractec to NHS Digital's
Arraints: Fagaala sectlinn by @mail al lingncalaceountasinks. ne

Irwoicss shoule claarly quots tha purchass order number, be adoresssd 1o MHE
Cigital, TSE Payables 8125, Phoeriz House. Topcdiffe Lane, Wakefied, WFEI W
e b osenl as o POF allachrent oy crowil b b Falloesing cmsil addrcss:

snd apdnwaiciniiinhs.cal one ineaice oer PI2EY and amails most nel ecead 10000
ane quate, Thb Irvoice Scanning’ in suhject line ar alkernatively invaines can he sant
via oost to the abave scdrase.

Buyer's authodsed representatlve
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Buyer's securnty palicy

MHS Caiggital Gorpcrabe Secorike Poloy appeeded ar Gall S Seeduk: B

Supplier's authorsad rapresantative

_——

Supplier's contract manager

Progress report frequency
A st oul e esck Btatement of Work

Progress meeting frequeney

A s oulir cech Slulernen! ol Work

Frarn the Call-ff Contract Start Date, the Operatinna’ Baard shall rmeet coaredy vz
video conferencirg.

The Qperatonal Board membars for sach Parly are as follows:

Cicarations! Bcard wil 2e suzporiad by Fortnighisy Conirac: mastngs, with the 2ama
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afiendeas, 1o meview sialus of llve and pipalinge projects.

Koy staff

Hey subcontracton]s)

KA — will be agread 8t individual projectiwork package level

Commercially sensitive information

EY Ratn Card

Sorvice credits
ket Bpplcabis

Additional insurances

Hat spplcabls

Guarantes

MO Bppinca bba

Buyer's environmental and soclal value policy

NHE Digital Social Value Charter avadlable online at hitps-idigital_rihs uklsbout-nhs-
digilalftechnology-suppliers/nhs-digilal-social-value-charnr

Social value commitment

The Suppliar agreas, in providing the Deliverablas and performing its obligations wnder
the Call-0ff Conitract, thal It will comply with the sockal value commitments i Call-Of
Schadule 4 (Call-O Tendar)

Formation of call off contract
By signing ard relurning this Call-0N Crder Form the Supplier agress fo ender a Call-

Off Contract with the Buyer 1o provide the Services in accordance with the Call-Off
Crcder Form and the Call-Of Terms.
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Tha Parlies hereby acknowledge and agree that they have read the Call-0ff Order
Formm and the Call-L4f Terms and by signing below agree o e bound by this Call-Of
Conbract

For and on behalf of the Supplier:

Supplier Signature

@r and on beha

Buyar Signature
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APPENDIX 1 - FUTURE SERVICES - COMMISSIONING PROCESS

Future Services will be called off using the Commissioning Process as outBned

below:

1.

21

2.2

23

24

2.5

2.6

27

Each fulure projec specific statement of requirements will be coordinated using the
commigsioning process and the lemplate Tor fulure Statemants of Work as sat out in
Appandin 2 of this Order Fonm,

Whaere the Buyer wishes to commission work under this Call Off Condract, it shall
dedail the requiraments 1or @ach indididual project ncluding milesionas and
acceptance criteria [“Project Requirements”)

The Buyer's commercial ieam will communicate Project Requiremeants bo the Supplier
whargupon the Supplier shal have five (%) working days (or an alternative pericd as
sel oul by the Buyer upon communicating the Project Requiremenis) bo respond. AR
commissioning requasts shall ba muted through the Commarcial departmant!
dadicatad Commearcial Leads,

Tha Suppler shall respand i tha Project Reguirements (the “Supplier's Solution™)
u=ing ihe lemplate Stalement of Wark. A follow v call 1o discuss the Propect
Raquiramants will be organised with the Project Team f required 1o walk through the
project.

The Supplers Solution shall include detals of how tha work will ba undefakan b
suocessiully meel a Project Requirement incuding miestones, a limelinedactity plan
along with CV's (if requested) and & sumenary of the expartise in the proposed
resowrcing model, it shal also indude a detailed price for the delivery of the Project
Requiramanis in the format provided by the Customes. Whare no farmal i specifiad,
iher mathod wsed 1o calculabe the prioe shall be set oul in sufficient detail for the
Buyer 1o understand how the price was debarmined and. 85 & minimum, tha
Supplier's pricng will be broken down by the day rades of resources operaling on
each project and will ba no more expanshia Than the day rales sl oul in this
Contrad.

In mosl inslancas, lixed fee or culpul-based pricing will be used. In ciher insiances,
TAM will be utlised based on the submitied rabe card, The final decision on the
applicabie pricing mechanism Bes with the Buyer.

‘Wighin five (5} working days of receipt of the Supplers Solution, including the drafi
Statament of Work, o7 in any oiher period the Buyer deeirs appropiials, it shall
raview and feedback commanis on the Supplar's Solution and the drafl Statemend of
Wark.

‘Wishin two (2} working days of the Buyer providing this feedback (or an altemative
period @ sel aul by e Buyer upon communicaling its feedhack) the Suppier shall
provida a final Statement of Waork to the Buyer.

Should ailher the Buyer or Supplier wish bo discuss andior clarify any aspecis af a
Project Reguiremant after the Suppler has submitted its proposed Solution, they
shall arrange a call o discuss which may resull in the Supplier submilting a further
draft far the Buyer's consideration.
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248

T

r.a

B2

Follcradng 1he Buye's inlemal approval process and when the Buyer agrees with ihe
Supgplior's Solulicn, the Buyer shall natify the Supplier that the Statemant of Work
iy be signed and reburmed o e Buyet for countsrsgrng. Upon counbersign st
by thix Buyer, ihe Suppliar shed commence deliveny of the Sarvices dalaied in iha
Statement of Waork at the tims agraed in he Staterment of Work

Amandmeants to Statement of Work (and associsied pricng! afer 85 execulion shall
lolow the Variabion process sl oul & Clausa 24 of ihe Core Terms of the Call=08
Contrac

Each Statement of Work shall be pert of this Cal-Off Cormrnct and shall not form a
sepaErate condract (o iL

Aty point durng of balore the Commissioning Process, the Buyer may soek
allarnative means of defvaring the reguremant including potentiakly re-compating tha
TeGUirGITET

Thea Cal-Off Comirad! is non-exclusiva, and tha Buyer makes nd minimum
commitmand as to the Services o be purchased under this Call-Off Coniract,

REPORTING AND GOVERMANCE

Prior o each Operaticnal Board meesting, tha Supplier shall provida: i tha Buyer tha
Tedowing informmation:

1.1 Progress reporis against Milestones, KPis and doliverabies set cut n aach
Project Requirsment detsling Milesiona's dus for completion thal have been
achigend, have not basn achsved {with accompanying explanaticns) and ary
propased changes b future Milestons deles (Wil acoom panying axplanations
and impact assassmant s

7.1.2 Details of the risks and meees associsted with fulure Milesiones, KPS and
daliverables and detsils of actions being taken by the Supplier fo ramedy
1hose risks and Esues;

713 Burnrabes of resources (f requested) and any variance against the resowce
prafile set oul in the Stalement of Work for sach projec ard communicating
o the Buyer whan discounts wil be applicable (in lina with the pricing matris ),

714 Any additional reporfng requiresmsanis as set out in individual Sistemants ol
Wiork being deliverad ai thai ima.

On the ¥ waek of avery calendar monlh, the Supplier shall provice the Buyar with
Tirancial updates against each Sialemant ol Work 10 help faciliste orecasied
aconials, if eguesind

CONTINUOUS IMPROVEMENT

Tha Suppler will be expacted 10 continudally mprove the way inwhich o required
Sennioes are 10 be delivered throeghoul the Cad-CiT Confract duradion,

The Suppler shoukd presant new ways of workng (o the Bayar during quartesy
Conlrac] review maedings.
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B3 Changes o the way in which the Services ama 1o be deliversd must be brought 1o fhe
Buyoer's aliontion and agneed prior o any changes baing implamangod,

B SUSTAIMABILITY AND ENVIRONMENTAL

1 Tha Suppher shall possess and cperate policies and workong practices which
EncoUrEge a positee approach o susiainablily and envirenmental consideralions

B2 This may ncheda, thaugh raed nol be kmitad io:
521 remole working whene poesihie;

S22 lekaphons andior video CoOMErencing a2 8n allemalive io lace-to-faca
masalings:

523 ravel svodanca,
624 useand croulation of electronic documen|s rather than prinfed documants;

825 keaping prinling o & minimum ard use of single colour 85 oppossd o Tl
ooini

10, PAYMENT

10,1 Managing Public Money — Prnciples

WHS Digital have the responsibdily (o exerciss proper shawardship of public funds, inchuding
compliance with 1he principles faild out in Managing Publc Meney, The siandards ansure we
are responsible for estabishing and maintainng intermal awdil amangements in accordance
with the Public Sector intarnal Audit Standards and hisve sfective quality intamal
govemance and sound inancial manageman Gal demonsiraies vaiue for maney

" BTATEMENT OF WIORK PRICING

1.1 The majorsy of Statemant of Work will ba fead fee or outpat-besed pncing whiare
pavmant will ba mads upon afhar thie schisvemant of

11.1.1 Indwvidual BMilesiones a5 detalled in each Statement of Wark; or
11.1.2 all Misstones detaded in thae Statement of Wark
112 TEM may b uiilised based an the suibmitted rate card,

1.5 The final decision on the appropriate pricng moded for the Statement of Wark shall ke
with the Buyer.

1.4 Pricing for Slalemand of Work will ba deftermined during the Commissioning Process
and shall ba based on the Supplier's rale card et oul in this Cal-Off Contracy,

11.5 Paymenl wil ondy be made [ each applcable invoice ncledes a3 detsiled slementsl
hrembdioran of work complated and the pssocialed Cosls Eﬁﬂ'lEl afhar an inddual
miesians of lor the enlire Statement of Wark. As a mmimum, 1he invose:
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12.1

2.2

11.5.1 Musi incdude sppropridie reference and subject tile of ihe Stalement ol ‘Wark;
ang

11.5.2 Be supparied by a copy of the deliverables’sign off criteria from the Buyer in
1ha template prossded, dated and signed Dy tha irdividual nominatad Programma
Laaci(n) o all daliversbles hava been Tully mel The sign-off arberia for
milestonesidairarabies wil be agreed In the Commissioning Process.

BASE LOCATION

Tha bass location of whera e Sarvices will ba camad oul at wil be &1 the Buyar's
Lemds: andéor London offices ar provided rernalely, This will be confirmad during the
Commissioning Process for each requiremeant

The Suppler shall, whens possible and practical, séaek to work from their osn
locations oF homee and avied braved wharesar possdhla 83 par the sustanabidily and
ervinonmental considenations in paragraph § abave.
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APPENDIX 2 TEMPLATE FOR FUTURE STATEMENT OF WORHKS.

Praject apedific statenwent of reguirements

Rirf e Amcssing Processinnal Boreces: Business Supanrt Sorsices CCall<Off Confract™)

Hesth anc Socisl Care Infermaten Ssntre {anown 55 MHS Digdal)
il

HEX (“Suppliar’

Daba of tis Satament of York
Slarl Dzile:

Frpimy dal:

Satamant o7 Work, Refarancs:

Cuslomer]

RS20
L 20

ER AR5 1 )

LEsd

Can O Coniract Raisense.

.25

WA preeesnre sl it i sfanen B e orespnitatinee of 0o Shatemeed ar
Ak 7

Wi

oo, iR oz edher
shang regale, i e
l:-r.e.'e raguvret Ly e
lipur o Dl Aroiophoe
npas! Assevamun
FOEEA ) wadl oo 2o iy
enenctod and no pnmorn!
bareny o Joi Suheduis
17 (Progossing Data) iar

SLH AR ] e

Art it wp sab-oanlianiy s e ased ook iy Shateriend
ol Wk ? [Guidamse Mote: 5 a solsestessclion e i axead, e

perheg Ao cangsioed i g subeaiilachn shouky' e alvden az &

pinnilores oy fae e purposes o Jakil Bohedaie 7.0 e
SUBCONasicr 18 & MaeAlored COEany. e craoir FaND S50ns K
15ad o 0 EUded Farun Annsy 2 of Jownt Schadule &)

¥

A A Sooobsd o Toisd Pany BN oo ulinged i s engageinend T Tes N
s theerne iher seend s cowzned e storsdarnd Wi g eers A e Fresin

Lerspehoe of fes Sialseoed of Waek?
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Lo Wug Wori 185 30 San 0o 0 2oniEsts beig e Yo

Linless ool ss paplicilly specilied in Lris Slalaneanl of Weork, e lenns of L Sal-00m
Conlrazt shal apay o the soape af Sevices ands o Deiverables s aul it this Etaiement al
Work unamended. Unkess atrangise spesilied, changes made & e tenes ol this Sa0-00
Cordract eet ouk hanzin cnby apphy 10 e scopa of Saraces ars! or Lelivarabias ag a1 cul in
thig Stetartert of Wark,

Thr pardiess agress thiad apnn signedure: by both carties. is Seeerocnr of Werk formes part nf
thr: Call-Cof Conrdriazt s meforrrees: abows

1. BACKGROUND TO REQUIREMENT/OVERYIEW OF REQUIREMENT
1.1
2. DEFINITIQNS AND ACRONYMS

Ferihe putzosa of e Statarient of Wark, the zlosing scrds snd acranyms
zrall have the tallowing mesaings

Diefiniliun wur Aurangm Meziing

3. THE REQUIREMENT

a1

1. HEY ALTIVITIES, MILESTOMES AND DELIVERABLES

L H T TR TR LT L T M M A A T
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A

I

i

5. BUYER'S RESPONSIBILITIES

&. REFORTING

7. ACCREDITATION

fi. STAFF AND CUSTOMER SERVICE

B.1 Tha snoazsmsnt is axpacied 1o nun for approximedaly [0 wesks commarcing
or [ax kot 20xx] 20d is ardicipated bz zorclhede an Cex Marh 202

5.2 Any chsnge tothe bmststle of be angsgamant outlned inchs S0 will e
ggraed betwaan E18 carbas via ba 2hsnge proless sat ol bakcw,

8.5 Tre folow ng rescurses Wil be proviced by he Supelier o he dosaticn of the
SOV T Tor ary reason il 5 nezessany ba change the sompasilion of the eam. the
Supplier vl advlea the Buver a3 5220 a8 posalbls and erdeswyou to cHer a
redacarrant member with L taZe skilla and axparisics.
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hie Suzzliars ‘es 5 A fixer prize of e s sxclugive of YAl (Feymant o axpenses undear
thiz Cal-2f Contract are not allowabis. i This hes basn zakulsies bassd on the resoucs
rates sal out in Cal-2fF Scradus b iPAcngl of the Call-Off Condract,

4. SERVICE LEVELS AND PERFORMANCE

The Buyier will measunz ths pualite of the Suzpliers delieany by

10, SECURITY REQUIREMENTS

101
11. PAYMENT
114 M pear e Caall- G Szl Foe Gugen stall pay e Sesplier e granges

within 30 days of reseipt of 2 valid invaice.

1.2 Trritsa tescziarnzrn, el aal Thee rsireare eelenl ol Uwe Doser's negainesrmenls sl
dalrarssasoutputa at he tima l:lfl:ll'EﬁI"g an: sgainat which tre Suppler ras pro-
wictend a cosled delivery sropoesal.

11.5 MHE Digilal will discuze will the Sapplier the voark requirsd sver such nolice
prerrinet e ey thie Supplicr for the: appmpriass: noenbor o chargeable dags o in
and inciuding the asly and 03%6.

12 LOGATION

Ihe ::il.IFIFI|Er srall zrovide tra Sardces &l the bess leallon detalad wihis the Call-
O Cordract. |Cuwidanse Nobs, Bz shouk bs uoasien ior sach SO 58 anpéeshie|

1% CHANGE PROCESS

=

I b mwend f @ eannge: being e red e this Stalemend of Wiork thee Paricg e
fezllmwe il 24 [Ghaging the contact]) af the Call-CAF Trrmes

14. TERMINATION WITHOUT CALSE
Thie Guyen stall Figwe e nighl e leenirale his Shalerenl of Work al e e Dy

lezuing a Teanaten Motkze b ihe Suspller gring &1 laast e (31 Wierking Lays
writien natlze.
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14 PROCESSING PERSONAL DATA

The Suppier stall ze anlited {0 Process the Persetal Sats eal outin the takie
bz, i acaondance with e lerns af the Call-0F Conbract:

Oescriplion

Chextizil s

Ideznli by ol
Lontraller for ezch
Daleeany ol
Fersona Data

The Raelevant Auwthorty is Controller and the Supplier is
Frocessor

Tl Farliezs ancknomeledezs: hil in acazadonog wilk gaagrash 35
garagraph 10 and for the purposas of the Data Protection

I esgigslation, e 12rlevan dothoety & e Contallee and the
Supplier is tha Processcr of tha follow ng Personal Data:

al fIaserf i scopo of Porscra Dilo whack o purposcs oo
seicang cF e Processing By e Buppalor i dedereminegd G i
Relavant Autarieg

The Supplier is Contreller and the Relevant Authority is
Processor

The Paries acrnowiscgs fhaf for e curposas of tha Dala
Feafarhiog:  agiaiaiion, e Saaies os B Desdvodlar ancd e
Fslzvant Authoniy iz the Frocsssar In acoordancs wik paragrapn 3
Ho paregra Th af e fnllowing Persnnel LiEka:

ki fnaert the anope of Pemonal Oats which the puposss snn
meang of the Froosssmg by the Helevant Authaniy s
detamminsd by ihe Suoolian

The Parties are Joint Controllers

The Panies acinowisdga fhaf thay ae Joinf Candroflers for the
pumnses af e Date Drafeshnn Lagizlatian i respeal of

¢l [fager the acape of Pemveal Oata which he pumnses ani

reang af e ProocsssEing (& dstarminged by s both Panies
togathar]

The Parties are Independent Cantrellers of Persaonal Data

e Maimias animnidanelgs e sl sis mdepaenckand’ Sovthollars e
e purpozsas of the Data Frotscbon Legisishion i7 respect alt
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di Buzinsss contact defals af Suspisr Persanns! for which the
Sugpher iz tha Controiisr,

=+ Buainess conach detsdz of any direcrors. ofiners. smpinyess,
sgErta. conswiisnls sno contraciore of Helsvant Awthonty
faxcivding  fhe  Suppler  Parzonnsl)  engagsd in s
sorurmiees of the Boeicvant Aulhonly dulios under o
Ciearlraac) for wnlifaly b Boieeand Awhoridy o5 Wi Soveloalier,

= [Inserf the zcope of other Parzana! Ogiz prowideo by ons
Faiy enio 2 Sorhroller fo e ofhor Pady who vl ssparafely
doierroinic Mg podeng oo purpcscs of by Procossiong o
Foeeanna! Jaka o reoedl cog wheare (1] e Suaoier fas
professianal o regrlatoey nhbgathnns o respedt of Persana!
Lsts recaived. [2) 5 afendardized ssnvica M5 auch that the
Fglavant Authoify cannal dicishs W way in which Parsonal
Dz i procosseo Gy e Suoplier, or (20 whoene o Suppliorn
s o e anzacton Wity Persona! Daka for whilch @ i
alrgady Conteadler fnr uas Dy e Reipvant Aoy

TGoidance whgyd: sl velaiiansbns s e Doy igdoniificd
shove, pleaze gooress the balow rows N the fable for i resosct of
Al Feralian s ieniieel)

Chrzalican <l Lhe
MProcessing

Mature znd
ourposes of the
MProcessing

Type o’ Persona
Dt lia

Latecaries of Data
Subject

FC oy s g e doraibion of e Broscssing inciacer dales]

[Fleass he as apeaile as possible, ket make siane hat vow onver al
infenned purposes,

The mefure af the Proceasing meana any operading such az
conerlion, reconting, crganiisadicn, Srociunig, slorage, aduolilon
or slferation, refrieral. conauitaiion, wss, dizciosuns by

driirs RN, GG o gl snnieg e,
Shonment ar cormbinghion, rasikchon, Sragues or oesiniciion of dafs
Sediether ar ol by aulomalen means] i

The purposa righl inslede; ermplogrment processing. skaiulony
chiigation. recrsiment sasssamant eha)

[Examples here includa; reime, gddraas. daia of aidh, N numbsry
Al prarnler, gy, SrnsGs, Saorneion il el

[Examples inciute: Sl finchidg wohnisers, agents annd
tamporany eorkers), cuslomers’ cismts, SuoGiors. Daherhs,
Atuggnrs S puplls, smenchers of thhe nuile, users of & pamiaakar
weilasil il
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Flan for raturn and
destnestion of ihe
data once the
Processing s
oIl
UMLESS
requirceznl urelor
Union ar Mamaer
Hhate L 1o
oreserde that typs
ot ata

Approrers Subiprnone
53073

[Dazcriba how lang tha data will be refainad for, o it be returnad
o deskoped)

IGidance Maofa: Ary s of o subsecessse el meqane Sower appesadd

Jurisd ki of
Processing

LK, [Geidance Nota; Ay procossing ouisioe of the DR wnll oo
Euvar goororal]

18. INTELLECTUAL PROPERTY RIGHTS

As per Clause 9 Intelsdua Prepery Rinkis) o the Call-0F Terms ans Szecal Temm 4
(Ecldiinnal Intclerrial Teans) scr ned in dhe: Gecer Forme ok Sapplics shal e areqoies army
richil, il cor il incom Lo b Teefenchiny Propoerly Rigrrs of e Doees o ils Beeesioe,

irezlielinng 1

(i1 Buyer's Sxisling IPR

Iy Governrent Data: ard

(i) Mo IPFs.

For and on hehalf of tha Supplicr

Ao

T B ERT I 1 P
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Signaliing

Ligie

For and on behall of the Buyer
LE

Mol ke Tl
migrmaiure

[
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1.1

1.2

1.3

Joint Schedule 1 (Definitions)

Iin each Contract, unless the context otherwise reguines, capitalised expressions
shall have the meanings set oul in this Joeinl Schedule 1 (Definitions) or e relevant
Schedule in which that capitalised axpression appears.

if a capialised exprassion does nod have an interpredation in this Schedule or any
other Schedule, it shall, in the first nstance, be intenpreted in accordance with the
common  inlerpretation  within the relevan! markel seclonindustry  whene
appropnate. Otherwise, it shall be interpreted in accordance with the dictionary
FRE@ning.

In each Contract, unless the conlext athersvise reguines:
1.31 the singular includes the plural and vice versa;
1.32 reference 1o & gender includes the other gender and the meular;

1.3.3 references 0 a person inclede an individual, company, body conporate,
cofporation, unincorporated association, firm, parnership of obher legal
antity or Central Govermmant Body;

1.34 a meference fo any Law includes a reference fo that Law as amended,
exiended, consolidated or re-enacted from time 1o time;

1.35 the words “imcluding®, “other®, “in particular®, “for example® and similar
waords shall not limit the generality of ithe preceding words and shall be
constreed as if they were immediately followed by the words “without
Hmitatian®;

1.36 references 1o “writing® include typing, printing, ithography, photography,
display on a screen, electfonic and facsimie transmission and other modes
of representing or reproducing words in a visible form, and expressions
referring to wriling shall be construed acoondingly;

1.3.7 references to "representations” shall be construed &8 raferences o presant
facts, o “warranties” as relerences o present and fulure Tacls and bo
"undertakings" as refarances to obligations under the Contract;

138 referencas o "Clauses” and "Schedules™ ara. unless otherwise provided,
references to the cdauses and schedules of the Core Terms and referencas
in any Schedule o pas, paragraphs, annexes and ables are, onkess
otherwise provided, references to the parts, paragraphs, annexes and tablas
of the Schedule in which these referances appear;

1.3.8 references to “Paragraphs® are, unless otherwise provided, references o
the paragraph of the appropriate Schedules unbess oltherwise provided;

1.3.10 references o a seres of Clauses or Paragraphs shall be indusive of tha
clause numbers specified,

1.3.11 the headings in each Contract are for sase of reference only and shall not
gffect the interpretation or construction of a Contract;

1.3.12 whera tha Buyer is a Central Governmant Body it shall be treated as
eoniracling with the Crown as a whole,
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1.4

1.3.13 any refarence in a Contract which mmediately before Exit Day is a reference
b (as it has effect from time o dme);

1.3.131 any EU regulation, EU decision, EU

ledliary legiskation or provisaon of the EEA agreament (TEU
References”) which is i0 form parl of domestic law by
application of saction 3 of the Ewropesn Union (Withdrawal)
Act 2018 shall be read on and afler Exit Day as a reference
to the EU References as they form part of domestic lew by
viriue of section 3 of the European Union (Wilhdrawal) Act
2018 a5 modified by domestic law from time to time; and

13132 any EU institution or EL) authority or other

such EU body shall be read on and after Exit Day as &
reference 1o the LK instiution, aulhority of bady o which ils
functions ware transfermad; and

1.3.14 unless oltharwise provided, references fo “Buyer” shall be consirued as
incheding Exempt Buyers: and

1.3.15 unless otherwise provided, references to "Call-Off Contract” and “Contract”
ghall be consirued as including Exempl Call-off Contracls,

In each Contract, unless the context othersise requires, the following words shall
have the following measnings:

“Achiave™

in respact of a Test, o successfully pass such Test without any Tesd
Issues and in respect of a Miestone, the issue of a Satisfaction
Certficale in respect of thal Milesione and "Achieved®, "Achieving"
and “Achievement® shall be construed accordingly;

=Additional
Insurances™

imsurance reguirements relating 1o a Cal-Off Confract specified in
the Order Form addilional 1o those oullingd in Joini Schedule 3
{Inswrance Requiraments);

=“Admin Fea"

“Affected Party”
“Affiliates"

“Annex"

means the costs incurred by CCS in dealing with MI Fadues
calculated in accordance with the taiff of administration charges
published by the CCS5 on: hipofCCS. cabinatoffica gov ukfi-am-
supplierimanagernent-information/admin-fees;

tha Party seeking to claim relief in respact of a Force Majpaure Evaent;

in redation to a body corporate, any other enfity which directhy or |
indirectly Controls, is Controlied by, of is under direct or indirec
common Conkral of that body corporate from time fo firme;

extra information which supporis a Schedule;

S

“Approval”

“Audit”

the prior written consent of the Buyer and “Approve” and
“Approved” shall be construed accordingly;

tha Relavant Authority's right to:

a) varify tha accuracy of tha Charges and any other amounts
payable by a Buyer under & Call-Off Contract (including |
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“Auditor”

proposad or ectual varigtions o them in accordance with the
Coniract),

b) werify 1he cosis of the Suppler [incuding the cosis of all
Subcontractors and any third party suppliers) in conneclion with
the prowision of the Deliverables;

c) werify the Open Book Data;

d} werify the Supplier's and each Subcontracior's compliance with
the applicable Law,

&) ibenlify or investigabe aclual or suspected breach of Clausaes 27
to 33 andior Joint Schedula 5 (Corporate Social Responsibility),
impropaiety or accounting misiakes or any breach or threatened
breach of securly and in these dreumstances the Relevan
Authority shall have no obligation to inform the Supplier of the
purpose or obective of is investigations;

f) dentify or ineestigate any circumstances which may impact
upon the financial stability of the Supplier, any Guaranbor,
andior any Subcontraciors or their ability o provide tha
Deliverables,

gl ebiain such information as is necessary to fulfl the Relevant
Aythodity's obligations 1o supply informadion for parliamentary,
ministerial, judicial or administrative purposas including tha
supply of mlomation 1o the Comptroller and Auditor General;

h)review any books of account and the intemal confrac

managiment accounts kiepl by the Supplier in connection with
each Contract;

i carmy out the Relavant Authority's intamal and statutory audits
and 1o prepare, examine andlor certify the Relevant Authority's
annual and inberim repons and accouns,

il enable the National Audit Office 1o cerry oul an examination
purswant to Section G(1) of the Mational Awdit Act 1983 of the
economy, efficiency and effectiveness with which the Relevan
Authority has used its resources;

k) warify the sccuracy and compleleness of any:

(il Managemen! Information delivered or required by the
Framework Contract; or

(il Financial Report and compliance with  Financial
Transparency Objectives as specified by the Buyer in the Order
Ferm,

a) the Buyer's intermal and axtamal auditors;
b} tha Buyar's slatutory or regulatory audilors;

c) the Complrolier and Auditor General, heir stafl andior any
appointed representatives of the Mational Auwdit Orffice;

d} HM Treasury or the Cabinat Office;
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=Authority”

“Authority
Causa™

e} any party formally appointed by the Buyer to carry out suwdit or
similar review functions; and

I successors or assigns of any of the above;
CC5 and each Buyar,

any breach of the obligations of the Relavant Authonty or any other
default, act, omission, negligence or statement of the Relevant
Audhority, of ils employess, servanls, agenls in connection with of
in relation o the subject-matier of the Contract and in respect of
wihich the Relevant Authority is lable to the Supplier,

“BACS"

the Bankers' Aulomaled Clearing Services, which is a schemea lor
tha electronic processing of financial transactons within the Unitaed
Hingdom;

“Beneficiary”

a Parly having (or claiming io have) the benefit of an indemnity
under this. Contract;

“Bluryer™

“Buyer Assats™

the relevant public sector purchaser dentified as such in the Order
Farm,

tha Buyer's infrastructure, data, software, materials, assets,
equipment or other property owned by andlor licensed or leased o
the Buyer and which is or may be used in connection with ihe
provision of the Deliverables which remain the property of the Buyer
throughout the tem of the Conlrac,

“Buyar
Authorised
Representative™

“Buyar
Premises”

“Call-Off
Contract™

“Call-Off Contract
Period™

tha represantalive appoinded by tha Buyer from time bo tima in
redation 1o the Call-Off Contract initially identified in the Order Formn;

premises owned, controlled or occupied by the Buyer which are '
made avallable for use by the Supgplier or ils Subcontractors for the
provision of the Deliverables (or any of them);

tha confract betwean the Buyer and the Supplier [enterad into |
pursuant to the provisions of the Framework Contract), which
consists of the terms sel oul and refermed o in the Onder Form,

tha Contract Parod in respect of the Call-Off Conbract;

“Call-Off Expiry
Date"

the scheduled dabe of the end of a Call-0N Conlract a8 staled in the
Cwrdar Form;

“Call-Off
Incorporated
Terms®

the contractual terms applicable to the Call-Off Contract apacm
warsiesr thx redevant heading in the Order Form;

“Call-Off Initial
Period™

“Call-Off Optional
Extension
Pariod™

the Initial Perod of a Call-Off Contract specified in the Crder Form;

such pariod or penods beyond which the Call-OHf Initial Pericd many '
be exlended a3 spacified in the Order Foom;
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“Call-Off the process for awarding a Call-Off Contract pursuant fo Clause 2

Procedure™ {How the confraci works) and Framework Schedule 7 (Call-Off
Award Procadural;

“Call-Off Special | any additional terms and conditions specified in the Order Foom

Terms” incorporabid into the applicable Call-Of Conbract;

“Call-Off Start tha date of start of a Call-Off Contract as stated in the Order Form;

Diate"

“Call-Off Tender”

the bender submitied by the Supplier in responss 1o the Buyers
Statemant of Reguiremenis following a Furher Competition
Procedure and sel oul at Call-Off Schedule 4 {Call-Of Tender)

“CCE"

the Minster for the Cabingl Office as represented by Crown
Commarcial Service, which is an axecutive agency and oparates as
& trading fund of the Cabinet Office, whose offices are lecabed al 9th
Floor, The Capital, Oid Hall Streat, Livenpood L3 SPF;

“CCS Authorlsed
Representative™

the representative appointed by CCS from time to time in redation fo
the Framework Confract inlially slentified n the Framework Award
Form;

“Central
Governmant
Body"

a body listed in one of the following sub-categories of the Ceniral
Governmiend classification af he Public Seclor Classilicalion Gade,
a5 published and amended from time to time by the Office for
Mational Statistica:

a) Government Department;

b} Mon-Departmental Public Body or Assambly Sponsoned Pulblic
Body (advisory, executive, of tribunal),

ci  Mon-Minsstenial Departrment; or
d] Executive Agency;

“Change in Law™

amy change in Law which impacts on the supply of the Deliverables
and parformance of the Contract which comas into force after the
Start Date;

“Change of a change of control within the meaning of Section 450 of the

Contral™ Corporation Tax Act 2010,

“Charges" the prices (axclusive of any applicabla VAT), payable to the Supplir
by the Buyer under the Call-Of Contract, as sei oul in the Order
Form, for the full and proper perfformance by the Supplier of its
obligations under the Call-Of Confract less any Deductions;

“Chyim™ arvy clairm which il appears that a Benelciany is, o may Decome,

entitled to indamnification under this Coniract;

“Commercially
Sensitive
Information®

the Confidential Information listad in the Framework Asward Forrm or
Owchipr Form (if any) comprising of oom mencially sensitive information
redating 1o the Suppler, its IPR or its business or which the Supplier
has indicaled o the Authodly that, if disclosed Dy the Authomty,
would cawse tha Supplier significant commarcial disadwvantaga or
material financial loss;
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“Core Terms"™

“Costs"

“Comparable the supply of Deliverables to another Buyer of the Suppler that are
Supply” the sarm or similar to the Deliverables;
“Compliance tha person{s) appointad by the Suppler who i responsible for '
Officer™ ensuring that the Supplier complies with its legal oblgations;
“Confidential means any information, however # s conveyed, thal relales 1o he
Information” business, affairs. developments, itrade secrats, Know-How,
personnel and suppliers of CCS, the Buyer or the Supplier, mcluding
IPRs, logether with information derived from the above, and any
oither information clearly designated as being confidential (whethar
of not il = marked as "eonfidential™) or which cughl reasonably 1o
be considarad o be confidential;
“Confllct of & conflict between the financial or personal duties of the Supplier or
Interest™ the Supplier Stafl and the dulies ewed 1o CCS of any Buyer under
a Contract, in the reasonable opinion of the Buyer or CCS5;
“Contract” either the Framework Contract or the Call-Of Coniract, as tha
conbexd requines,
“Contract Period™ | the term of either a Framewark Contract or Call-Off Contract on and |
from the earlier of the:
a) applicable Start Date; or
b) the Effective Dala
wp b and including tha applicabla End Date;
“Contract Value® | the higher of the actual or expecied tolal Changes pakd or payabla
wnder @ Contract where all obligations ane med by the Supplier;
“Contract Year" a consecutive pariod of twalve (12) Months commancing on tha '
Start Date or each anniwersary thereof;
“Cantral™ contral in efther of the senses defined in seclions 450 and 1124 of
the Corporation Tax Act 2010 and "Contrelled™ shall be construad
Becondingly;
“Cantroller™ has the meaning given 19 il in the GDPR;

CCS' standard terms and conditions for common goods and
sarvices which govern how Supplier must interact with CC5 and
Buyers wnder Framawaoark Contrscts and Call-OF Contracts,
tha following cosis (without double recovery) to the axtent that they '
are reasonably and propery incurred by the Supplier in providing
the Deliverables:

a)the cosl o the Supplier or the Key Subcontracior (a5 the conlexl
requires), calculated per 'Work Day, of engaging the Supplier
Staff, including:

i) base salary paid 1o the Supplier Staff;
i) employers Matonal Insurance contributions;
i} pension contribuwtions;
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iv) car allowances,

v} any other contractual employment benefits;

vi} staff training;

wii}) work place accommodation;

vili pvork place | T eguipmeant and tools reasonably necessany (o
prowide the Delverables (but not including items ncluded
wilhin limis (b) Below]; and

i} reasonable recruitment costs, as agreed with the Buyer,

b} costs incurred in respect of Supplier Assets which would be
treated as capital cosis according to generally acceplad
accounting principles within the UK, which shall inclede the cost
i B charged in respect of Supplier Assels by the Supplier o
thia Buyer or (lo the axtent that risk and itk in any Supplier
Assel s not held by the Supplier) any cost sehually incumed by
the Supplier in respect of thase Supplier Assets;

&) aperalional cosls which ane nal induded within (a) or (b) abawe,
to the extent thal such costs are necessary and propery
incurred by the Supplier in the provigien of the Deliverables; and

d) Reimbursable Expenses to the extent these have been
specilied as allpwable in the Order Form and are incurmed in
delivering any Delverables;

but excluding:

a] Ceerhead,

fy financing or similar costs;

g) maintEnance and support costs o the extent thal these nelate fo
mainienance andor suppori Deliverables provided beyond the
Call-Off Contract Penod whather in relation to Supplier Assets
ar otherwise,

by  taxation;

il fines and peralies,

i} amounis payable under Call-ON Schedule 16 (Benchmarking]
whare such Schedule s used; and

ki mon-cash  iems  (including  depreciation,  amortsation,
impaimments and movements in provisions);

“CRTPA" the Contract Rights of Third Parties Act 1999;

“Data Protection | an assessmant by the Coniroller of the impact of the envisaged
Imipact Procassing on the protection of Parsonal Data;

Agzessment”

“Data Protection | the GDPR. the LED and any applicable national implementing Laws
Legislation™ &5 amandad from time to time (&) the 0PA 2018 to the extent that i

redates 1o Processing of personal data and privacy; (i) all applicable
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Law about the Procassing of personal data and privacy;

Access Reguest”

“Data Protection | the amount specified in the Framework Award Form,

Liability Cap"

“Data Protectlon | has the meaning given to it in the GDPR;

Officer”

“Data Subjact™ has tha meaning given to it in the GDPR:

“Data Subject a request made by, or on behalf of, & Data Subject in accordance

with righis granbed pursuant to the Data Profeclion Legislation fo
access their Parsonal Data;

“Deductions”

all Service Credits, Delay Payments (if applicable), or amy other
dhesduction which the Buyer is paid or i payable o the Buyer under
a Call-Off Contract

“Default™

“Dafault
Managemant
Charge™
“Dalay
Payments"

“Deliverablas"

any breach of the obligations of the Suppler (including
abandonment of a Coniracl in breach of il lems) or any olher
default (ncluding material default), act, omission, negligence or
staternent of the Suppker, of s Subcontraciors of any Supplier Siafl
howsommar ansing n conngction with or in relation (o the subject-
matier of & Coniract and in respact of which the Swppdier is liabla to
the Relewanl Authority;

has the meaning given to it in Paragraph 8.1.1 of Framewaork
Schadula 5 (Managemant Charges and Information);

the amounts (i any) payable by the Supplier to the Buyer in respact
of a delay in respect of a Miesione as specdied in the
Irplementation Plan;

Goods andlor Servicas thal may be ordersd under the Conftract |
inciuding the Documentation;

“Dalivery”

Party"

“Dispute”

dadivery of the relevant Delverable or Milssione in accordance with
tha terms of a Cal-Off Contract as confirmed and accepied by tha
Baryer by the elther (a) confirmation in writing 1o the Supplier, or (b)
where Call-Off Schedule 13 (Implementalion Plan and Tesling) is
used issue by the Buyer of & Satisfaction Cerificate. "Deliver” and
“Delivered” shall be construed accordingly;

tha Party directly or indirectly providing Confidential Information fo
tha other Party in accordance with Clausa 15 (What you must keap
confidentiall

any claim, dispute or differenca (whether contractual or non-
contractual) arising out of or in connection with the Contract or in
conneclion  wilh  the negolialion, exislence, legal walidily,
enforceability or termination of the Contraci, whaether the alleged
liabdlity shall arise under English law or under the law of some other
country and regandiess of whether a particular cause of aclion may
succassfully be brought in the English courts;

“Diks pute

the dispule resolution procedura sel out in Clause 34 (Resolving
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Resolution
Procedure™

“DOTAS"™

“Documentation™

asputes);

descripions of the Sarvices and Senice Levels, technical |
specifiications, user manuals, training manuals, operating manuals,
process  defindlions  and  procedures,  systerm  emvironrmient
descriptions and all such other documeantation (whether in hardcopy
of electionie form) s required bt be supplied by the Supplier o (he
Baryar under a Contract as:

a) would reasonably be required by a compedent third party
capablé of Good Indusiry Practice conlracted by the Buyerio
develop, configure, build, deploy, run, maintain, upgrsde and
est the individual systems thal provide the Deliverables

b} is required by the Suppler in order to provide fthe
Daliverables; and/or

ci has been or shall be generated for the purpose of providing
the Daliverables;

the Disclosure of Tax Awoidance Schemas rules which reguire &
pramoter of tax schemes o tell HMRC of any specilied notiflable
arrangaments or proposals and to provide prescrbed information
on those arangemenis of proposals within set time limits aa
contained in Pan T of the Finance Act 2004 and in secondary
legislation made under wires containad in Part T of the Finance Act
2004 and as extendad to National Inswrance Contributions;

“DPA 2018

“Diue Diligenca
Information”

the Data Protection Act 2078,

any information supplied to the Supplier by or on bahalf of the |
Authority prior to the Start Date;

“Effective Date”

the dxle an which the final Pary has signed the Contract;
tha Emvimonmental Information Regulations 2004,

“Electranic
Inwvaice™

“Employmant
Regulations™

an invoice which has been lssued. transmitted and received in &
structured elecironic formal which allows lor s aulomabc and
ebectronic processing and which complies with (a) the European
standard and (b) any of the synlaxes published in Commission
Implementing Decision (EU) 20171870,

tha Transfer of Undertakings (Protection of Employment)
Regulations 2006 (S| 2008/246) as amended or replaced or any
other Reguiations implementing the European Couwncil Deeclive
TTHAETIEEC;

“End Date"

the earlier of:

a} the Expiry Date {as extended by any Extension Perod
exerciaed by the Relevant Authosty under Clause 10.1.2);
ar
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b} if & Contract is terminated before the date specified in (a)
aboye, the date of lermination of the Contract;

“Environmantal fo conserva energy. water, wood, paper and other resowrces,
Palicy™ refuce waste and phase oul the use of ozone depleting substances
and manimise the releass of greenbouse gases, volalile onganic
compounds and other substances damaging to health and the
environment, including any wiitlen environmental policy of the
Baryer;

“Equality and the UK Government body named as swch as may be renamed or
Human Rights replaced by an aquivalent body Trom lime o brme;
Commission”

“Estimated Year |the anticipated total Charges payable by the Buyer in the first
1 Charges™ Contract Year specilied in the Order Foem,

"Estimated Yearly | means for the purposes of calculating sach Party’s annual liability
Charges® under clawse 11.2:

aj in the first Contract Year, the Estimated Year 1 Charges; or

B) in any subsegquent Confract Years, the Charges paid or payabla
in the prensous Call-off Contract Year, or

c) after the and of the Call-off Contract, the Charges paid or payabla
in the last Contract Year during the Call-off Contract Period;

?Exampi Euyer’ a public sactor purchasar that is:
a) eligible to use the Framawork Contract; and

B} is entaring inlo an Exempt Call-off Contract that is not subjact to
(as appliceable) any of:

i) the Regulations;
ii) the Concession Contracts Regulations 2016 (51 2016/2T3);
i) tha Utilities Contracts Regulations 2016 (51 2016274 ),

iv) the Defance and Security Public Contracts Regulations 2011
(51 20111 B48);

v] the Remedies Directive (2007/66/EC);

wi] Directive 201423EU of the BEwopean Pariament and
Ciomaneil;

wil) Directive 201424/ EU of the Ewopean Parlament and
Ciommncil,

viiijDreciive 2014/25EU of the European Padiament and
Cipamncil; or
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ix) Direclive 200908%VEC of the Ewopean Parliament and
Cioumdil;

| (a) the Buyer having a clear analysis of the Costs, Overhead

"Exampt Call-off the contract betwean the Exempt Buyer and tha Supplier for
Contract” Deliverables which consists of the terms set out and refesred 1o in
the Ordes Fosm incorporating and, where necessary, amending,
refining or adding 1o the terms of the Framewark Contract;
TE'lnml'npt any amendments, refinaments or additons to any of the terma of the
Frocurement Framework Contract made through the Exempt Call-off Contract to
Amendments reflect the spacific needs of an Exempt Buyar to the axtant permitted
by and in accordance with any legal mguirements applicable o that
Exemgpi Buyer;
“Existing IPR= | any and all IPR that are owned by or licansed to eithar Party
and which are or have been developed independently of the
Contract (whethar prior o the Start Date o othenwise);
“Exit Day" | shall have the meaning in the European Union (Withdrawal)
Act 2018;
“Expiry Date™ the Framework Expiry Date or the Call-0fN Expiry Dale (a5 the
context dictates);
“Extension the Framework Optional Extension Perod or the Call-Odf
Pariad™ Optional Exfension Period as the context diclabes;
“Financial | a report by the Supplier to the Buyer that:
Reports” (a) provides a true and fair reflection of the Costs and
Supper Profit Margin forecast by the Suppliar,
(b} provides delail a true and fair refiection of the costs and
@xpensas o e incermed by Key Subconiraclons (as
redquesled by the Buyer),
(&) i in the same software package (Microsoll Excel of
Microsall Word), layout and formal as the blank templales
which have been mswed by the Buyer to the Supplier on or
before the Start Date for the punpeses of the Contract; and
(d) iz cerified by the Suppker's Chiel Financial Officer or
Director of Finance;
“Financial a reasonably skilled and experienced mamber of the
Representative™ | Supplier Stall who has specific responsibility for preparing,
maintaining, facilitating acoess o, discussing and explaining
the records and accounts of everything 1o do with the
Confract (as referred to in Clause &), Financial Reports and
Open Book Data;
“Financial
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Transparency
Objectives”

recovenas (where relevant), time spent by Supplier Staff in
prowiding the Services and Supplier Profit Margin so that it
can understand any paymeant sought by the Supplier;

{b) the Parties being able to understand Costs forecasts and
o have confidenca that thesa are based on justifiable
numbers and appropriate forecasting techniquas;

{c) tha Parties baing able to understand the quantitative
impaci of any Variations thal affect ongoing Costs and
idantifying how thase could be mitigated andior reflected in
the Charges;

{d) thix Parties being able to review, address issees with and
ri=forecast progress nnelabion bo he provision of the
Services,

(&) the Parties challenging each obfer wilh ideas for efficiency
and improvenments, and

(T} enabling the Buyer o demonsirate that it & achieving value
for money for the tax payer relative bo curment market
prces,

the Freedom of Information Acl 2000 and any subordinale
legislation made under that Act from time to time togethar with
any guidance andior codes of prachce issued by e
Infarmation Commissioner of relevant Govermmend department
in relation to such legislation;

“Force Majeurs
Event”

any event, DCCUMence, crcurmstance, matter or cause affecting
the perdormance by edber the Relecanl Authorily or the
Supplier of its obligations ansing from acts, events, omissions,
happenings of non-happenings beyond the reasonable conbrol
of the Affected Party which preveni or maierially delay the
Affected Party from perfarming its obligations under a Contract
and which ane nol atiributable 1o any willd act, neglect or failure
to take reasonalbde preveniative action by the Affected Party,
including:

a) riots, cavil cormmotion, war or armmed conflict
b} acis of tesmoriam;

c) acis of a Central Government Body, local govemment or
regulatony bodies;
d} fire, food, storm o earthguake or obher natural disaster,
but excluding any industrial dispute relating to the Supplier, the

Supplier Stall o any olher Fadure in the Supplier of e
Subcontractor's supply chain;

“Force Majeurs
Hotice"

& written notice served by the Aflecied Party on the ather Party
stating thad the Affected Pary beliewes that there is a Force
Majaura Evant;
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“Framework the document cutlining the Framework Incorporated Terms amd

Award Form™ crucial information required for the Framework Confract, o be
exacutad by tha Supplier and CCS;

“Framework the framework agreement established betwesn CCS and the

Contract™ Supplier in accordance with Regulation 33 by the Frarmewark
Awrard Foom for the provision of the Deliverables to Buyers by
the Supplier pursuant to the OJEU Molce;

“Framework the pericd from thie Framework Stad Date wnlil the End Date of

Contract the Framewark Contract

Pariad™

“Framework the scheduled date of the end of the Framewaork Contract as

Explry Date® stated in the Framework Award Foom),

“Framework the contractual lerrms applicable o the Framework Conlract

Incorporated spacifiad in the Frameawork Award Form;

Terma®

“Framework such penicd or periods beyand which the Framework Conbract

Optional Pericd may be axtendad as spacified in the Framawork Award

Extension Faormmn;

Peariod™

“Framework | the price(s) applicable to the provision of the Deliverables set

Price(s)” out in Framework Schedule 3 [Framework Prices);

“Framework ary addilional lerms and conditions specified in the Framesork

Special Terms® | Award Form incorporated into the Framework Contract;

“Framework the dabte of start of the Framework Conlract as stated in the

Start Date" Frarmework dward Form;

“Framework | the tender submitted by the Supplier to CCS and annaxed to

Tender or referred o in Framework Schedule 2 (Framework Tender);

Responge”

“Further [the further competition procedure described in Framework

Competition Schadule T (Call-Of Award Procedure);

Procedurs™

“GDPR" | the General Data Protection Regulation [Regulation (EU}
2018679y

“General Anti- a)the legistation in Par 5 of the Finanoe Acl 2013 and;

Abuse Rule bl any fubwe legislation infroduced o parliament to

counferact tax advantages arising from  abwsive
arrangermsanis o avold Mational Insurance contributions;

“General @ Change in Law where the change is of a general legisiative

Change in Law™ | natura {including taxabion or dulies of any sort affecting the
Supplier) or which affects or relates 1o a Comparable Supphy;

“Goods™ goods made available by ihe Suppler as Specified n
Framework Schedule 1 (Specification) and in relation to a Call-
Off Contract as apecifed In the Onder Fomm |
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“Good Industry
Practice™

standards, practices, methods and procedures conforming to
the Law and the exercise of the degree of skill and care,
diligenca, prudance and foresight which would reasonabdy and
ordinarily be expecied fram a skilled and experienced person
ar body engaged within the relevant indusiry or business
sactor;

“Government”

the govemment of the United Kingdorm (including the Northesm
Iraland Assambly and Execulive Committes, the Scottish
Govemnment and the Mational Assembly for Wales), incheding
govermment minesiens and government depariments and alfher
bodies. parsons, commissions or agencias from time 1o time
carrying oul funciions on its behalf,

“Governmant
Data”

“Guarantor®

“Halifax Abuse
Principle”

“HMRC"
*ICT Policy™

“Impact
Assessmant”

the diata, lex), drawings, dipgrams, mages or sounds (logether
with any deatabase made up of any of thesa) which ara
embodied in any electronic, magnetic, optical or tangible
madia, including any of the Authority's Confidential Information,
and which:

a) are supplied to the Supplier by or on behalf of the
Authority; or

b} the Supplier is required to generate, process, store of
transmit purseant 1o a Confract;

| the parson (if any) who has endered into a guearantes in the form

el oul in Joint Schedule B (Guarantes) In relaton to this
Contract;

| the principle axplained in the CJEU Casa C-255/02 Halifax and

athers;

| Har Majesty’s Revenue and Cusboms;
| the Buyer's policy in respect of information  and

communications technology, refered to in the Order Fosm,
which is in force as al the Call-Off Start Date (a copy of which
has been supplied to the Supplier), as uwpdated from time to
tirne in accordance with the Vanation Procedure;

an assessment of the impact of a Variation request by the
Relevant Authority completed in good faith, incuding:
a} details of the impact of the proposed Yariation on the
Deliverables and the Suppliar's ability to meat its othar
obligations under the Contract;

b} details of the cost of mplementing the proposed
Varnation;

c) details of the ongoing costs required by the proposed
Warialion when implemented, including any increase o
decrease in the Framework Prices/Changes (as
applicaide). any alteration in the resowrces andior
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expenditure required by either Party and any alteration
to the working practices of either Party;

d} a timetable Tor the implementation, logether with any
proposals for the lesting of the Vaation; and

a) such other information as the Relevant suthonity may
reasonably request n (or in response 1o) the Variation
request;

“Implemantatio
m Plan™

the plan for provision of the Deliverables set out in Call-Odff
Schedule 13 [Implemenation Plan and Tesling) where thal
Schadula is used or otherwise as agreed batwean the Suppler
and the Buyer,

“Indemnifier~

“Indepandant
Control™

“Indexation”

“Information™

a Party from whaem an indemaiy is sought under this Contract,

whare a Controller has provided Personal Data to anather
Party which iz not a Processor or a Joint Controlier becaussa
the recipiend isell dedermines he purposes and reans of
Procassing but does so separately from the Controller
providing it with Personal Data and “Independent Contraller
shall be construed accordinghy;

| the adjustmant of an amount or sum in accordance with
Framework Schedule 3 (Framework Prces) and the relevant
Cirder Form;

| has the maaning given wnder saction B4 of tha Freedom of
Information Act 2000,

“Information

Commissioner®

the UK's independent aulhority which deals with ansuring
information relating 1o nghts in the public inerest and data
privacy for individuals is mel, whilsl promating openness by
public bodies;

“Initial Period"

“Insolvency
Ewemnt"

the initial terrm of a Contract specified in the Framework Swand
Forrn o the Qrder Form, as the conbext requires,

| with raspect b0 any person, means:

(&) thal peerson suspends, or threatens to suspend, payment of
its debts, or is unable to pay its debts as they fall dua or admits
inability ta pay ils debls, ar;

(i) (being & company or 8 LLP) is deemed unable to pay is
debls within the meaning of seciion 123 of the Insolvwency Acl
1686, or

(i) {being a partnership) is deemed unable to pay s debis
within the meaning of section 232 of the Insalvency Act 1986,

[b) that person commences negotistions with one or more of
s credilors (using a voluntary arrangement, scheme of
arrangemeant or othensxise) with a view 1o rescheduling any of
ils debis, or makes a proposal for or enters inlo any
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compromise of arrangement with one or more of s crediors
or takes any slep (o oblsin a moratorium parsuant o Seclion
14 and Schedule Al of the Insolvency Act 1986 other than (in
the case of a company, @ LLP orF a partnership) Tor the sole
purpose of a schems for a sohvent amalgamation of thal person
with one or more other companies or the solvent reconsbnection
of thal parson;

[c) anather person becormes enlitled o appoint 8 receiver ovwer
the assels of thal parson or a receiver is appoinbed over the
assels of that person;

{d) & creditor or encumbrancer of that person attaches or takas
possession of, or a distress, execulion or other such process is
leviad or anforced on or sued against, the whaole or any part of
that person’'s assels and such altachmen or process & nol
discharged wilhin 14 days;

(&) thal person Suspends of caases, of threalans 1o suspend of
caase, camying on all or a substantial part of its businass;

[} whera that parson is a company, a LLP or a parinership:

(i) & petition is presented (which is not dismissed within 14 days
of its seraca), a notice is given, & reschution is passed, or an
order is made, for or in connection with the winding up of that
person othar than for the sole purpose of a scheme for a
solwent amalgamation of that person with one or mone other
companies or the solvent reconstruction of that person;

(i) an application is made 1o courl, oF an order is made, lof the
appointment of an administrator, or if 8 notice of intention to
appoint an administrator s filed at Courd of given of If an
administrator is appoinied, over thal person;

(iii} (baing a company or a LLP) the holler af a qualifying
floating charge over the asseis of that person has bacoma
entified to appoint or has appointed an administralive receiver,
ar

(iv) (bing a parnership) the holder of an agricatiural floatng
charge over the asseis of that person has become entitled to
appaint or has apponted an agriculiural receiver, o

(@) any ewenl occuwrs, or proceeding s laken, with respect to
that person n any jurisdiction fo which it is subject that has an
effect aquivalent or similar to any of the events mentioned
above,

“Installation
Works"

“Intellectual

Property
Rights™ ar "IFR"

all works which the Supplier is to carry out at the baginning af

the Call-0ff Contract Period to install the Goods in accordance
with the Call-0n Conbract;

a) copyright, rights relaied to or affording prolection similar

o copyrighl, rights in databases, palents and righls in

irgntions, semi-conducior lopography rights, brade
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"lhwaicing
Addrass”

rmarks, rights in intemsl domain names and weksite
adcreszes anc olher rghtz in rade or ausiness nEmeas,
goceteill, designs, Know-How, fece secrels and ather
righis in Ceeficential infarmation;

Ll applicaalions o roishalion, and e rghl e apply T
reg Etration, for any of the nghts listed at (a) thst are
rapakee af haing reqistared 0 any counicg arjurisd istinn,
anc

& all other righta having equivalent or similar effect in 2oy
couniry o jurisdicdicn;

th= address 1o which the Supplisr sha' irvcice the Buyar as
spspcilicd in lho Orgker Fonm;

"IPR Claim™

ary slenirn el irdm rgpernen | e alleged inlFingernenl {ineuding ez
detence af such infringement ar alleged infringermanty of any
IFR, nsad tn provide the Deliverables o athenise providesd
and'or licensed oy the Supplier jor to which the Suaplier has
provided aceess) to the Relavani &Aothority in the fulfilment of
ils abligalions under o Conlreacl:

"IR33™ Wk ol -yl vl rosgquiriegg indivic gils vebo weork B b i
sornanyt iy dhe same fax oane Mational  Insiranns
wontributions as an employes whicn c3n be faune anline &t
htps:ftwene.gow. kgL idanca!irds-find-cut-f-it-apalies:

*“Jaint tha agreement (if any] entared into batwsen the Rselevan:

Controller Authoniy ard the Supplier =ubsiardial v in the form set ool in

Agroemeni™ Annezx 2ol Jdoin| Schoedoe T Proccssneg D),

"“Joink wetw e e G ol juinlly delerming e porposes

Controllers™ and reans af Fraressing

"Key Staff* thea I nelividua 'z F any) identified 33 suchin the Orcsr Form;

"Key Sub- =ach Sub-Contract with a Key Subconiracian

Contract"

"Kay any Subcontractar:

Subcontactoer”

Al which is redien] tgan o calivar any warkl packads witkin
the Daliverables: in their antirety; and'or

b} which. in the opinion of ©C5 o the Buver performa for
et sy il apapecinked 1o o il e in L groisican
of sll or any part of the Deliverables; ancior

m owith & Sub-Coetract with & contract w2iie which at the
tme of appointment esceeca (or woulc excesc if
gppointed] 10% of the aggragate Charges forecast to o
pavabk e undar the Call-Cff Cordrect,

And e EIJI.":I.'E- kr snall st all such Key Subwerirasiors in

WHT R e A | s hewe CADD - RS
Fromecase® ohed, e ol R Crder Fom

wopaor 1 Sedomoe 22



“Know-How™

section 19 of the Framework Award Form and In the Key
Subconiractor Section in Qrder Form;

|'all ideas. concepts, schames, information, knowledga,

technigues, methododogy, and anything else in the nature of
know-how relating 1o the Deliverables bal excluding know-how
glready in the other Pary's possession before the applicable
Start Date;

“Law™

any law, subordinale legislation within the meaning of
Section 21(1) of the Inlerpretation Act 1878, bye-law,
enforceable rght within the meaning of Seclion 2 of the
European Communities Act 1872, regulation, order, regulaiory
policy, mandatory guidance or code of practice, pudgment of a
rizlevant court of law, or direclives or requirements with which
tha relevant Party is bound to compdy;

-LEDH-

Law Enforcement Directive (Directve (EU) 2016/680);

“Losses"

“Lots"

all lassaes, liabilites, damages, cosls, expenses (including kegal
feas), disbursemanis, costs of investigation, litigation,
settlemernl, judgment, meres! and penalties whether ansing n
contrach, lort (including negligence), breach of stabdory duty,
mizsrepresantation o othensise and "Losas” shall be intarprated
accordingly;

the numbser of lots specified in Framework Schedule 1
(Specification), if applicabls;

“Management
Charga™

the surm specifed in the Framework Award Form payable by
the Supplier to CCS in accondance with Framework Schadula
& (Managemant Charges and Information;

“Management
Information" or
-HIH-

1he managemsn information specified n Framework Schadule
5 (Managemant Charges and Information);

“MI Default”™

means when o (2) Ml Reports ane not provided in amy molling
six (B} month period

“Mi Fallure"

maans when an Ml repor;
g} contains any material ermors or matenal omissions or 8
missing mandatony fieldd; or

b) is submitted using an incorect MI reporting Template;
ar

c) is nod submitted by the reporting date (including whara
& declaration of no business should have been filed);

“MI Report”

means a repor contanng Mansgement Information submétbed
to the Awuthority in accordance with Framework Schadula &
{Management Charges and Information);

“MI Reporting

means the form of report el cul in the Annex 0 Framewaork
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Templata™

Schedule 5 (Management Charges and Information) setting out
the information the Supplier & required fo supply 1o the
Authoriby;

&n event or task described In the Implementation Plamn;

“Milestone
Date"

the Langel dabe sel oul against the relevant Milesiong in the
Implemantation Plan by which the Miestone must be Achieved,

“Month™

“National
Insurance™

“New IPR"

“Occasion of
Tax MNon—

Compliance™

& calendar month and “Monthly® shell e nlerpreted
accordinghy;

| contributions raquirad by the Social Security Contributions and
Benefits Act 1882 and made in accordance with the Soclal
Security (Confribulions) Regulatons 2001 (51 20011004 );

IPR in items craated by the Suppliar (or by a third party on
behall of the Supplier) specifically for the puanposes of a
Contract and wpdales and amendments of these ibems
including (but not limited io) database schema; andfor

IPR in or arising as a result of the parformance of the Supplier's
obligations under & Contract and all updates and amendmenis
1o the same;

bul shall not include the Suppliers Existing IPR;
| whara:

a} any lax retwm of the Supplier submitted fo a Relevant
Tax Authority on or after 1 October 2012 which is found
an or afber 1 April 3013 o be neomect &5 & resull of:

i} & Relevani Tax Authorily successhully challenging the
Supplier under the Genaral Anti-Abuse Rule or the
Halifax Abuse Prnciple or under any tax rules or
legislalion in any persdiclion thal have an effect
aquivalent or similar to the General Anti-Abuse Rule or
thie Halifax Abuse Principle,

ii} the fadure of an avoldance scheme which the Supplier
was involeed in, and which was, or should have biean,
nodified o & Relevant Tax Authonty under the DOTAS or
any equivalent of smilar regime in any jursdiction,
andior

by any {ax rebem of the Suepplier submitied 0 a Relevant
Tax Authority on or after 1 October 2012 which gives
rise, an of after 1 April 2013, o a crifminal convichion in
any jurisdiction for tax related offences which is not
spent &t the Star Date or to & cvil penalty for fraud or
Evasion,
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“Open Book
Diata ™

complete and accurate financial and non-financial information
which is sufficient 1o enable the Buyer o verly the Charges

already paid or payable and Charges forecast o be paid during
the remainder af the Call-Off Contract, including details and all

assumplions relating b
a) the Suppler's Cosls broken down against each Good

L]

L]

d)

)

andior Service andior Deliverable, incheding aclual capital
expendilure (inchading capilal replacerment cosis) and the
unif cost and tolal actual costs of all Deliverables;

operating expendilure relating fo the provision of the
Delivaratdies including an analysis showing:

i the unit costs and quantity of Goods and any ather
cansurmnables and Bowghl-in Deliverabhes;

i stafl costs broken down into the number and
gradefrole of all Supplier Staff (free of any
contingency) logether with a list of agreed rales
agains| aach grade;

i a lisl of Cosls underpinning Those rates for each
grade, being the agread rate less the Supplier Profit
Margin; and

. Reimburgable Expenses, il allowed under the Ondes
Farm;

Creerhiads;
all interest, axpensas and any other third party financing

costs  incurred in relation fo the provision of the
Delivarablas;

thie Supplier Profil achieved over the Framework Conbract
Periad and on an annual bass;

ficonfirmation that all methods of Cost apporionment and

al

)

Creerhead allocabion are consistent with and not mone
onerous than such methods appled generally by the
Supplier;

an explanation of the ftype and wvalue of risk and
contingencies associated with the provision of the
Delivaratdes, including the amount of money attributed to
aach risk andior contingency; and

the actual Costs profile for each Service Period;

“Order”

maans an arder for the provision of the Deliverables placed by
& Buyer with the Supplier under 8 Contract;
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"Orglar Form™

a completec Order Form Tamplate (or squivalant inforrmation
izsued [y the Buyer) used to craste a Call-2F Sontract;

"Oirder Farm

Lz lermiplale in Fruncsork Schodule & (Crder Famrn Tom olelis

Indicatars" or
P

Templale™ and Call-Cn Scearliles ),

"her any acing ) e polerdial Buer wader The Framasaark Cnnlract,

Contracting

Authority"

"Orverhead" thios= amounts wiich are inlerded to recover & propedion of
tha Supplier's or the Key Subconirector's oz the conbest
reguirzs)  indincoel corporale cosks (including ieancing,
marketing,  adwartizing, ressamh ane  cawslnpment  ard
insurance rostE ardd amy fires or penafiest bot ewcluding
sllawakbls indirect costs aoporicned b0 facildies and
administration ir tha provision of Supplier 31aT and acconzingly
includcad within lirmb (e ool the definilice of "Guasls®;

"Parliamant” ke ils malural mcarning @s irlerproebed by La;

"Party” in Ll conbc] gl he: Framcwork, Gonliagl, GO53 ar he Bopalicr,
and in the in the cortest of 2 Call-0F Contrard the Buyer o the
Supplier. "Partles" shall mean both of thermn wiere the contet
pEMItE,;

"Performance tha parformance maasursments and targets in respect of the

Supplicrs porlormance of e Framogwork Canlracl sael oal in
Framawark Schodule: & (Fromework, Managamanl);

“Personal Dalka

"Personal Data™

has e mearing given to il in the GNFKR;

has the meaning given 11 inihe COFR;

Breach"

“Persannel™ all direczors. officers, empoyess, agents, consultante sqd
zuppliers of a Party andior of any Subcontractor ardior
Subpravessor ongaged in lhe porlorneecs o s ok galiones
dnies o Conirack

"Prescribed A lagal alviser, a0 WE or an apgapiate ey wninn @ whisbs

Ferzan" hlower may make & cicesure o oas  defalded  in
Whistleblowing: list of prescrbed pecple and bodies'. 24
Morambar 2014, gvailzbla onling at:
hllps:dtwnine o, abkdgosc rmmsznlpablicationsalowing -1Faz-
watrigdla- is1-nl-peegcribwe-paeaple-anil-bodies
201 ztlel owing-list-nf-prescribed-peo ple-a nd-bedies;

“Processing has the rearing given o inhe GOFR;

“Processor" has the mearning given toii in the GOMR;

“Processor all direczors. officers, empoyess, agents, consultante sqd

Parsonnel" supplisrs of the Proces=or ancior of any Subprocessor
sangaged in ez perlonmmnee ol ils oaligalicrs cnder & Ganlrecl;

"Pragriss o ling belwaen e Goyer Sulhorisce Foprescrlalive and

WHT R e A | s hewe CADD - IR

Framecasct Bohed, b0 ©
wopawr 1 Sedomoe 2

2l UH Crdzr Fomm



Meeting”

the Supplier Authorised Represeantative;

“Progress
Meating
Freguency

L3

the frequency at which the Supplier shall conducl a Progress
Maating in accordance with Clause 6.1 as specified in tha
Order Form;

“Progress
Report”

i repon provided by the Supplier indicating the steps aken o
achiave Milesiones or delivery dabes;

“Progress
Report
Frequency

the freguency al which the Supplier shall deliver Progress
Reports in atcordance with Clause 6.1 as spetified in the
Oinder Form;

“Prohibited
Acts”

“Protective
Measures"

a) to directly or indirectly offer, promise or give any person
wiorking for or engaged by a Buyer of any other public
body & financial or other advantage to:

Linduce thal person o perform improperly a relevant
function or activity; or
ii. reward that person for improper performance of a
relevant function or activity;

b) to directly or indirectly request. agree 1o recelve or accept
any financial or other advantage as an Rdueoermen] oF & rewand
for improper performance of a relevant funclion or activity n
connection with each Contract; of

¢} committing any offenca:

i under the Bribery Act 2010 (or any legislation repealed
of rvoked By Such AGl); ar
i, under legislabon or common lay conceming fraudulent
acks; or
iii. defrauding. atlempling o defraud or congpifing o
defraud a Buyer or other public body; or
d) any activity, practice or conduct which would constibvie one
of the affences listed wedar (2] abowe if such activily, practics
or conduct had been carried ouf in e LIK;

| appropriate technical and organisational measwres which may

include: pseudonymising and encrepling Personal Data,
ensuring confidentiality, integrty, availability and resilience of
systems and senices, ensurng that evailability of and access
o Personal Dala can be restoned in a imely manner afler an
incidant, and regularly assessing and evaluating the
effectiveness of the such measures adopled by it including
those oullined in Framework Schedule 9 (Cyber Essantials
Schame), if applicable, in the case of the Framework Contract
of Call-Of Schedule 9 (Security), if applicable, i the case of a
Call-Off Contract.

“Recall”

& request by the Swpplier to retumn Goods to the Suppler or tha
manutaciurer afler the discovery of salaly issues of delecls
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“Recipient
Party™

{including defects in the rght IFR rights) that might endanger
heallth or hinder performance;

| tha Party which receives or obtains direclly or indirecthy
Confidential Information;

“Rectification
Plan®

a) the Supplers plan (or revised plan) to reclify iU's breach
using the template in Joint Schedule 10 (Rectiication
Flan) which shall inchude:

b} full detais of the Default that has cccumed, including a
root cause analysis;

c) the actual or anticipated effect of the Default; and

d} the steps which the Supplier proposes to take lo rechify
the Default (if applicable) and to prevent such Default

from mecurring, incuding limescales for such sleps and
for the rectification of the Default (where applicable);

“Rectification
Plan Process"™

“Ragulations™

Expenses”

“Reimbursable

the process set ouf in Clause 10031 to 10.3.4 (Rectification
Plan Process),

| the Public Contracts Regulations 2015 andior the Public
Contracts (Scotland) Regulations 2015 (as the context
requines);

|the reasonable out of pocket travel and subsistence (for
example, hotel and food) expenses, progerdy and necessarily
incurried in the performancs of the Services, calculabed af the
rates and in accordance with the Buyer's espenses policy
current from tirme to time, bul not including:

a) travel expenses Incurmed as a result of Supplier Staff
travelling to and from their usual place of work, or to and
from the premises at which the Services are pancipally
to be performed, unless the Buyer otherwise agrees in
advance in writing; and

b} subsilence axpenses incurred by Supplier Stall whilst
perorming the Sensces al their usual place of work, or
o and from the premises al which the Services are
principally to be peformed;

“Relevant
Authority™

“Relevant
Authority’s
Confidential
Information™

the Authaority which & party to the Contract to which a right or
abligation is owed, as the conbext requines,;
a} all Personal Data and any information, however it is
conveyad, that ralates to the business, affairs,
devalopments, property rights, trade secrats, Know-
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How and IPR of the Relevant Authorty (mcluding all
Relewant Authority Exsting IPR and Mew IPR);

b} any other information deady designated as beang
confidantial (whelher or nod it is manked "confidential™)
af which oughl reasonably be considered confidential
which comes (or has come) ko the Relsvanl Authorily’s
attention or mio the Relevant Authorty's pOSSessand in
connaction with a Contraci; and

) information dervad from any of the above,

“Relevant

“Relevant Tax
Authority™

“Reminder
Hotice®

“Replacemant
Deliverables™

Reguiremants™

all applicable Law refating 1o brbery, corruplion and fraud,
including the Bribery Act 2010 and any guidance issued by the
Secretary of State pursuant to section 9 of the Bribery Act
2010,

| HMRC, aor, if applicabda, the tax authority in the jurisdiction in

which the Supglier is established;

| a notice sent in accordance with Clause 10.5 given by the

Supplier o the Buyer providing notfication that payment has
il been received on lime,

| any deliveraldes which are substantally similar to any of the

Deliverables and which the Buyer recelves in substitution for
any of the Deliverables following the Call-Off Expiry Dade,
whather those goods are provided by the Buyer internally
andior by any third party;

“Replacemant

“Replacamant
Supplier”

Subcontractor”

a Subconiractor of the Replacemeni Supplier o whom
Transfarring Suppliar Employeas will transfar on a Service
Transfer Date (or any Subconlractor of amy  such
Subcontracior),

| any third party provider of Replacemeant Daliverables appointed

by of al the direction of the Buyer from time to lime or wherne
tha Buyer is providing Replacemeant Daliverables for its own
sccount, shall also include the Buyer,

“Regquesi For
Infarmation”

a request for informabon of an apparent reguest relating 1o a
Contract for the provision of the Deliverables or an apparent
request for such information under the FOLA or the EIRs;

“Required
Insurances”

the imfurances mequired by Joinl Schedule 3 (Insurance
Raquiraments) or any additional nsurances specified in the
Oirder Form;

“Satisfaction
Cartificate™

the cerificate (materially in the form of e docurnent contasmesd
in of Part B of Call-0ff Schedule 13 (Implementation Plan and
Testing) or as agreed by the Paries where Call-Off Schedule
13 is nod wied in this Contract) granted by the Buyer when the

| Supplier has met all of the reguiremants of an Crder, Achieved
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& Milestone or 8 Test;
“Security the Supplier's security management plan prepared pursuant to
Managemant Call-0ff Schadula 8 (Sacurity) (if applicabla);
Plan™
“Security the Buyess securily policy, refermed 1o in the Order Form, n
Paolicy™ force as ai the Call-Off Siart Date (a copy of which has baen
supplied to the Supplier), as updated from tme to time and
natified o the Supplier;
“Self Awdit | means the certficate in the form as sel out in Framework
Certificate™ Schedule B (Sell Audit Cerificala);
“Serious Fraud | the UK Government body named as such as may be renamid
Office" or raplaced by an equivalent body from tima 1o fime;
“Service any service levels applicable to the prowision of e
Levels” Deliverables wnder thi: Call OFf Contract (which, whane Call O4f
Schadule 14 (Service Levels) is used in this Contract, are
speciied in the Annes o Pan A of such Schedula);
“Barvice | has the maaning given bo it in the Onder Fomm,
Pariod™
“Services" services made avallable by the Supplier as specified n
Framewoark Schadule 1 (Specification) and in relation to a Call-
Off Contract as specified in the Order Fom;
“Service any transfer of the Deliverables (o any pat of the
Transfer” Daliverables), for whatever reason, from the Suppler or any
Subcontractor 1o a Replacement Supplier or a Replacement
Subcontracior
~Service | the date of a Service Transfer;
Transfer Date”
“Sites™ any premises (including the Buyer Premises, the Suppliers
premises or third party premises) from, o or at which:
a) tha Deliverables are {or are fo be) provided; or
b} the Supplier maneges, organises or otherwise direcis
the: provision o the use of the Delverables;
gl those premises al which any Supplier Equipment or
any part of the Supplier Systam ks located (where any
part of the Delverables provided falls within Call-Of
Schedule & (ICT Services));
“SME" |'an entarprise falling within the category of micro, small and
medium sized enterprises defined by the Commession
Recommendation of & May 2003 concerming the definition of
micro, small and medium enfarprises;
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“Special Terms"

any additional Clauses set out in the Framework Awand Form
ar Qrder Form which shall form part of the respeclive Confract,

“Specific Change
in Law™

& Change in Law that relates spacifically to the business of the
Buyer and which would nol alfect 8 Comganable Supply whene
tha effect of that Specific Changsa in Law on the Delivarables is
not reasonably foresesable gt the Stan Date;

“Specification”

the speciicalion sel oul in Framewordk Schedule 1
[Specification), as may, in relaton to a Cal-Off Contract, be
supplementad by the Order Form;

“Standards”

“Start Data™

“Statement of
Requirements”

Ay

@) standards published by BSl Brilish Standands, he
Mational Standards Body of the United Kingdom, bhe
Intermational Organisation for Standandeation o other
reputable of egquivalen] bodies [and heir successor
bodies) that & skiled and experienced operatar in the
game type of industry o business sector as the Supplier
wiould reasonably and ordinarily be expectad to comply
with;

b} standards delailed in the specification in Schedule 1
[Epecificalion);

c) standards detaded by the Buyer in the Order Form or
agreed batween the Parties from time to lime;

d} relevant Govermment codes of practice and guidance
applicalde from fime to Gme;

|'in the case of tha Framework Contract, the date spacified on
the Framework Sward Form, and in the case of a Cal-0ff
Contract, the date specified in the Order Form;

| a statement issued by the Buyer detailing its requiremants in
respect ol Deliverables issued in accordance with the Call-Of
Procadurs;

“Storage Medla®™

the part of any device that is capabla of stoning and retrieving
data;
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“Sub-Contract" | any contract or agreement (or proposed confract of
agreement), other than a Call-OF Conlract or the Framewark
Contract, pursuant o which a third party:
a} provides the Deliverables (or any part of them);
b} provides facililies of sendces necessary for the provision
of the Deliverables (or any pan of them ), andfor
c) is responsible for the managemant, direclion or conirol
af the provision of the Deliverables (or any part of them );
“Subcontractor™ | any person other than the Supplier, who is a parly 1o a Sub-
Contraci and the sarvants or agents of that parson;
“Subprecessar” | any third Party appointed to process Personal Data on behalf
of that Processor relabied io a Confrach;
“Supplier" | the parson, firm or company identified in the Framework Award
Farm;
“Supplier all assels and rights used by Ihe Suppler lo provide the
Assats"™ Deliverables in accordance with the Call-Cff Contract but
excluding the Buyer Assais;
“Supplier the representalive appoanied by the Supplier named oo e
Authorised Framework Award Form, or later defined in a Cal-0f Contract;
Representative™
“Supplier's a} any information, howeer it is comeeyed, thal relabes o
Confidential the business, affairs, developments, IPR of the Supplier
Information fincluding the Supplier Existing IPR) irade secrets,
Know-How, and/or personnel of the Supplier;
b} any other information clearty designated as being
confidential {(whether or not & is marked as
*confidentia®™) or which ought reasomably o be
considered 1o be confidential and which comes (or has
cormiz) bo thie Supplier's altention or into the Suppliecs
passassion in connechion with a Condract,
c) Information daerved from any of (a) and (b} abowa;
“Supplier's the person identified in the Order Form appointed by bhe
Contract Supplier to owersas the operation of the Call-Off Contract and
Manager any allemative person whom the Supplier inlends to appaint o
tha rode, provided that the Suppler informs the Buyer prior to
the appointrment;
“Suppliar the Supplier's hardwarne, compuler and lelecoms devices,
Equipment™ equipment, plant, materials and such othar Hems supplied and
used by the Supplier (bul nol hired, leased of loaned from e
Buyar) in tha performance of its obligations wnder this Call-Cff
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Contract;

“Bupplier
Markeating
Contact™

shall be the person identified in the Framewoark Award Form;

“Supplier Non-
Pearformance™

wihere the Supplier has failed io;
a) Achieve a Milestone by its Milesione Diabe,

b} provide the Goods andlor Services in accordance with
tha Service Lavels ; andfor

¢} comply with an obligation under a Contract;

“Supplier Profit”

“Supplier Profit
Margin®

“Supplier Staff”

in reelation 1o a pedod, the difference batween the tolal Charges
{in nominal cash flow terms but excluding any Deductions and
total Costs (im nomanal cash fiow terma) in respect of a Call-Odf
Contract for the relevant pariod;

|in relation to a period or a Milestone {as the context requiras),
the Supplier Prof for the relevan] period o in relation b the
relevant Milestone divided by the tolal Charges over the samae
peried or In relation to the relesant Milestone and expressed as
& percentage;

all directors, officers. employess, agents, consultants and
contractors of the Supplier andior of any Subcontractor
engaged in the performancs of e Supplier's obigations wnder
a Conract

“Suppaorting
Documentation™

sufficient information in weiting to enable the Buyer to
reasonably  assess whethers the Charges, ReimbursalHDe
Expanses and other sums due from the Buyer under tha Call-
Off Contract detailed in the iformation ane properly payabile,

“Termination
Hotice™

“Test Issue”

“Test Plan™

“Tests "

i writhen nofice of lerminalion given by one Party 1o the olber,
notifying tha Party receiving the notice of the ntention of the
Party giving the nofice lo lerminate a Contract on & specified
date and setting out the grounds for fermination;

| any variance or non-conformity of the Deliverables from their
requirements as sed oul in a Call-ON Contract;

|"a plan:
a) for the Testing of the Deliverables; and
b} satting out other agreed criteria related to the
achigvemeant of Milesiones,

any lests required (o be carmied oul pursuant fo a Cal=Of
Contract as sef oul in the Test Plan or etsawhere in a Call-Off
Contract and “Tested” and “Testing” shall be oonsbresd
accordinghy;

“Third Party

| Intellectual Property Rights cwned by a therd party which is or
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IPR™ will b2 used by the Supplier for the purpose of providing the
Daeliverables:

“Transfarring | thase amployeas of the Supplier andfor the Suppliar's

Supplier Subcontractors to whom the Employment Regulations will

Employees” apply an the Servic Transher Dade,

“Transparan [ the Transparency Reporis and the content of a Contract,

Infarmation” including any chamnges bo this Conlract agreed from bme to
tirme, excepl for =

(@) anyinformalion which s exémpl from disclosure
in accordance with the provisions of the FOUA, which
ghall be determined by the Helevant Authonly, and

(b} Commercially Sensstive Information;

“Transparency the information relating to the Delverables and pedormance of

Reports® the Contracts which the Supplier is reguired to provide to tha
Buyer in accordandce with the reporting requirernents in Call-Od
Schedule 1 (Transparency Reporis)

“Wariation™ | any change o a Contract;

“Wariation the farrm set out in Joint Scheduls 2 (Vanation Form);

Form"

*“Wariation [ the procadura saf ouf in Clause 24 (Changing the conlract);

Procedure"

“WAT" value added Lax in acoordance with he provisions of the Vakee
Added Tax Act 1994;

“WCSE™ & non-govemnmental organisation thet s value-driven amd
which principally reimesis ils surpluses o Turther social,
environmental or cultural objectives;

“Worker" any one of the Supplier Staff which the Buyer, in ils reasonable
apinian, consaders is an individual io which Procurgmien Policy
Mote 0815 (Tax Armangementis of Fublic Appoiniees)
[hittps-itvwany ooy ukigovemmentipublicalionsiprocuremeant-
palicy-note-08153-lax-amangamants-of-appointees) apples in
respect of the Deliverables;

“Working Day" | any day athers than a Saturday of Sunday o public holiday in
England and Walas unless specified olharsisa by the Parties
in the Order Form,

“Work Day™ BOWork Hours, whether of nol such howrs are worked
consecutively and whether or not they are worked on the same
day; and

“Woark Hours" the hours spend by the Supplier Stall praperly working an the
provision of the Delivarablas including tima spant travalling
{other than to and from the Supplier's offices, or to and from
the Sites) bul excluding lunch breaks.
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Joint Schedule 2 (Variation Form)

Thiis Marrn iz Lo e wsed inorder la change o conbsclin accerdance wilh Glaoss 24

(Changing the Contracd]

Contract Defails

I'hs variatinn is babaedn:

[debete as applicaba CUS ¢ Buver] (FGES™ “the
Buyer"]

And
[Inzert name of Suppier] ("the Suppller™;

Conlrac! narme:

[imsart nzne ol wanlac! o ke charged] ["the
Contract™)

Conlrac! relzrenco
nurnber:

[imsert conlracl refercnee rumber]

“anaticr intiatec by

Delils of Proposed Varation
[delete ms applicable: COSBuyverZapplisn]

Waria i remier

Date vanation is raised:

[insart warizlicn oo

[Imzert dzie)

Proposed vanation
Reazon for the wariation:

An Impact Aszsessmant
shall be arneided within:

I ikesly Impact of Hne
aroposed vanstion:

Lontracd variatian:

Financial wariation:

[Inzert reczon)

[insart numbxar] days

Impact of Wariation

[Supplier ln insert assesament of impact|

Dutcome of YWarlation

Thia Cantract detai ed above is varad a= fallows:

[ECS/Buyer ba Ingert nnginal Clavzes or
Paragraphs 1o oe vwarec and ithe changsc

Causa]
Srigiral Contracl Value: £ [insert amount]

Salditiceal cosh cue o
wariation:

£ [ingert a mount|

Wews Cantract valie: ¥ [In=ert Amcunt]
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1 This Worialicn mosl D agreed and segoce By Balk Parlics o Lhee Gonbiael 2
shiall enly b afectve o b data itis sgned by [delele as applicsthle: 0OS
! Buyear]

o ke s and sRpressians in tis Wacabion shal have s meanings given b them

in the Contract.

A The Canfract, including any prasaus Warkatinons, shal remain afective and un
altersd excepd as amended By thiz Varahan,
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Szl By an aolhorisced siogoedosy o and on bebell of b [delebs oo appe el
CC5 ¥ Buyar]

Sigraur:

Cate

M [in
Capitalz)

Al rgss

Signad by an authorisad signalony to sign for and en behalf of e Supplar

Hinrah.ia
Crate

Marms [in
Capitals)

Al rass
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Joint Schedule 3 (Insurance Requirements)

1. The insurance you naoed to have

1.1 The Supplier shall 1ake out and maintain, or procare the teking out and
mainlenance of ihe mSuranoes & sal oul In the Annex 10 his Schedule, any
additional insurances requirad undar a Call-Off Contract (specified in the ap-
plicable Order Form) ("Additional Insurances”) and any other insurances as
migy be required by applicable Law (logethar the “nsurances™). The Sup-
plier shall ensure thatl each of the Inswances (s affective no later than

1.1.1 e Framework Slarl Dade in respect of those Insurances sel oul
in the Anne to this Schedule and those requined by applicable
Law; and

1.1.2  the CaB-0dF Canract Effective Dake in respect of the Additional
Insurances

1.2 The Insurances shall be:
1.2.1 mamtained in accordance with Good Indusiny Practica;

1.2.2 (=0 far as s reasonably practicable) an terms no less favourable
than those generally available e a prudent conlracton in respect
of risks insured in the intemational Insurance market from time
Iy L,

1.2.3 laken oul and maintained with insurers of good financeal =land-
ing and good repule in the iIntemational insurance market; and

1.2.4 masntaingd for ol least six (B) penrs after the End Dake

1.3 The Supplier shall ensure that the public and products lisbility poficy conain
an indamnity 1o principals cisuse under which the Relevant Authonty shad ba
indemnified in respact of claims made against the Relevant Suthorty in re-
apect of death or bodiy npery of thand party propery damage ansing out of or
in conneclion wilh he Deliverablas and for which Bhe Suppler is legally liable.

2. How to manage the insurance
21 Without limiting the other provissons of this Conlract. the Supglier shall:

2.1.1 take or procsne the baking of all rmasonable Ask managamant
and rsk condrol measwes in ralation to Deliverables as it would
be reasonable o expect of a prudent confracior acling n ac-
cordanca with Good Indusiry Practice, including the investiga-
tiesn and repons of relevant claims 1o insuners;
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34

3.2

4.1

5.1

5.1

6.2

2.1.2 prompdly notify the insurers in writing of any relevant maberial
fact under any Insurances of which the Supplier is or becomes
anware; and

2.1.3 hold al policses in respect of the Insurances and cause any in-
surance Droker effecting the Insurances o hold any insurancs
slips and other avidenca of placing cover reprasenting any of the
insurances io which it s a pary.

What happens if you aren’t insured

Tha Supplier shall not take any action or fail to take any action or (inscfar as
is reasonably within s power) permil anyEhing to occur in relation o it which
woukd antithe any inswrer (o refuse (o pay any claim under any of the Insur-
ances.

Whare the Supplier has failed 10 perchase o maintain any of the Insurances
in full force and effeci, the Relevant Authornity may elect (but shall not ba
obiliged) follpwing writlen notice to the Supplier 1o purchase the relevant n-
surances and recowver the reasonable premium and other reasonable cosls
incurred in connection therewith s a delbt due from the Supplier.

Evidence of insurance you must provide

Tha Supplier shall upon the Start Date and within 15 Working Days after tha
renewal of each of the Insurances, provide evidence, in a form satisfactony fo
the Relevant Authority, thai the Inswrances are in force and effect and meet
in full the requiremeanis of this Schedule.

Making sure you are insured to the required amount

Tha Supplier shall ensura that any Insurances which are stated to have a min-
irmum limit "in the aggregate”™ are mamntained ai all temes for the minmum lmit
of indemnity specified in this Contract and if any claims are made which do
niot ralate to this Contract then the Swuppler shall notify the Relevant Authaority
and provide details of s proposed solulion Tor mainkaining the minimum lmil
of indemnity.

Cancelled Insurance

The Supplier shall nodify the Relewvant Awthariby in wriling at heast five
(5) Working Days prior to the cancellation, suspension, termination or non-
renewal of any of the Insurances,

The Supplier shall ensura that nothing is done which would enfitke the relevant
insurer to cancel, rescind or suspend any (Nsurance of cover, or 1o treat any
insurance, cover or claim as voeded in whole of par, The Supplier shall use
all regsonable endeawowrs 1o notify the Relavant Authosnty (subject to thind
party confidentialily obligations] as soon as practicable when it becomes
aware of any relevant fact, circumstance or matter which has causad, or is
reasonably likely fo provide grownds fo, the relevant insurer to give nobce io
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cancal, rescind, suspend or void any msurance, of any covar or claim under
any Insurance in whole o In gan.

T, Insurance claims

T.1 The Supplier shall promptly nodify 1o insurars any miatter ansing from., or in ra-
lation o, the Deliverables, o aach Contract Tor which | may be entitled (o
claim under any of the Insurances, In the avent that the Relevant Authority
racehves a claim relating o or arising out of a Contract or the Deliverables,
the Supplier shall co-operate with e Relevant Authorily and assist @ in deal-
ing with such claime including without liméiation providing information and
documentalion in a imely mannar.

7.2 Exceplwhere the Relevant Authonty is the claimant party, tha Supplier shalt
give the Relevant Authority notice within twenty (20} Working Days after any
ingurance Caim in excess of 100 of the s reguited bo be insuréd pursuant
to Paragraph 5.1 relating to or ansing out of the provision of the Delverables
or this Contract on any of the Insurances or which, but for the application of
the applicable policy excess, would be made on any of the Insurances and {if
raquirad by the Retavant Authosity) full datads of the incidant giving rise to
thix claim

7.3 Whara any Insurance reguiras paymant of a premium, the Supplier shall be
liable for and shall promiplly pay such premisT.

T4 'Whaore any Insurance is subsect bo an excess or deductible balow which the
indermnity from insurers i excluded, the SuppSer shall be liable for such ex-
cess o deductible, The Suppser shall not be enlitied o recover fram the
Redervani Authority any sum paid by way of excess or deduciibla under the
Insurances whether under the tesms of this Contract or othensise
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ANNEX: REQUIRED INSURANCES

1, The Supplier shall hold the following standard insurance cover from the Frame-
warkl Starl Date = accordance with this Schedule:

1.1 professonal ndemnity inswance wilth cower (Tof 8 snghe event o 8 series of relaled
gvanis and in the aggragabe] of nod less han five melicn pounds (5,000,000

1.2 public ligbility nsurance with cover (for a single event or & series of related
evenis and in the aggregate) of not less than five millian pounds (€5 000,000);
and

1.3 employers' kabdity nsurance wilh cover (lor & single svan o @ series of realed
evants and in e sqgregate | of not leas than five mdlion pounds (£5,000,000),
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Joint Schedule 4 (Commercially Sensitive
Information)

1. What is the Commercally Sensitve Infarmation?

1.1 In this Schedule the Parties have sought 1o kdentify the Supplier's Confi-
denlial Information thal is genuinely commercially sensitive and the dis-
closure of which would be the subjact of an exemption undar the FOHA
and the ElRs.

1.2 Whare possible, the Paries have sought bo identify when any relevant In-
formation will cease to fall into tha category of Information o which this
Srchedule applies in fhe table bedow and In the Order Form (which shall e
deamad incorporaled mio the table beadow).

1.3 Withoul prejudice to tne Relevant Authonty's obligation 1o dsdose Infor-
mation in actardance with FOA ar Clause 18 (Whan you can share inlos-
mation), tha Refevant Authonty will, in its sole discretion, acting ressona-
by, seek 1o apply the relevant exemplion sat ouft in the FOLA o the Tallow-

ing Informaticn:
Ma, Date ltomy{s) Duration of
Confidentiality
Start Datm EY pricing mformation is | Cal-Off  Contract
dapmed commercialy | Peried
sEn5itive,
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Joint Schedule 5 (Corporate Social Responsibility)

1.
1.1

1.4

aA

Whait we expect from our Suppliors

In February 20149, HM Government published a Sepplier CGodas of Conduct sat-
Ling vl e slandards wrad Behavicors expoclad o suppdiens who work wilh
fpewesr el § bl e ssgese s pobilishives. seswicr oo ub o e ko i
tamupkasdsisttachment_datadile’ 7 7 aial 201 90220-Supplisr_Cods_of Con-
sl il

i escnarts 15 Supglars oo Subenniractors nmeel e stonidares setoul
in that Coee. Inzddition, GOE expects its Suppliens ane Sabrantractons b
comply with the Stsndarcs st oul in this Schadule.

lhe Supplier acknneledces that he Buyesr may have additicnal sequirernsnts
in relation ic comporste social respoeaikilite. The Buyer expects that the Sua-
Elisr and its Subcortracions wil comply wih sueh corporate =ocizl responsibil-
ity requiraments as the Buyer may rotfy 1o the Supplier from tirms o timsa,

Equelity and Accessibility

In addition ta =gal ol igations, the Supalier snall sappoet CES and the Buyer
in fulfilling itz Pualic S=ctor Equslity duly undar 5148 of the Equality Act 2010
bv ensuring thai it fulfil= itz ok'igations under esch Coniract in a way thai
sk Lo

2.1.1  eliminate discrimination. harassment or victimizaton of
any kind; and

2.1.2  advance sgual ity of opportunity ard good ralslicons be-

iween those with a protectad charactaristic (ags, disabil-
i, geeder resssignencel, sregedancy and roa ey,
e, trlicinn or helief, e, speun ceantation, ang mar
riage anc civil aaitnership) and thoae whe de not share
it.

Modem Slavery, Child Labour and Inhumane Treabmeant

"Madern Slavery Helpling” mdons e mcchanism Tar repelicg suspicion,

seeking help or advies ard infarmation on the subec of modern alayveny

availabla online at hitas:Swww.modsrnslaveryheloline .org/report ar oy
telaphons on 02000 121 700,

Tha Supplier:

244 shall nat use, nar allew its Soboertracinrs o use forped, onded
ar involuntany prisan labour:

242 shall aat recuire any Supalier Staff ar Subcoedraconr Seaff fo
ndge depaosita ar iderlify papers with the Ermployer and shall be
fre= 1o leava their empleyear ater rseeeonable notics;
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314

4.1.5

316

4.1.8

warmanis and regresents that it has nof bean convicied of any
siavery or haman trafficking offences anywheara around the
v

warranis that o the best of its knowledge i s not currenily wnder
imvestgalion, Inquiry or erforeement proceedings in relation (o
any allegation of slavary or human trafficking offensas anywhiarg
around the waorld.

shall make reasonable enguings 10 ensure Ihal its officers, em-
ployess and Subcontractors hawe not been convicled of slavery
or human traflicking offensas anywhere around the warld,

shall have and maintain throwghoul the term of each Conlract its
own policses and procedures (o ensure s compliance with the
Madedn Slavesy Act and ncludi in its contracts with s Suboon.
tractors anti-slavery and human trafficking provisions;

shall implement due dikgence proceduras o ensure thal there la
no slavery o human trafficking in any part of is supply chain
parforming cbiigations under a Confrack

shafl prepane and deliver to CCS, an annual Slavesy dnd hurman
trafficking report selting out the sleps & has taken to ensure that
stavery and human traflicking is nol taking place in any of it
suppdy chairs arim any part of its businass with #s annual cerifi-
cation of compliance with Paragrapgh 3,

shafdl nol use, nor allow i employess or Subconiracions o use
physical abuse or discipling, the threat of physical abuse, sexual
or odher hargssment and verbal abuse or other forms of ntimada-
tin af its employees o Subconiracions,

3.1.10 shall not use or allow child or slave labour 1o be used by its Sub-

coniracion,

4.1.11 shall report the discowery or suspicion of any slavery or raffick-

ing by it o its Subcontrectors to CCS, the Buyer and Modarm
Slavery Helpling

4, Income Security

4.1 The Supplier shall:

4.1.1 ensure that thal all wages and banafits paid Tor a stand-
ard working week mest, at a minimum, national legal
slandands m e counlry of amployrmeenl

4.1.2 ensure that all Supplier Staff &re provided with wntten
and undersiandable Information about thelr employment
conditions in respect of wages befora thay enfer
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employment and about the particulars of their wages for
the pay penod concemed each lime thal thay are pald;

4.1.3  nol make deductions from wagaes:
ja) &= adisciplinary measura
(1] extep] where permitled by i, or

() without expressed permission of the worker con-
cernad;

4.1.4  mecord all disciplinary measures taken agains Supplior
Siaff: and

4.1.5 ensure thal Supplier Stafl &he angaged under & fecodg-

nisad employment relationship establishad through na-
tional kyw and prachice.

& Working Hours
51  The Supplier shall:

511 ensure thal the working hours of Supplier Staff comply
with national laws, and any collaclive agreements;

5.1.2 that the working hours of Supplier Stall, excluding over-
timae, shall be defined by conract, and shall nol exceed
48 houre par weak unless tha individual has agreed in

wriling:

51.3 ensure thal use of overdimae used responsibly, Eking nfo
BCCOUn:

{a}  tha exiond;
ib}  frequency; and
(21 hours worked,
by individeats and by the Supplier Staff as a whole;

52  The total howns worked in any seven day perod shall not excesd 60 hours,
excapl whane covered By Paragraph 5.3 below,

53  Working howrs may excesd 80 hours in any seven day panod only in excep-
tisnal circumstances wihene all of he following are met;

6531 this is allowsd by national law;
5342 this is allowed by a collactive agreement frealy negoli-

alid wilth & workers' arganisabion reprasenting a signif-
cant portson of the warkforce;

Mlyragamne] oty Framesscss, Thoes (MOFT] - FASIRT
Framawr Senedum B — Cal-0H Oraer Form

ey 1 Sl ST



S0 appregrials solcogairds g Lakon oo prgdcael e workers”
Feesalth ani safedy; ard

S04 Lhe: ermploecr o demceosimle Dol ceceplion:s) circom
stances apply such as wneskpeekail prodaciios peaks, A
cldents ar emergences.

54 Al Hupplies 3atf shall e poosidan with al lBast erd 10 day olf i every seven
(v day periad ar, whess allineed by natinnal law. iwa (2] davs off in every
fourtaer 111 dey periad.

b. Sustalnakbllity

K." Thie supplien shall mes e applicails Goeemmest Boving Standars applica
bl ta Celiveral 22 which can e found anlice at:

R s e, ik Goae niman b el lerdine slsasial nahle-precire manl-he
qoverrment-huving-standards-gls
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Joint Schedule 6 (Key Subcontractors)

1

Rastrictions on certain subcontractors

14

1.2

1.3

1.4

The Supplier s entiled to sub-conbract s obligatons under the Frame-

wiork Confract (o the Key Subconiracions set oul in the Framowark Sowand
Fiormn,

The Supplier is entifled to sub-contract its obligationz under a Call-0Of
Contract o Kay Subcontractors listed in the Framowork &ward Form
who are spacifically nominated in the Order Form

Wieng duning the Confract Panod the Suppies wishes 1o anter inb & new
Key Sul-contract or replace a Key Subcontracior, # must obtain the prior
writlen consent of CCS and the Buyer and the Supplier shall, at the time
of redquasling such consent, provide CCS and the Buyer with tha infar-
mation detaded i Paragraph 1.4. The decsion of CCS5 and the Buyer
1o consend or ol will nol be unreEsonably withheld or defayed. Whens
CCE consants 1o the appointmant of & new Key Subcontractor than thay
will be added to sacton 18 of the Framewosk fward Form. Whare the
Buyer consents o the appoanimen] of a new Key Subconiracior hen
they will be aoded to Kay Subcontracior section of the Omder Form. CCS
and the Buyer may reasonably withhold their consend bo the appoinimeant
of a Kay Subcontractor if it considers thal:

1.31 lna appaintmant of a proposed Key Subcontracior may prejudice
e provision af the Deliverables of may ba contrany bo its e
BE1E;

1.3.2 Ihe propogsed Key Subcontracior 1= unrelabie andior hag nol pra-
vidad reliabde goods and of reasonable senices ko is ofber cus-
boemers; andior

1,33 the proposed Key Subconlracior employs unfil persons,

The Suppler shall provide CCE and the Bayer with the following infor-
mation in respect of e propozed Key Subcontractor

1.4.1 the proposed Key Subcontractor's name, ragisiersd office and
COempany registration number;

142 he scope/descriplion of any Delverables 1o be provided by the
proposed Key Subcontracior,

1.4.3 whare the proposed Key Subcontractor 15 an Affililate of the Sup-
plier, evidence thal demonsirabes fo the masonable satistaction
of the CCS and the Buyer that the proposed Key Sub-Contract
has been agreed on "arm’s-length” lerms;
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144 for CCS, the Key Sub-Contract prce expressed as a percantage
of the total projected Framework Price over the Framework Con-
tract Pariod,

1.4.5 for the Buyer, the Key Sub-Coniract price expressed 85 a per-
centage of the |olal projected Charges over the Call O Conbract
Period; and

146 [where applicable) Credii Rating Threshodd (as defined in Jofni
Sehesthule T (Financial Distress ) of the Key Subconiraciorn,

1.5  If requested by CCS andior tha Buyer, within tan {10} Working Days of
recaigd of the inlormalion provided by e Suppher pursuanl to Para-
graph 1.4, the Supplier shall also provide

1.5.1 & copy of the proposed Key Sub-Contract, and

1.5:2 any further informalion rasonably requestiod by COS andior fhe
Buyes

1.6  The Supplier anall ensune that each mew of replacament Key Sub-Con-
tract shall includa:

1.6.1 provisions which will enable the Supplier io dischane its obliga-
e umnchasr tiie Comiracis;

162 & nght under CRTPA for CCS and the Buyer to enforce any pro-
visions undes the Key Sub-Contract which conler & benali upon
CCS and the Buyer raspectialy,

1.6.3 & provissan enabling CCS and the Buyer to enforce the Key Sub-
Contract as il f wera the Supplier;

1.64 a provision enabling the Supplier to assign, novale or otherwise
traresfer any of it rghts and'or oblgations under the Key Sub-
Condract o CCS andior the Buyar;

1.6.5 obligatons no less onenous on the Key Subcontractar than those
imposed on he Suppier under the Framework Coniract in e
spact of:

{a) ihe data protecton requirements s ot in Claase 14 (Data prolec-
fian};

{&)  iha FORA and other access request requiraments st out in Clausa 16
{When you can share information

{c}  ihaobligation not to embarrass CCS or the Buyer or otherwise bing
CCS or the Buyer into disrepals;
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{dl thae keaping of records in respect of the goods andior services bedng
provided under the Key Sub-Contract, including the maintenance of
O Book Durla; and

{8} iha conduct of sudits set out in Clause 8 (Record keeping and report-

mjl
1.6.6

187

provisions enabling the Supplier to terminata the Key Sub-Con-
ract on nadice on terms no more onerous on the Swpplier than
these imposed on CCS and th: Buyer under Clauses 10,3 ([Whan
CiCS or the Buyer can end this contract) and 1005 (What happens
if the comiract ends) of this Conlracl and

a provisen rastricling the ability of the Key Subcontractor bo sub-
contract 88 or any part of the provision of the Deliverables pro-
vided 1o he Sopplier under tha Key Sob-Contrach withoul first
saeking the writlen consent of CCS and the Buyer.
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Joint Schedule 7 (Financial Difficulties)

1. Definitions

1.1 Inthis Schedule, the following words shall have the followsng meansngs
and They shal suppdemient Joint Schedule 1 (Delinifions)

l;:rm:lll Rating the minirmum credit rating level for the
L reshold™ | Monitored Company as st out in Annex 2
['Financial Distress | the occurrence or one or more of the
Evwent® following events:
a) ihe credid rmating of the Monitored
Company dropping below tha
applicable Credit Ratimg Threshold,

bj the Monitored Compsany g &
pridits waming 1o a slock exchange of
making any ofher public
announcemant aboul & matesal
detarioration in its financial position or
prospects;

c) there being a public iInvesbgation into
improper inancial accouning and
reporting. suspacted fraud or any other
impropriety of the Monfored Company,

djf Monitored Company commitling a
material breach of eovenant o ils
lenders;

o) @ kKey Suboconiractor (whon
applicabla) nolifying CCS that the
Eupplier has not salisfed any swems
property dus undér a specsfied immoice
and not subject to a genuine dEpute;
or

N any of he lollowing,

i) commencement of any lEgtion
agamsi the Mondored Company
with respact o financisl
indebtedness o obligalions wmde
8 contract;

| non-paymant by the Monitored
Company of any financal
indetdednngs,
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i} any financial indebtedmess of the
Maonilorad Casmpany becaming due
as a result of an event of default; or

rej the canceflation or suspension of
any financial indebtedness in
respecd of the Monitoeed Company

in each case which CCS reasonably beleves
{oF would be likely reasonably o believe)
could direcily impact on the conlinwsd
perdomrnance of any Confract and dellvery of
| the Deliverables in accordance with any Cal-
| Off Contract;
“Financial Distress | a plan sating out how the Supplier wil
Service Continuity | ensura the continued perdformance and
Plan* | delivary of the Deliverables in accordance
with each Call-Off Contract in the avant that a
| Financial Distress Event ocours:

"Monitored | Supplier or any Key Subcontracior (including
Company™ any Koy Subconiracior included wilhn a
| Slatement of Wark)

rlta-tlng Agencies” | the faling soencias ksted in Annes 1,

2 When this Schedule applies

2.1 The Partses shall comply with the provisions of this Schaedube in relation
to the assessment of the financial standing of the Monitored Compa-
nies and the consequences of 8 change 1o that financial standing.

&2  Tha terms of this Schedule shall surenm:

2,21 under the Framework Contract until the later of (&) the termina-
tin or expiry of the Framework Contrach or (b) the Blest date of
terminaticn ar expiry of any Call-Of Contract entered intie under
te: Framewark Contract (which might be alter the dale of lerms-
naticn or expiry of e Framework Contract); and

2.2 2 under the Call-Off Contract until the termination or expiry of the
Cal-CHf-Conlract,

 } What happens whan your credit rating changes

31  The Supplier warrants and reprasents to CCS that as al the Starl Date
thiz long farm credd ratings issuad for the Monitored Compansas by
each of the Raling Agencles are &s sat out in Annex 2.
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3.2 The Supplier shall prompthy (and in any event within five (5) Wiorking
Drays) notdfy CCS imwriting if there ts any downgrade in the credit rabing
issued by any Rating Agency for & Manilored Company

3.3  Ifthere = any downgrade credit rating issuad by any Rating Agency for
the Menfored Comgany the Supplier shall engure that the Menitored
Company's auditors theraafter provide CCS within 10 Warking Days of
the end of each Contract Year and within 10 Working Days of written
resquesi by GCS (saech redueists nol 1o exceed 4 in any Conlract Year)
with writien calculations of the quick ratio for the Monitored Company
as at the end of each Contract Year or such ather date as may be re-
quesied by CCS5. For these puposas the "quick ralio” on any date

means:
wheara: -
A is the value at the relevant date of all cash in hand |

and al the bank of the Monilored Company;

B is the value of all marketable secunties held by tha
Supplier the Monitored Company determined using
closing prices on the Working Day preceding the
relevant date;

G is the value al the relevani date of all account
receivables of the Monitored; and

D ig. the value at the relevant date of the current
lizbilities of the Monitored Company.

34  The Supplier shall:

3.4.1 regulary mondtor the credit ratings of each Monitored Company
wilh the Raling Agencies, and

342 prompily notify (or shall procure that s auditors promptiy nodify )
CCS inwriling Tollowing the occurrence of a Financial Disiress
Evend or any fact, circemstance or matler which could causs a
Fimancial Distress Event and in any event, ensure that such noti-
licalion is made within 10 Warking Days of the dabe an which the
Suppliar first becomes awara of the Financial Distress Event or
the fact, circemetance or matier which could cause a Financial
Distreess Evend

3.5  Forthe purposes of detarmining whethar a Financial Distress Evant
has occurred the credil rating of the Monilored Company shall be
deemad to have dropped below the applicable Credit Rating Theeshold
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if ary of thae Rating Agencies have rated the Monitored Company at or
below the applicabie Credil Rating Threshold.

4, What happens if thore is a financial distress event

4.1 In tha event of 3 Financial Disirags Event then, immediataly upon notifi-
cation of the Financial Distress Event (or if CCS becomes aware of the
Financial Distress Event without notification and brings the event o tha
altentaon of the Supplier), the Supplier ahall have he obligations and
CCE shall have the fghls and remedies as sel oul in Paragraphs 4.3 1o
4.6

4.2 |n the gvent that a Financial Distress Evenl arlges dus 16 a Key Sub-
confracior nodifying CCS that the Supplier has nod satisfed any sums
properly dus under a apacified inyoice and not subjact 1o & genune dis-
pute then, CCS shall nol exercise any of g nighls of remedses undes
Paragraph 4.3 withou first giving the Supplier ten {10} Working Days
1o

421 reclify such labe or non-paymant; or

4.2 2 demonstrate 10 CC5's reasonable satsfactkon that there is &
valich reason for labe or mn-pamnl

4.3  Thae Supplier shall and shall procure thal the other Manitored Compa-
nies ahail

4,31 at the request of CCS masl CCS as soon as reasonably pract-
calde (and imany ewent within three (3} Working Days of the ini-
tiad notification (or awsreness) of the Financial Distress Event) o
reveewy the effect of the Financial Distress Event on the contin-
uad perdormence of esch Contract and dellvery of the Delers-
bles in accordance esch Call-Cff Contract; and

4.3.2 whera CCS reasonably balieves (iaking into account the discus-
s and any representations made under Paragraph 4.3.1)
that the Financiad Distress Ewvent could impact on the conlimeed
parfermance of each Contract and delivery of the Delivarablas in
aceordance with each Call-Off Contract:

{a)  submitio CCS for its Approval. a draft Financial Destress Service
Contimaity Plan as soon as reasonably practicable [(8nd in any event,
wilhin ben {100 Working Days of the ndtial nodification (o awarenass)
of the Financial Distress Event); and

() provide such financal informiation ralatng o the Monilored Company
as CCS may reasonably raguine.

4.4 | CCS does nol (acting reasonably) approve the deaft Financial Dis-
trass Service Continuity Plan, it shall inform the Supplier of Bs reasons
and the Suppler ghal take those reasons into account in the prepara-
lion @l @ further drall Financial Distress Sardice Continuily Plan, which
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shall be resubmitted to CCS within five (5) Working Days of the rejec-
tion of the first or subseguent (as the case may be) dralts, This process
shall be repealed witil the Financal Distress Sarvice Conlinuily Plan is
Approved by OGS or refemed to the Dispute Resoiution Procedure,

4.5 |f CCS considers thad the drall Financial Distress Service Conlinuity
Plan ks insufficiently datailed to ba properly evaluated, will take foo kbng
i complete or will not remedy the relesant Financial Distress Event,
ihan Il may eiher spree a Turther Bime peniod for the development amd
agreament of the Financial Destress Sarvica Continuity Plan or escalate
any lssues with the deaft Fiancial Distress Servics Continuity Plan us-
ing tha Dispee Resolulion Procadurs

4.6  Follewing Appeoval of the Financial Distress Service Continuity Plan by
CCS, the Supplier shall

4.6.1 onaregular basie (which shall not be less than Monthiy), review
thea Femancial Distress Service Continuity Plan and assess
whather # remains adequate and up o date ko ensure the con-
tred parformance aach Contract and delivery of the Dedivera-
bles in acoondance with each Call-0Off Conlmacl;

4.6.2 whare the Financial Distress Service Confinuity Plan is not ade-
guate or up to dabe in accordance with Paragraph 4.6.1, submit
an upaled Financal Dastress Service Continuity Plan o CCS
for its Approval, and the provisions of Paregraphs 4.5 and 4.6
shal¥ apply bo e reviesw and Approval process far the updated
Fimancial Distress Service Continuity Plan; and

4.6.3 comply wih the Financal Distress Sandice Continulty Plan (in-
cluding any updabed Financial Distress Senice Conlusty Plan),

4.7  Where the Supplisr reasonably balisves that the ralevant Financial Dis-
tress Evend {or the creumstanca of mather which has caused or olher-
wiss fad to it) no longar axists, it shall natify CCS and subject fo the
agreement of the Panies, the Supplier may be relleved of ds obliga-
liowns undes Paragraph 4,648,

48 CCS shall ke abla io share any informalion it receives from the Buyer
in accordance with thes Paragraph with any Buyer who has enterad Inbo
a Call-Off Contract with the Supplier,

5. When CCS or the Buyer can terminate for financial distress

5.1 CCS shall B an@led 10 larmenals his Conlract and Buyers shall be en-
titled to termanate their Call-Of Contracts for material Defaul i

51.1 the Supplier faila to nobly CCS of a Financial Dislress Evend in
accordances with Paragraph 3 4;
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5.1.2 CGS and the Suppliar fail 1o agres a Financial Distress Servica
Continuity Pian (or any updaied Financial Distress Service Con-
sty Plan| i accordancs wilh Paragraphs 4.3 to 4 5] andior

5.1.3 the Suppliar fails o comply with the tamms of the Financial Dis-
ress Service Conbinuiy Plan [or any updalied Financal Disiress
Sanice Contety Plan) in accordance with Paragraph 4.6.3

& What happens f your credit rating is still good

6.1 ‘Wihoul prejudics 1o the Supplier's obligations and CCS™ and the
Buyer's righis and remedies under Paragraph 5, i, following the ocour-
rente of a Financial Dastress Evend, the Rating Agencies review and re-
port subsequently that the credil ratings do nol drop below tha relevant
Credit Rating Threshold, then;

6.1.1 e Supplier shall e ralieved automatically of Bs obligathn wh-
der Paragraphs 4.3 10 4.6; and

6,1.2 CCS shall not be antifled 1o reguine the Supplier o provide finan-
cial information in accordance with Paragraph 4.3.2(b].
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ANNEX 1: RATING AGENCIES
I
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ANNEX 2: CREDIT RATINGS & CREDIT RATING
THRESHOLDS

Part 1: Current Rating .

Emtity Credit rating [long
tarmi)
Supplier .
Hay Sulbcontrachor Az specified in an
applicable Statemant
Work
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Joint Schedule 10 [Rectification Plan)

Request for [Revised] Rectification Plan

Petizils ol the Detan:

C=adline for receving the
[12eised | Hertification
Plar:

Sigrezd by [CCEBuyar]

|Guidanee: Explain the Dataull, with clea s seneru e

and clause refarencas as appropriats)

[add dats {mirirmurm 13 days from requast)]

Dl

Suppller [Revised]) Rectiflcation Flan

Cause of the Cefault

[add causze]

Anlicipaled impacl

[add imipsl]

BESSZSMEnt:
Ateal sffact of Defaw it: [add =ffact]
Staps 1o be takan 1o Steps Timascale
rectfication: 1, [dahz]

. [rlate]

A [date]

4. [date]

[..] [date]
Tima=cala for complata [#] working Cays
Farifinatan of Default
Glops ko Ll sreeen) Feops Timescale
recumencs of Cefault 1. | fiate)

Z [date]

a [date]

4. [dats]

[...] [dzele:]
Sigred by the Suppliar: Dats:

Review of Rectification Plan [SC5/Buyer)

oo Gl i

Rerssons for Rejection (if
A irsthle |

[Flaxn Accipled] [Plan Rajecked] [Rayised Plan

Requastad)

[add r=@=0ns]

Sigred by [CGOS D]

Dl

WHTHETE e A e hewe CADD - RS
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Joint Schedule 11 (Processing Data)

Definiticns

1 In this Schedula, the folowing words shall have the following meanings and
they shall supplemsant Joint Schedule 1 [Dafintions];

“Processor gll directors, officars, employees, agents, consuftants and

Personnel™ suppiiers of ithe Processor amndlor of any Subprocessor
engaged i the parformance of ds obligations under a
Contract;

Status of the Controllar

2, The Partes acknowladges that for the purposes of the Data Protection Legisla-
tion, thie nature of the activity camed ol by each of them in relation to thair
respective obligations under a Contract dictates the status of each party under
the DFA, 2018, A Pardy may act as:

fal “Controller” i respect of the other Pary who is “Processoc”
(h] “Processor” in respect of the other Party who s “Conlroller
(e} "o Controfer” with the othar Party,

id] Clndependeni Controdier” of the Personal Data whare the other Farty k= also
“Comdraller”,

in respact of certain Personal Da under a Conlract and shall specily in
Annax 1 (Processing Personal Dada) which scanario thay think shall apply in
each slluation,

Where one Party is Contraller and the other Party its Processor

 § Whara a Parly is a Procassor, the onty Procassing that # s authonsed (o do is
itisted in Annex 1 (Frocessimg Personal Dada) by the Conlrolier,

4 The Processss shall notily the Controller immadiakely if it considers thal any of
ihe Controliar's instructions infringe the Daeta Protection Legisiation.

A, The Processor ahall provide all reasonable asastance bo the Condraller In the
preparation of any Daia Protecton Impact Assessment prior fo commancing
any Procassing. Such assistance may, &l the discration of the Controller, -
clude

(a] & systematic description of the ermasaped Processing and the purpose of
e Processing;

(b} an asseszmant of the necessity and proportionality of the Processing in ne-
laton o the Delverablas;
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fch

fd)

i

(a)

(b

]

an assessment of the risks to the righis and freedoms of Data Subjects;
and

thr masdsures ervsaged (o sddress the nsks, Inchedng saleguards, sacy-
rity measures and mechanisms fo ensure the proteclion of Personal Data.

The Processos shall, in relation 1o any Personal Data Processed & comisChon
with its obligatons under the Conlract:

Process that Personal Data only in accordance with Annex 1 (Processing
Parsanal Daka) unless the Processor i reguined 1 do othersise by Law. 0
it iz 8o required the Processor shall notfy the Controller before Processing
e Persons! Dusla urless prohibited by Law:

ensure that il has in place Protective Measures, including in the case of the
Suppliar the measures sat ouf in Clause 14.3 of the Core Terms, which tha
Condroller may reasonably reject (buf failure fo reect shall nol amount (o
approval by the Conlroller of the adequacy of the Profaciive Meesures)
ey aken aeoount of the:

i nature of the data to be prolecied:
] harm that might result from a Personal Data Breach;
[iii) state of bechnological developmaent; and
(v}  costofimplsmenting any measures,
Brisane hat

1H] the Processor Persannsd do nol Process Personal Data axcepd
in acoondance with the Contract (and in particular Annex 1 (Fro-
cessing Persanal Dafa))

{iiy I takes all reasonable steps 1o ensura the reliability and inbegrity
of any Procesaos Persodns] whi have access 1o e Personal
Crata and ansure thal thay:

(A)] aresware of snd comply with the Processor's duties un-
der ihis Jownt Schedule 11, Clauses 14 {Dals profeciion),
15 {Whai you must keep confidemtial) and 16 {Whan you
can share mfomsabion) of the Core Terms:

(B)] aresubled o appropriate confidentality underakings
with the Processor or any Subprocessor{C)  ame in-
fermed of the confidential nalure of the Personal Dada
and do not publish, disclose or divulge any of the Par-
sonal Diata 1o any third parly unbess directad nowriling 1o
do 5o by tha Contraller or as otheryise permitted by the
Contract and
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[0} have underpone adequale iraining in i use, cane, probeciion
and handing of Persenal Data,
(d]  nottransfer Personal Data outside of the UK of EL unless the paor wiilben
consant of the Controllar has been obiained and the folowing condifions
are fulfilied:

(i) the Contraller or the Processor has provided appropriate safe-
guards in retation 1o the fransfar (whather in accordance with LIK
GOPR Arlice 46 or LED Article 37) as determined by the Con-
bt

(i} tie Ciata Subject has enforcaable righls and effective legal rem-
edies,

{iii} tha Processor comples with its obligations under the Data Pro-
lection Legisalion by providing an adequate level of profection
o any Personal Data thal is transderred {or, if i &5 nod S0 Bodend,
uses He bast endesvours bo assist the Controller in meeting #s
obligatins). and

(v} tha Processor complies with any reasonabls instructions notified
b Il in sdvance by the Conlroller with respect o the Processing
of the Prrsonal Data, and

(el &t the written direction of the Controller, delete or returm Personal Data (and
any copies of i) 1o the Controller on lerminaton of B Coniract unless e
Frocessor is required by Law io retain the Personal Data,

T Subject to paragraph 8 of this Joint Schedule 11, the Processor shall notity the
Contraller immiediately il in relation o il Processing Personal Dada under or in
connacton with the Contract it

@)  recefeas a Data Subjeci Access Reguest (or purporied Data Subject Ac-
cass Request);

(b)  recedves 8 reguest to reclify, block or erase any Personal Data;

[t receves any ofbir regquas], complaind of communication relatng i aithss
Party's obligations under the Dala Protection Legislation,

(d)  receivas any communication from ihe information Cormmissioner or any
other regulatory authority in connection with Personal Data Processad wn-
der the Contract;

[i] rebives & higues! Inaim afy third Pary tor disclosuie of Personal Diala
whera compliance with such requast is required or purported to be reguined
by Law; ar

i becomes awane of a Personal Data Broach,
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B, The Processor's obigation to notify wnder paragraph 7 of this Joint Schadide
11 shall mciude the provision of furthers information o the Conbrolker, 83 detalls
becomé availabli

o Taking inle account tha nature of the Processing. the Processor shall provide
ihe Conbrolles with assistancs in relation bo eiher Party's obligations wrder Data
Protaction Legisiation and any compdami, communication or requast made un-
der paragraph 7 of this Joint Schedule 11 (and insodar as possible within the
limescales reasonably required by the Controller) including by imrmediately
providing:

@) e Controller with hdl details and copies of the complaint, communiclion
or riacpuast;

(b)  swch essistance & is reasonably requesbed by the Conrolier o enabie i o
eoemply with & Data Subject Access Request within the relevant limescales
s oud i the Diata Proteclion Legislation;

(g} ihe Controller, al it reguest, with any Personal Dats it holds in relation 1o a8
Data Subject;

(d] mEssistance as raquesied by the Controler following any Persanal Data
Breach, andior

(e] essistance as requasied bty tha Contraller with respect to any reguest from
the Information Commissianer's Office, or any consultaton by the Condral-
lar with the Information Commissionad’'s Offica,

10.  The Processor shall maintain complete and accurate records and information
o demonsirale is complianoe with his Joinl Schedule 17, Ths reguinemant
does not apply whene the Processor amgpdoys fewer than 250 staff, uniess;

fal e Controller determines that the Processing s nol occaslonal;

(bl the Controller delermines the Protassing includes special catlegories of
data as refermed bo in Adicks 81} of the UK GOPR or Personal Dats retating
b eriminal convictions and offences relerad bo in Aricie 10 of the UK
GOPR; or

(g} thee Condroller delermines that the Frocessing s lkely o resull noa nsk o
e Aights and fespdoms of Cala Subjects

11,  The Processor shall allow for audits of its Data Processing activity by the Con-
freler ar fhe Controfes’s designated avditar,

12, The Paries shall designate a Data Protection Officer if raquired by the Data
Protection Legistation,
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13

(@)

(b

(e

(d)

14

15,

16

Before aliowing any Subpeocassor o Procass any Parsonal Data related o the
Confract, the Processor must:

notily B Comtrolliae in wiling of the intendad Subprocessos and Pro-
CEBENG,
obbain e wilten consent af the Conlroller,

entar into 8 writtan agresmeant with the Subprocassos which give effect to
thee termis sed oult in this Joint Schedule 11 such that they apply 1o the Sub-
procuessor, and

provice the Controllar with such informaton regarding the Subprocessor as
i Coniroller may reasonably reguine.

Tha Processor shall emain fully liable for alf acts or omissions of any of iis
Subprocessors,

The Ralevan Authority miry, at sy lime an nol kess than thirty {304 Working
Days’ nodice, revise thés Joend Schedule 11 by replacing it with any applicabde
cantraller 1o processor standard dauses of similar terma lofming part of an ap-
plicabie certification schama {which shall appsy when incomporatad by atlach-
mani to the Contract).

The Pardies dgree 0 lake aocound of any guktinga issued by the Informalon
Commissionas's Office. The Relevanl Authority may on nod kess than thidy (20
Wiorking Days’ notice 1o the Supplier amend the Contract o ensure thal it com-
plies with any guidanca sswed by the Information Commissiones’s Office.

Wieere the Parties are Jolnt Controliers of Personal Data

7

In the avand thal the Parlies are Joint Controllers in respecl of Personal Data
under the Contract, the Parties shall implement paregraphs that are necassary
ey comply with LK GDPR Arficle 26 based on thi eems sel oul in Anne 2 b
this Joint Schaduse 11

Independent Contrallers of Persanal Data

18,

18,

With raspect to Personal Data provided by one Party to another Party for which
aach Pary acls as Comdroller bud which |2 not under the Joint Contrad of he
Partias, sach Party undariakes to comply with the applicable Data Probection
Legiskation in respect of thedr Processing of such Personal Data gs Conbroller.

Each Party shall Process he Personal Data in complance with ils obligrions
under the Data Protaction Lageslation and not do anything to causa tha other
Pary to be in breach of |

Whara a Party has provided Personal Data fo the alher Pady in accordance
with paragraph 18 of this Joint Scheduls 11 above, the reciplant of the Personal
Drata will prowvide all such relevant documens and inforrmalion refating bo £5 data
protection polickes and procedures as the other Party may reasonably reguine,
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21,

(@)

(e)

)

23

25,

(&)

(b)

The Parties shall be responsible for thedr own compiance with Aricles 13 and
14 UK GDFER in respect of the Processing of Personal Data for the purposes of
the Confraci,

The Parties shall only provide Personal Data to each other:

ey b @ctent necessany (o perform their respective obligations wnder the
Coniract;

in cormpliance with the Data Protection Legisiation {(imcluding by ensuring all
required data privacy information has been given to affected Data Subjects
to mesd the reguiremants of Aricles 13 and 14 of the UK GOPR); and

wihere il has recondsd i in Annex 1 [Frocessng Personal Data).

Taking into account the sfate of the ad, the costs of implementation and the
nature, scope, context and purposas of Frocessing as well as the risk of varying
likelihoad and severity Tor the rghts and fresdoms of nadural persans, each
Party shall, with respect to its Processing of Personal Data as Indepandent
Confroller, irmplement and maintain approprigle technical and organisational
maasures o ensure a level of security appropriate o thai sk, including, as
approprigte, the measures referred 10 in Aricle 32(1)(a), (b). (c) and (d} of the
LK GOPR, and the measures shall, a1 & minimum, comply with the reguing-
manis of the Data Profection Legislation, including Article 32 of the UK GODER.

A Party Processing Personal Data for the purposes of the Contract shall msin-
tain a record of its Processing activities in accordance with Articke 30 LUK GDPR
and shall maka the record available to the other Party wpon reasonable requast.

Whaere a Parly receives a request by any Dala Subject to exercse amy of hes
rights under the Data Protection Legislation in relation to the Parsonal Data
provided 1o @ by the other Pary pursuant to the Contract (“Request Recipd-

ani”):

the other Party shall provide any information sndior assistance B8 reEsonNa-
bly requested by the Request Recipient o help it respond 1o the request or
commespondance, al the cost of the Request Recipient; or

wiera the request or comespondence is directed to the other Party andior
rizlabes 1o that other Party's Processing of the Personal Data, the Riegquest
Recipiant will:

(i1 promgtly, and in any event within five (5) Working Days of re-
caipd of the reguest or cormespondance, inform the othar Party
that it has recaelved the same and shall forward such reguest or
corrgspandencs o the ather Party; and

(iiy  provide any information and'or assistance as reasonably re-
guesied by the ather Pary to help it respond 1o the request o
comaspondance in the timeframes spacified by Data Proteclion
Legislation.
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26

(&)

(b

]

1)

FF

25

Each Pary shall prompdly nobify the other Party upon it becoming aware of any
Peracnal Data Breach relating 1o Personal Date provided by the other Fany
pursuzni 1o the Contract and shall:

do all saech things as reasonably necessarny o assest the other Party in mii-
gating the alfects of the Parsonsl Data Breach,

impsmmant any measures nocessary to resiore the seounty of any compro-
mssed Personal Data;

work wilh the other Party 1o make any required nolifications to the infor-
mation Commissionar's Office and affected Data Subjects in accordanca
vailh the Data Pratection Legisiation (induding the temelrames s ol
therming; and

not do anytheng which may damage the reputetion of the obher Party or that
Parly's relationship with the rlevand Data Subjects, save as requined by
Law,

Permonal Data provided by one Party to the ather Pady may be used exclusivaly
o exercise rights and obligations under the Contract as specifed in Annex 1
(Frocessing Persons! Data).

Personal Drala shall nod be rétained or processed for longer than is mecassany
to parform each Parly's respactive obligations under the Contract which is spec-
Med in Annes 1 (Processing Personal Data).

Notwithstanding the genaral application of paragraphs 2 b 18 of this Jooi
Schedulz 11 to Personal Data, wheare the Suppler is requened 10 exercise is
regulalony and'or legal obligations in respect of Personal Data, i shall act as an
Indepandeni Controller of Personad Dala in accordance wilth paregraphs 18 o

28 of thig Jom Schedule 11,
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Annek 1 = Processing Persanal Data

This Annex shall be compated by the Contraller. who may take accoun of the viaw
af the Procsasors. howvesver the final decision as 1o the content o this Anney shall be
wilhy Lhe Rezleeean | Aulhorily al ils absolole discrelan,

.1. i||l.i..i||.|i.i

dezlails of e Belesan | Aulhorily's Dala Proloclics 0o ane:
at mnzdigital dpeganhs, net

2. 5l = of thi jar s Cats Probection Cificar ara:-

a The Procassar shall comply with any further writtsn insiructions wih
rexsprzicl lo Processing by ez Senbrolher.

1. Ly such further insinctions shall be incorpersted into this Annex.

h. ‘Where Personal Data will be Processsd under a Staternent of Wark.
the Statement of Wark shall incorporste the spplicaole instrucicns in
thi farmat set out in this Arnes.

Dascriplion Details

Idenitity of
Sonlraller for ceach
Catlegary of
Porsana Dl

The Relevant Authorty |3 Contraller and the Supplier Iz
Processor

The Paries acknowledos thai in acoondence with paragrash 3 1o
paavagrapl 16 o Tan e parpeses ol Lhe Dala Proleclion
L=gislation, the Relevani Autherity = the Controller anc the
Sunplier is tha Brocesscs of the el dgwing Presnnal Data:

A) [ingart the arope of Ferameal Data whoch e nomnses 2nif
reang of e Froossaing Oy the Suopphar s datarminsd by e
Felavant Auihaniyf

The Suppller |3 Controller nd the Relevent Authority |3
Processor

e Maimias arimnodaanedgs e for Nas reanses af (e Diaka
Frotaction Legiaiation, e Svpniisr s the Comtrollar and the
Migdemnt AL 1% Ine FEes 0 in Scsoniance Wil garagesnn G
to paragraph 16 of tha following Personal Data:
ki ffeserd the scops of Perscna Dada wheoh e purposss and
micang ol e Proccssiog G e Boleeae! Auilaanily s
claiarminiedt D e Bunndarn]

The Parties are Jaoint Contrallers
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e Pamhes ankinnuwigdgs ihar they are dnder Candraliars far the
pupoesss af the Oefs Profeshor Legistation in respecl of

;] fIaserf i scopo of Porscea Dalo whock o purposcs oo
sricsang o e Browcssing &5 oedeeringg Iy e ol Poriics
hgether]

The Parties are Independent Controllere of Personal Data

The Panies acinowisdga fhaf thay s indepandani Confrollars for
e pumnaes af the Data Eroteaiion Legialstion in respect off

o) Businoss condac! delants of Sucabinr Porsunnc! war which o
Bt i dhe Canironi,

=  Buaissz coniact datsdz of any diraciors. oficers. smpinyass,
Foerts, sonswiznls and comtasions of Ralevant Awihoniy
fewsiedingg Wi Supyabior  Porsunnel)  oigagod o e
pertarmacoe ol e Heigvant Apiharhe's dulies aacer e
Crantnart) far ek e Ralsvand Aoy (s the Onrtoller,

« [Inserf the scope of ather Porzona! Ol provided by oneg
Farly welicn b Gteelraller i e aiber Sacly who sl sonarilely
determing Mie natuee @ad pumcses of By Frocessing e
Peranna! Data on recslpl 6.0 wharg (1] e Sopplier thas
profazsional ar ragularony chigabiong in respeck of Personal
Dgta recaived, [2) g sfanoardsen servica 5 such hat e
FRizlevant Aclhoeily conol dictalo Nic way o which Personl
Drielar &5 proesgsen Gy W Suniplioe, o P whers e Suignicy
crwes dn the manzacton wik Persona! Data dor wiich if i
sigady Conholler for uae oy e Reievant Authorty

IGuldanes whers midhnle ralatianziin s ave bhean (ifanifed
above, plensEn aoovess Hie below rows ke fable for in resosct of
Al reiainnanin ifenifiecd]

[uratian at the
Processing

Wature and
o of L
Processing

JEAR warf e duraiin ol Me Seedassing incielingg gates)

[Mlesze be g5 gpeciic 92 possible, butimake gure that o aover all
el o,

The nafura of tha Procezgsing meang any cparalion such a=
crlerhiva. reeantiig, caganisalive, shciunig, Slessge, soankaiion
or alferation, refrizval. consuitalion, wss, dizciesura by
fransmiasion, disspmination or arkenrze making sralaiie.
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Type o7 Persona
ITata

Latecories of Data
Subjesl

Shonmert ar cormhinghion, rasihchon, Srasues o oesinicion of dats
Seshether ar pof by sutomalen means] i

The purposa righl inslede; ermplogrment processing. shaiulocy
eyt rearatmant sesesameant hyl

[Examplas hers insleda; rame,. addrags. daie of bisth, W numbsr,
Medenfrne aunher, DAy ieages, ormeiie oaka ey

[Examples inciude: Siaflf fincluding volunieerz, agenis. and
devnpcrary e kces), costornr s aiiceds, suoctiers, podicnls,
Etunsnie £ pugils, membarz of tha public, wssrs of & pamiculsr
wrasile iy

Plart Tear rezlurn and
destn.sion o the
dala once he
Processing is
G e
UMLESS
ragjlirerrsent urgdrr
Urion or Member
State law to
arzserel hal byps:
of daa

Appowst Subipnoee
5005

fOessribe bow tang e dola el Go nctainoed on oo 1 G eloeaed
or destropsd)

JEwidance Made: Ary vse ol g solpyocessy el regere Super qupedeall

Jurisd ictinn
Proceszing

LIK |Guidance Mobe: Any Drocessiog auiskio af (e LI will e
Ewrvar aporov]
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Annek 2 = Joint Conbroller Agreement

1.

1.1

1.4

CH

i

1]

el

(e}

1.5

|

CH

Jaint Contraller Status and Allacatian of Responsibilities

YWilh resoucl o Porsanal Dala ander Join] Conbral of Lhe Parlics, the Parlics
eraigacgs hat they shall gach he a Rak: Coedrodsn inoesspect ot hal Perannal
Diata in apcordance wih the terms nf this Annew 2 Laint Contreder Agres-
mani] in replacement of paragraphs 3-16 of Joint Schedula 11 (Where one
Farty i= Controller 2nd the clher Party is Procssscr) and paragraphs 18-28 of
Jaind Schedu e 11 jIncependent Soolrollers of Persoral Dala), Accarding by,
Lz Farlics ol und o Locrempaly wilks i apelicabie Dals Proleclice Leg
islatinn in respect of thair Processing of such Persnnzl Data as Data Conteal-
lara.

Thr Paries anres ihal the [Suaplier] ielevant Autholy):

i e cxclusive poin ol conlacl for Dela Sukxjpecls and is responsible faroall
shans nensssary 1o coimply wiih e LE GORIR regarding the peercisa by
Diata Subpects of theair righis under the UK GOFR;

shall diracd Data Sanjects ko s Data Prodection Oficer cr suitable alteima
tiva in connrcion with the sxerdse of hedr rights as Data Schjects and far
ary enduinea conceming their Fersonal Data or privacy:

is aeealy reapansinle for the Fafies’ compliznos with all duties oo provide
information 1o Dets Subjecta uncer Articles 13 anc 14 of the UK GOPR;

is respnnsible for nliaining the informed sonsent o ety Subjects, in b
cordance with the U SOMFR, for Procsasing in connscticn with the Deliv-
arablas whera consent is the relevant =gal basis for that Procsesing; and

shal make available i Data Subjects the essenns of this Aanex fand ne-
tify thern of any changes to it) conceming the sllccalicn of responsikil dies
as Jaint Coniro/ler and its role as excdusive point of coniact, the Partiss
hiaving wsead heir boesl endesvaurs e oagres e emns of al essence,
This sl Lo aullivnze in L FRoapediersBe cwnl fatboanily's] vy policy
(which st be recedily Avallahle by hypedicd nr othersdse anall of 15 pob-
lic facirg services and marksting).

Fnbaithatand ing the temns of causs 1.2, the Parties aohnosdedie tal o Data
Subject haa the right 1o exercise their legal nghis under the Dats Maotestion
Legielstion s& against the ralevart Pary as Controller.

Undertakings of both Partlea
Thie Sugplier and the Haleeant Authnily eac underiake hat they shal
rezpar, o Livz albezr Pary eeery [K] rnoedbes on:
i} tha wolume of Cats Subjact Access Requeast [or purportsd

Dala Subjecl fcces: Regues ) e Dals Sabjocls (or hird
paarlics <y thezie Hehall):
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(b)

o)

{dh

ia)

if)

m

il the volume of reguests from Data Subjects (or third partées
on thedr behalf) to reclity, block or erase any Personal Data,

fiii} any other regquests. complants of communicafions from Data
Subgects (or third pariies on their bahalf) relating to the other
PFarly's obligations under applicable Data Proteclion Legisla-
tion;any communications from tha Information Commissionar
o any obher regulatony suthorty in connection with Perscnal
Diala; aml

] any requests from any third party for disclosure of Personal
Data where compliznce with such request ks requined ar pur-
pored (o b mguined by Law,

that it has recelvad in retatlon 1o the subject matier of the Contrect during thad
period,

niatify sach cther emmedsately if it recedvas any requast. complami or com-
rrunication made as relerred 1o in Clauseas 2.1(a){l) o (v,

provida the othar Party with full cocparation and assistance in redation to
any request, complant of commanication made as referred ko in Clauses
2. A o {v] io enable the olber Party lo comply with he relevant ime-
scalas set out in the Data Protection Lagisiation;

ned dischose of ranster the Personal Data o any third parly unless necas-
sary for the provision of tha Deliverables and, Tor any disclosura or fransfar
of Personal Data b any third party, (save where such disclosure or trans-
ter is specifically authorised under the Contract of is required by Law | en-
sure conseni has bean obteined from the Data Subject prior fo disclosing
of transferring the Parsonal Data (o the third party. For the aveidance of
doutd, the thind party {0 which Personal Data is Iranstemaed maest be sub-
jct ko equivalent obligations which are no less onercus than those sat out
In s Annes;

requast from the Data Subject only the minimum information necessary fo
provide the Deliverabdes and treat such extracted information ms Confiden-
ksl Informiation;

ensure that at all fimes & has in place approprate Profective Measures to
guard against unauthorised or kvt Processing of the Personal Dala
andior accidental loss, destrection or damage o the Personal Data and
unauthorised or wilswiul disclosure of or Boccess o the Personal Data;

tizks all reasonable steps o ensure the relisbilily and integrity ol any ol ils
Fersonnel who have access o the Parsonal Data and ensure that its Par-
sonnal

] arg aware of and comiply with their duties under this Annex 2
{Joint Controller Agreemeant) and those in respect of Confi-
dhenfial Information;
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ih)

W

2.2

i3y

{b}

il ang informed of the confidential nalure of the Personal Crada,
are subgect 1o appropriate ohiigations of confidentiality and
do nat publish, disclose ar divulge any of the Personal Data
o any third party whens the that Parly would not be permitted
1o i san; el

(iii} have undengone adaquate training in tha usa, care, protec-
tion &and handling of personal data as required by the appé-
cable Daks Protection Legisialion

anslre that it haz in place Prodeclive Measures as appropriate fo profect
agamsl & Personal Data Breach having taken account of e

il nalure of the data 1o be profecied;
(i Fanm that meghit result from & Personal Data Breach;

(i) state of lechnolagical developrment, and
{wh  costof mplementing any measures;

ensuni thal it has the cagabiily (whelher lechnological or othersise), o
the axteni required by Dala Prodeciion Legislation, 1o provide or comect or
debate a1 the regueat of a Data Subject sl the Persans! Deta relating to
thal Dala Subect thal # hodds: and

ansure that it notfies the other Party as soon as it becomes aware of a
Personal Data Breach,

Each Juoint Conbofar shall use its reasonable endeavours o assist the othar
Controlier to comgly with any obligations under applicable Data Protecton
Legiskation and shall nol pardioom ils obligations under this Annex in such a
way a5 o cause the othar Joént Controller bo breach any of its obligations un-
der applicable Data Protection Legistation 1o the extent it s awae, or aught
reasonably io have bean awarns, that the same would be a breach of such ob-

ligations.
Data Protection Breach

Without prejudics to clawsae 3.2, sach Party shall notity the other Party
promptly and withoud undee delay, and in amy event within 48 hours, upon be-
coming aware of any Personal Data Breach or circemslances that ans likely fo
giva rise to 8 Personal Data Breach, prowiding the other Party and s advisors
with!

sufficiani mformadion and in a timescala which allows the other Party to
meet @iy ohligatons 1o report & Personal Deta Breach under the Data
Prodiciion Legeslabion; and

all reasonable aesisianca, ncluding:
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{a)
(k)
e
id}

e

i

ia)

] co-oparation with the other Parly and the Information Com-
misaioner investigating the Parsonal Dala Breach and s
cilise, contaning and necoviering the comgeomised Personal
Diata and comgpliance with the applicable guidance;

(i}  co-operabonwilh the othar Pary Including taking such rea-
sonabla steps as are directed by the othar Party fo assest in
the investigation, mitigation and remediaton of 8 Personal
Diala Breach;,

{iii] co-ordination with the other Party regarding the management
of pubbc refations and public statements refating o the Pes-
sonal Data Breaach; andior

(wh  providing the other Pary and to the extant instrucied by the
other Pany to do so, andior the Informabion Coimmssiodes
mvvesligating the Parsonal Dala Breach, with complete infor-
mation relating to the Personal Dala Breach., including, with-
oad Emitation, Bwe information el oul in Clause 3.2,

Each Party shall teke all steps o restore, re-constiute andior reconstrict any
Personal Dala where i has losl, damaged, desiroyed, afiered or corrupled as
a resull of a Personal Data Breach as it was that Pary's own data at its own
cost with all possibée speed and shall provide the other Parly with all
reasonable assistance in respect of any such Personal Data Breach, including
providing the other Party, &5 soon g5 possibée and within 48 hours of the
Perzonal Data Breach relaling Lo the Personal Dats Breaeh. In panicularn

the nature of the Personal Data Breach;
thie nature of Personal Data afecied;
the categonies and number of Data Subjects concermed,

the name and contact dedails of the Supplier's Data Protecton Cifficer or
othir relevan confact from whdam maore information may be oblained.

measuras taken or proposed 10 be taken o address the Personal Data
Breach; and

dirscribu the likely consequeences of the Parsonal Data Breach
Aundit

The Supplier shall permit

the Relevant Authority, or a therd-parly auditor acting under the Relavant
Authority's direction, to conduct, &t the Relevant Authority's cosd, data pri-
winty and security audls, assessmonts and inspections concerming fhe
Suppler's data secunty and privacy procadures ralating 1o Personal Data,
its eommipliance with this Annex 2 and the Dala Proleclion Legisiation,
andiar
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o}

43

ia)

{b)

{3

the Relevant Authority, or a thind-party auditor acting under the Relevant
Authority's direction, access 1o premises al which the Personal Data |s ac-
cassibln of at which i = abls (o inspect any relevan! records, induding the
record maintained under Articke 30 UK GOPR by the Suppler so far 86 rel-
evanl b the Contracl, and procedures, including premises under The con-
trol of any third party appointed by the Supplier o assisd in the provision of
the Daliverables,

The Retevanl Aulhodly may, @ 15 sole discrelion, seguee the Supplier Lo
provide avidence of the Supplier's compliance with Clause 4.1 n lied of
coasducting such an audil, assessment of Inspecton,

Impact Assessmants
The Partes shall:

prowide all reasonalde assistance 1o each ofber 1o propare any Data Pro-
tection iImpact Assessmend a5 may be required (including provision of de-
tailed edormation and aaesesaments in relaton 1o Prooesaing operatons,
risks and measures); and

rmairitain full and compéste records of all Procassing camed oul in respec
al the Pessonal Data in connection with Bw Conlract, in accordancs with
the ferms of Adicls 30 UK GDPR

100 Guidance

The Parties agres to take account of any guidance issued by the Infarmalion
Commissioner andiar any milevani Central Govermment Body. The Relevant
Aithadly may o nolb less than thicty (30) Working Days' nolice 16 the Supplisd
amend he Contract 1o ensurng thal it complies with any guidanon issued by
the Informalion Commissionar amdior amy relevant Central Govemment Body

Lisbilities for Data Protection Breach

If financial panalties are imposad by the Infarmation Commissionar on aithas
e Redavant Authosty or the Supplier for a Personal Data Breach (“Financial
Panalties®) then b Tollowing shall eccur

if in tha view of the Information Commissioner, the Relevant Authority Is
responaide for lhe Personad Data Beeach, in that i is caused as & resull of
thi actons gr inaclion of the Ralevant Aulhority, its omployess, agents,
contractors {other than the Sweppses) or systems and procaduras controllad
by thie Relevant Authority, then e Relevant Authorly shall be responsible
for the payment of such Financial Penalties. In this case, the Relevant Au-
thiority will conduct an intemnal audit and engags at s reasonable cost
when nacessary, an independent third party to conduct an audid of any
such Personal Data Breach. The Supplier shall provide o the Relevant
Authority and its third pary investigalors and audilons, on request and a
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L)

fe)

r.2

T.3

iaj

i)

ic)

T4

the Suppher's reasonable cost, full cooperation and access io conduct a
thorough awdi of such Personal Data Breach;

if ir tha vigew of the Information Commissioner, the Supplier is respansibis
for the Personal Data Breach, in that it is not a Parsonal Data Breach that
the Relevani Authority & responsible for, then the Supplier shall be re-
sponsible fior the: paymant of thesa Financial Panalties. The Supplier will
provide 1o the Relevant Authority and its auditors, on request and at the
Supglers sole cosl, ull cooperation and access 10 conduct a tharough au-
dif of such Personal Data Breach; or

if ne view as 1o responsibiity is expressed by the Information Commis-
sionar, then the Relevant Authority and the Supplier shall work together (o
investigate the relewant Personal Data Breach and allocate responsibility
for any Financial Penalies as cullined above, or by agreement o split any
financial penaltes equally if no responsibility for the Personal Data Breach
can be apporonad. In the event that the Paries do not agree such appor-
tionmand then such Dispube shall be refermed (o the Dispube Resalution
Procedure set out in Clause 34 of the Core Terms (Raesohing disputes).

It eithier thie Relevant Authority of the Supplier i the delendant in a legal clam
brought before a court of compatent jurisdiction ("Court™) by a third party in re-
spect of a Parsonal Data Breach, then unless the Parties olthenwise agree, the
Party thal is debermined by the final decision of th cour b be responsible for
the Personal Diata Breach shall b= liable for the losses arising from such Per-
sonal Data Breach. Where both Parties are liable, the liability will be appor-
tioned babween the Paries in accordance with the decision of the Cogrd,

In respect of any losses, cost claims or expensas incurmed by either Party as &
resull of a Personal Dada Breach (the “Claim Losses™);

if the Relewant Authority is responsible for the ralevant Personal Data
Breach, then the Relevant Authority shall be responsible for the Claim

Lossas;

if the: Supplier is responaible for the relevant Personal Data Breach, then
thie Suppler shall be respongible for the Claim Losses: and

if rasponsibility for the relevant Personal Data Breach is unclear, then tha
Relevant Authority and the Supplier shall be responsible for the Claim

Lossas aqually,

Mathing in either clawse 7.2 or clause 7.3 shall preclude the Relevant Author-
ity and the Supplier reaching any olher agreement, including by way of com-
promise with a third party complainant or claimant, as to the apportionment of
financial responsibdity for any Claim Losses &8 & result of & Personal Data
Breach, having regand to all the circemstances of the Personal Data Breach
and the legal and financial obligations of the Relevant Authority.
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R

fa)

fi)

10,

Termination

I the Supgieer k= iIn material Detaull under any of its obligations under this Annas
2 [Jainl Canfrofer Agreamant), the Relewsn Authority shall be enlitled 1o ber-
minate the Contract by issuing 8 Termnation Notice 1o the Supplier in accord-
ance with Clause 10 of the Core Terms (Ending ihe contract),

Sub-Processing

In respect of any Processing of Personal Data performed by & third party on
behall of a Party, that Party shall:

carmy oul sdequate dus diligence on such third party to ensure that it is ca-
pable of providing e level of probection for the Personal Data as is re-
quirad by the Coniract, and provide avidence of such dus diligenca o the
other Party where reasonably reguesied; and

enguia thal & suitably agreermen is in place with the third parly a8 redguined
undar applicabée Data Protectlion Legislation,

Data Retention

Tha Paries agrea o arase Parsonal Data from any computers, slorage devices
and slorage media that are (o be relained as soon as practicable after it has
cirased o be necesssery bor hism bo mtain such Personal Data under applicabde
Diata Protection Legsslaton and their privacy policy (save (o the extent (and for
ihe limited perod) that swch information nesds 1o be retalined by the a Party for
stalutory compliance purposes or as otherwise reguined by the Contract), and
taking all further actions as may be necessany o ensure its complance with
Data Profeclion Legeslaton and s privacy palicy
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Call-Off Schedule 4 (Call Off Tender)














































































































































































Call-Off Schedule 6 (ICT Services)

1. Definitions

1.1 In this Schedule, the folldwing words shall have the fallowing meanings
and thay shall suppéemant Joind Schadule 1 {Definfions )

"Buyer Froperty”

"Buyer Software™

"Buyer Systam”™

“Commercial off the

shell Software" or
"COTS Softwara™

thar proparty, other than real property and IPR,
incisding the Buyer System. any equipment
issued of made available bo the Supplier by Ihe
Buyer in connaction with this Contraci;

any softwara which is owned by or licensed o
ther Bupsr and swhich is or will be used by the
Supplier for the purposas of providing the
Dafiverables;

tha Buyer's computing environmant {consisting of
hardware, software andior telecommunications
natworks o equipment} used by the Buyer or the
Suppliar in conmection with this Contract which i
owrsesd by or licensed to the Buyer by a third

party and which interfaces with the Supplier
System or which is necassany for the Buyer to
recene the Deliverables,

Mon-customisad software where the IPR may ba
ownad and licensed sither by the Supplier or a
third party depending on tha conted, and which
is commeercially available for purchase and
sultsect by slandard heence terms

any af the following:

@) any emor, damape or defect in the
mignufacturing of a Deliveralbie; or

bl any &mor o filune of code withen e
Software which causes a Daliverable to
ratfunclion or o produce ueinlelligible or
incorrec results; ar

¢l any fadune of any Delverable 10 provide the
perfomance, features and Renchionalilty
apacihed In the reguinements of the Buyer or
thr Dhocurmendabion (incheding any adverse
effect on responas times) regardiess of
whaiher of nal |t prevents fw relevant
Caliverable from passing any Test reguired
under this Call Off Contrect; or
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"Emargancy
Maintenance®

"ICT Environment™

*Licensed Software®

"Maintenance
Schadule®

“"Malicious Software"

"Mew Release™

"Open Source

di any fadure of any Deliverabla 1o operata in
conjunchion with or inteface with &y othar
Detivarabla in order 1o provide the
perfemance, featerss and funcBonality
apeciied In the requirements af the Buyer of
the Docurmentation (incheding any adversa
effect on response times) regardiess of
whadher of nal it pravends w relevan
Crafiverable from passing any Tesl reguired
under this Contract

ad hoc @nd unplanned mainienance provided by
the Supplier whara either Party reasonably
suspecls that the ICT Emdronmant ar tha
Senacas, or any part of the ICT Environmeant or
the Sendsces, kas of may have developed a fault;

ther Buyer System and the Supplier System,

all and any Software licensad by or through the
Suppliar, s Sub-Contractors ar any third parly 1o
thr Buyar for the purposes of or pursuant to this
Call Off Contract, including any COTS Software;

has B maeaning given b it in paragraph 8 of his
Schedule;

any software program o code intended o
desiroy, inarfere wilh. cormpt, or cause
undegired affects on program filas, deta or othar
information, execulable code of applicalion
software macros, whether or not ifs operaton |s
immeadiabe or delayed, and whelher the malicous
software is infroduced witfully, negligantly or
without knowledge of its existence;

an dem produced prirmdarily (o extend, aller ar
improve tha Software andior any Celiverable by
proveding additional functionality or perormance
anhancemant (whathar ar not defects in the
Software andior Dediverable are also cormecied)
while siill refaining the original designated
purpose of thai iem;

coanpuber softarare that has its source code made
avaiable subjecl o an opan-sourcs Boency
under which the owner of the copyright and other
IFR i such saftwane provides the rights 1o use,
study, change and distribule the softwane to any
and all persons and for any and all purpases free

al Chuge,
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"Dperating means the Buyer System and any premises
Environmeant” {inchudng the Buyer Pramises, the Supplier's
premises of third party premises) from, toor al
which;
a) e Delverables are (of are 1o be) provided,
ar

b) the Supplier manages, arganises o olhaenyise
direcis the provision or the use of the
Dediverables: of

g} where any part ol the Supplier System s

situated;
"Permitied has the meaning given to it in paragraph 8.2 of
Maintenancs™ thes Sehedule,
“Quality Plans™ has the meaning given o it in paragraph .1 of
s Bchedula,
"Sites" has tha masaning given bo it in Joind Schedule

1{Definibons ). and for the purposes of this Call
QI Schedule shall also include any premises
from, to or &l which physical interface with tha
Buyer Syatem lakes placa;

"Softwara™ Spacaty Wrillen Softeare COTS Software and
non-COTE Suppdier and thind pary Softeare,

"Software Supporting has the meaning given b it in paragraph 2.1 of
Matarials™ this Schedule;

“Source Code" oompuber programs andior data in eye-readable
form and in such form that if can be compiled o
interpretad into equivalant binary code togethar
with all relabed design commenis, Tow charls,
technical information and documantation
neceasary for the wsa, reproduction,
magntenance, modification and anhancemenl ol
gunch softwane,

"Specially Written any soltware (including dalabase software,

Softwars” linkang instructions, tesl scripts, compilation
insdructions and et instructions ) craated by the
Supplier (or by a Sub-Contracior or ather [had
party on behalf of the Supplier) specifically for
the purposes of this Contract, iIncluding any
modifications or enhancements fo COTS
Software. For the avoidance of doubt Specialty
Wirithen Softwarne doas nol constilute Mew PR
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"Supplier System" e infosmation and communicalions lechnobogy
syslem used by the Supplier in supplying tha
Dedverables, including the COTS Software, the
Suppliar Eguipment, configuration and
management utiliies, calibration and testing tools
and relatad cabling [bul excliding the Buyer
System);

2, When this Schedule should be used

2.1 This Scheduls ks designad fo provide additional provisions nacessary
1o fasilitate the peovision of ICT Serdices which are part of the Delivera-
blas.

3 Buyer due diligence requirements

31  The Supplier shall saksfy Asell of @l relevant datais, induding but nal
limited fo, deta®s redaling 1o the Tollowing;

311 suitability of the existing and (to the extant that it 18 defined or
reasonably foreseealie at the Starl Date) fulure Operating Ems
o

312 operaing processes and procedures and the working methoda
of the Buyar;

3.1.3 ownership, functionality, capacity, condition and suitability for
WS in the provisson of the Deliverables of the Buyer Asseds; and

314 esstng contracts (incleding any licencas, suppos, mainienance
and ather contracts relaling 1o the Operatimg Envirgnmenl) rs-
farrad to in the Due Diligance Information which may ba novabed
bo, sassgned bo or managad by the Supplier under this Contract
andios wiich the Supplier will require the beneft of for the provi-
sion of the Delivarables.

32  The Supplier confirms that if has sdvised the Buysr in witing of;

3,21 each aspect, il any, of the Oparating Environmant that is not
sustable for the provision of the ICT Servicas;

322 Ihe actions needed 1o remedy each Such unsuitable asped, and
3.2.3 B timetable for and the costs of those actions.
i, Licensed software warranty
4.1  Thea Supplier represants and wamants that

4.11 it has and shall continue 1o have all necessary nghis in and Lo
ther Licensed Saltware made aailable by the Supplier {andior
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any Sub-Contracior} to the Buyer which are necassary for the
performance of the Suppllers obligations under this Contract in-
cluding the receapl of the Deliverables by the Buyer,

4.12 el componenis of the Spacially Writtan Software shall:

4,121 ba frae from mabarial design and programming emors;
412 2 parform in all materiad respecis in accordance with the ralevant

specifications contained in Call O Schedus 14 [Service
Lavals) and Documantabon; and

4.1 2.3 nat infrirge any IPR.
. Provigion of ICT Services

51  Tha Supplier shall:

5.1.1 ensuhe hal the redease of any new COTS Software in whach the
Supplier owns the IPR, of upgrade 1o any Software in wiich (ha
Supplier cwns the PR complies with the interface requirements
of e Buyes and [exoepl in relation to new Soflware of upgrades
which are released to address Malicious Softwara) shall nobify
[ Buyer thres (3) Months before the releass ol any new COTS
Softwane or Lipgrade;

.12 ensure thal afl Software including upgrades, updates and Mew
Refeases ussd by or on bahall of the Supplier ane currenlly sup-
ported varsions of that Software and parform in all material re-
spects in accordance wih the relevant specification;

5.1.3 ensune thad ihe Supplier System will be free of all aRcum-
brances;

5.1.4 engune thal the Deliverables are fully compalibbe with any Buyer
Software, Buyer Syslem, or otherwise used by the Supplier in
conmectica with this Contract;

5.1.5 mimmise any dismeption fo tho Services and fhe ICT Environ-
manl andior the Buyer's oparations when providing the Delver-
ables

B, Standards and Quality Requiremants

6.1  The Supplier shall develop, in the imescales specified in the Onder
Form, quality pdang that ansene thal all aspects of the Defiverablas ane
the subject of quality managemenl systems and are consistent with BS
EM 150 8001 or any equivabent standand which (s generally recognised
as having replaced il {"Quality Plans").

6.2  The Supplier shall saek Approval from the Buyer (not be unreasonably
withheld or delayed) of the Quality Plans belore implamenting them
Approval shall not act a5 an endorsemant of the Quality Plans and
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6.3

6.4

shall not relieve the Supplier of ils responsibility for ensuring that tha
Deliverables are provided 1o ihe standard required by this Coniract,

Fellwing the apgroval of the Crlity Plans, the Supplier shall provide
all Deliverabdes in accordance with the Quality Plans.

The Supplier shall ensure that the Supplier Personnel shall at all lirmes
during the Call Off Contract Panod.

6.4.1 be appropriately expenenced, qualified and frained o suppdy the
Dalverables in accondance with this Confract;

.42 apply all dus skill, cane, diligence in faithfully perfomming those
dubses and exercising such powears as necessary in conneclion
wiih the provision of the Delverables; and

6.4.3 obaey all lawh instructions and reasonable directions of the
Bluyes (incheding, if 5o résguingd by the Buyer, the [CT Policy) and
provide the Defiverablas to the reasonable satsfacton of the
Biuyes

T ICT Anscit

T

The Supplier shall allow any sudilor access o the Suppler premses
fiex:

711 inspact the ICT Environmeant and the wider sarvica delivery envi-
panmsend (ar any part of hem];

TA2 review any records creafad during the dasign and developmeant
of the Supplier Syslam and pre-operaticnal environmeant sech as

infonmation relating bo Testing,

T.1.3 review the Suppler's guality managemeant systems including all
rebevant Cualily Plans,

B, Maintenance of the ICT Environmant

B.1

6.2

a3

If zpecified by thea Buyer in the Ordar Form, the Supplier shall create
ard maintam a rofng schedule of planned mamienancs to the ICT En-
virgnment (*Maintenance Schedule®™) and make it available to the
Buyer lor Approval in acoondance with fhe bmetable and instructions
spacified by the Buyer,

Oince the Mamnienance Schedule has bean Approved, the Suppliar
shall only underiake such planned maintenances (which shall Be nown
85 "Permitted Maintenance®} in accordance with the Mainienance
Scheduls.

The Suppliar shall ghva as much nofice as is reasonably practcable (o
the Buyer prior to carmying out any Emengency Maintanance.
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8.4  Tha Suppliar shall carry out any necessary maintenance (whedher Per-
mitted hamienance or Emergency Maintenance ) where |t reasonably
suspoecis thal the ICT Environment andior (he Senaces or any pdrd
therecf has or may have ceveloped a faull. Any such mainfenance
ahall ba carried el inosweh & manner and &l such mes o as to avold
{or whare this |5 not possible so a5 fo minimise) disruption o the ICT
Erviranmant and the provision of the Delivarables.

! Intellectual Property Rights in ICT
81  Assignments granted by the Suppller: Speclally Written Software

8.1

The Supplier agsspns by present assignment af Tuture rghls o
take effact immediately on it coming inlo existence) 1o the Buyar
with full guaraniea (or shadl procure assignment o the Buyer),
litle 1o dent all Aghls and inberest in the Spacially Writlen Sall-
ware togathar with and including:

&.1.1.1 the Documentation, Souwrce Coda and tha Object Code of tha
Specially Wrillan Software; and

5112 8 build ireirections, 18] insirections, les] seripds, 1es] data,
operating instnuctions and cthar documents and inols
recassary fof mairlaning and supporing the Specially Wriltan
Sofware and the Now IPR {logeshar the “Softwame
Supporting Materials").

Tha Supplier shall:

.12 1 inform tha Buyer of sl Specialy Witien Scftwane or New |PRs
ihiat are & modificalion, cusiomesalion. configuralion or
enhancemant i amy GOTS Softwara;

.12 2 daliver in 1he Buysr the Spacially Written Soffware and any
cofmplesr program elaments of (he Mew IPRS n both Soures
Cide and Object Cosa forma togethar with relevani
Documentation and ol retaled Saftware Supporting Materials
within sewan days of complation o, if & refevant Miasions has
besen idenified in an mplemeniation Pian, Achievermerd of hal
Mikastane and shall provide updates of tham promptly fobowing
mach new melease of the Specially Written Saofbwane, in each
case on media thet |s reasonably scceptabla bo the Buyar and
this Buyesr shall bacome the owner of such media upon receipt
BEnd

BT I wiihoul prejudica o paragraph 9.1.2.2, provids ful dedmls o
the Buyesr of any of the Suppler's Exsting [PRs ar Third Party
IFRs which are embeddad or which ame an intagral pas of ha
Specially Written Software or Maw IPR and the Supplies
Peredy grants 1o the Buyes and shall procune thal any relevanl
third party licensor shall grand o the Buyar a porpatual,
irevocable, ron-gadusive, assipnable, royalty-ies licence Lo
s, sub-licensa andior commarncialy axploit such Supplice’s
Exsting IPRs ard Thind Pary PRS o the axtant hal il s
racessary o gnabia the Buyer o obtain the full benefils of
cranarEhip of e Specally Wrillan Soltware and Maw IPRE
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B.1.3 Tha Supplier shall prompély execute all such assignments as ara
reqguired 1o ensure that any rghts in the Specially Writken Soft-
wiar and Maw IPRS am propidy iranshamed (o the Buyer

8.2 Licences for non-COTS IPR from the Supplier and third partles o
the Buyer

821 Unlass the Buyer gives its Approval the Supplier maest nol use
any:

(@) of its ewn Exisling IPR thal is nol COTS Soltwans;
(bl thisd party software that s not COTS Softears

027 Where he Buyer Approves ihe use of the Suppliers Exisiing
IFR that is not COTS Software the Supplier shall grants to the
Buyer a pempetual, royaity-free and non-exclusive licence 10 wse
adapl, and sub-hicense the samé for any purposs relalng Lo e
Cralwverables (or substantially equivalant deliverables) or for gy
purposs relating bo the exercise of the Buyer's (or, If the Buyer i
a Central Govermmeant Body, any othar Ceniral Govermmani
Body's) business or function including the right 1o load, sxecuts,
stora, ransm, disply and copy (for the purposes of archiving,
backing-up, loading. execution, storage, transmission or display)
for the Call O Contract Perod and after expiry of the Conbract
bo thay mtent necessany 1o ensure continuily of sendce and an
effective transition of Sarvices to a Replacemant Supptier.

B.23 Where lhe Buysr Approves the use of third pary Software that is
not COTS Softeare the Suppler shall procure that the ownars of
the: authonsed bcensons of amy such Software grant a direct k-
cence (o the Bayer on berms al least equivalent o those 5o oul
in Paragraph 8.2.2. H the Supplier cannot obtain sech a licenca
for the Buyer it shall:

0.2 3 1 malify the Buyer in wriling giving detads of whal licence terma
can ba obiaingd and whathar ihere are aliemative sofwere
providers which (e Suppler could seek 1o wse; and

8.2.3.7 only use such third party PR & referred b al paragraph

9,231 i the Buyer Approves ihe terms aof tha licance from the
retevant thicd party

0.24 Where the Supplier is unabie to provide a licanse io tha Sup-
plier's Exsting IFR & accordance with Paragraph $.2.2 abowe, i
sl et the regquirement by making use of COTS Softwar or
Specially Wrilen Software

8.2.5 The Supplier may terminats a icence granted under paragraph
8.2.1 by giving ai beast thirty (30} days’ nofice in writing if there is
an Authority Cause which conslitules a material Deafaw which, I
cagabia of remidy, is not remedied wilhin ety (20) Working
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Cays after the Suppdier gives the Buyer writhen notice speciying
b breach and reguinng (ks remady,

8.3  Licenses for COTS Software by the Supplier and third parties to
the Buyer

831

8932

033

B34

The Supplier shall eiher granl, or procure (hal the csners or the
authorsed licensors of any COTS Software grant, a direct 1i-
cance o the Buyer on terms no less fevourable than those
standard commercial berms on which such soflaane = esually
made commercially available.

Where the Supplier dwins B COTS Soltwarne if shall make
avadabie the COTS soflware o a Replacemant Supplaer at a
price and on terma no bess favourable than those standard com-
marcial lerms on which sSuch solbware i$ usually made Commer
cially availabla

Where & third party ls the gwner of COTS Software licensed in
accordance with this Paragraph 8.3 the Supplier shall support
the Replacermsent Suppbsr bo make arangemants with the owner
or avihorised licentes o rensw the license al a price and on
terms no ks favourable than those slandard commarcial terms
on which such software is usually made commerclally avadsbie

Thet Supplier shall nolify the Buyar within sewven (T) days of be.
coming aware of any COTS Software which in the next thiry-six
(36} months:

B.3.4. 1 will no longer be mainiained or supponed by the devaloper: o
0.3.4.2 wil no loAger be mads comemearcialy avakalie

4.4 Buyer's right to assign/novate licences

B.41

B4.2

The Buyer may assxgn, novabe or alhenwise iransfer its rghis
and obégations undar tha licences grantad pursuant io parma-
graph 9.2 {io:

#.4.1 1 g Central Govemnment Body: o

B4.1.2 to any body (including any privale sactar body) whech perorms
or carries on any of the luncions and/or acivilies ihat
prervicusly had been pedfarmed andior camied on by the Buyes

If the Buyer ceases io be a Central Government Body, lhe sue-
cassor body to the Buyer shall still be antitled to the benafil of
the licemces granbted In parsgraph 9.2,

85 Licence grantod by the Buyer

8.5.1

The Buyer grants 1o the Suppier a royalty-free, non-edclusia,
nan-Irenglerable licente duning the Conlract Perod 1o use the
Buyesr Software and the Specially Writien Software solely to tha
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exient necassany for providing the Deliverables in accordance
with this Coniract, inciuding the right to grant sub-licences to
Sub-Contraciors provided thal any relevant Sub-Contractor has
entared into a8 confidentiality undertaking with the Suppliar on
thve saime lerms &5 set out 0 Clause 15 (Confidentsality).

9.6 Open Source Publication

b6

B.8.2

gEN

Unteas the Buyer othensise agrees in advance in writing {and
sulect lo paragraph 9.6.3) all Specially Wrilten Sofbeare and
computar program alements of Mew IPR shall be created in a
ferrmial, or able 1o e converted (in which case the Supplier shall
also provide the converted format to the Buyer) info a format,
which &:

.6 1.1 suftable for publication by tha Buyer as Opan Source; and

%.6.1.2 based on Opan Standards {whena applicable ),

and fha Baryar may, o s sdle discration, publish the same as
Cipen Sounce.

The Supplier hareby warrants that the Spacially Writtan Sofi-
ware and the New IFR:

BB 2 1 ee suitebie for releass as Open Souwce and that the Supplies
has usad reasonable endeavours when deveioping the sama
o anzure hat pubdcation by the Buyer will nol enable & third
party 1o use fhem inany way which could masonably be
foresaen io compromiae the operation, nunnirg oF security of
thi Spocially Written Scftware, Now IPRs o the Buyar
Syslem;

06 22 kave bean devslaped using reasonable endagvours b ansure
that ther publication by the Buyer shall nof causs any harm o
damage by ary parly using e,

B8.6.2.3 da nol contain any material which would bring the Buyer indo
disrapaba;

6 2 4 can ba published as Open Source wihout breaching tha ights
of any {hird party;

0.6 2.5 will be supplied in o formal suitable for publication &s Open
Sourca (“the Opan Source Publication Material™) no laier
ihian the date nolified by the Buyer 1o the Supplier, and

BB.2 8 do nol contsén any Malicious Softwane.

Where the Buyer has Approved a reguest by the Supplier for
any part al the Spacally Writlen Soltware or MNew IPRs (o be ex-
cluded from the reguirement o be in an Open Source formad
due 1o the mention bo ambed or integrate Supplier Exisling [PRs
andios Third Party IPRS (and whera the Parties agree that such
IFRs are nol inMendad to be published as Opan Sourca), the
Supplier shall:
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#.4.5.1 55 800N 25 rsascnably practessle, provide witan dedails of
the nedura of tha IPRs and fems or De werables zazad on
IPR= whizh are bz bs sxzludsd from Open Sourze publ cstion:
z1d

GAE2 irchade in e varille celails aed froemeioe skl e inpeascl
Ihal nousan of such IPRs o Delverables bagad an sush
PHe, wil mave o0 30y olher Specally Wriiken Softears andion
Merdy [1*Hz and the Buyere =20ty b2 cablish such ather bars or
Lalvarakles a5 Dpsn Scurce,

9.7  Mallclous Software

7.1 The Supplier shall, thiovghnut the Comliaat Parind, s the
=21 versans of anti-winis definitians and soffiware available from
an industry accepied anti-virus sofiwara vender to chack for,
contain the spresd of, and rinimisa the impact of Malicious
Softaarea.

272 If Maicious Sofwars is “ourd, the Pariias shall co-operats to re-
duce the effect of the Malicious Sohwara and, particu arly i Mali-
G Sollaang canses sy al operalional clidcocy or oss o
cerruptinn ot Covanimean [k, assist canh clber e miliaks
any loszes and o rezinre the prosdsion of he Deliverables o s
desired cp=rating efficiency.

.04 ARy cnstarzing oot cof ihe 22ions of the Padies taken 0 cnmpli-
ance wilh the provisions of paragraph ©.7.2 shell ba borae oy
the FPartias as fiolows:

875 by tha Bupplicr, where the: Malicinus Snfaars: orginesdes froon
I Supeclivr Sollesee e Veind prarly Sallsare sappiliesd G e
Sapplier o lhe Goeererenl Dala peddls] e Sowermrenl D
whias under e conbal of Fe Supplen] unlsss e Supplisn can
zermensirale tal such Malicious Salvare was presant ard ol
slarandined @ slherw e lzentiles by the Buyer wiran
prowided B2 the Supdier; and

TR by tha Buyer, if the Malicings Softesae oniniraesss fromr thn
Rerwer Soflmrn nr the: Auyeer Dats fahilstthe Buoyer Dok eees
el D ez ol U Duger].
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Call-Off Schedule 7 (Key Supplier Staff)

1.1 Thea Drder Form lists the kay rodes (Key Roles”) and names of the persons
wih the Supplier shall agpodnt 1o fill those Key Roles at the Stan Date

1.2 The Supplier shall efsune that e Kay Stall fullil he ey Roles af all limes
during the Contract Pariod,

1.4 The Buyer may deniify any Turther roles az being Key Roles and, following
agresamant o the same by the Supplier, the mlevant person selectad bo il
those Hey Roles shall be included on the list of Key Staf

1.4 The Supplier shall nod dd shall procuene thal any Subconiracior shall not re-
maowe or replace any Key Staff unlass:

1.4.1 requesied o do so by e Buyer or the Buyer Approves such removal
or rjpfacamant (nod fo be unreasonably withhald or delayad|;

1.4.2 the parson concemed resigns, relires or dies or s on maternity or long-
larrm Sick by, of

1.4.3 iha parson’s employment or contractual amangement with the Suppliar
of Subcontrachor (s tenminated for matenal breach of contract by the

empioyea,

1.5  The Supplier shall;

1.51 notify the Buyes promplly of the absence of any Key Stafl (ather than
for shor-tesm sickness or holidays of two (2) weaks or lass, in which
case the Suppler shall ensure appropriate emporary cover for that
Fomy Rola);

1.52 ensure that any Key Rola iz notl vacant for any longer than ten (10}
Working Days:

1.5.3 give as much nodice as is reasonably practicable of ils mienton to re-
move of replace any membar of Key S1aff and, excepl in the cages of
death, unexpecied @ health or & malerial bresch of he Key Sialls em-
ployment contract, this will mean &t least three (3) Months' notice;

1.54 ensure s all arrangements for planned changes n Key Stafl provide
adequate periods during which incoming and outgoing stafl work 1o-
pether bo transfer responsibilities gnd ensure that such change does
ral Fiaver an advarse impgect on the prevision of the Deliverabies: and

1.5.5 ensure that any replacamsan for a Key Role has a leval of gqualificabons
and experience appropriabe o the ralevant Key Role and s fully com-
pelerd fo carmy oul the Lesks assigned to tha Key Stall whom e or she
hias replaced,
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Tha Buyer may require the Supplier to remove or procure that any Subcon-
tractor shall remove any Key Siaff that the Buyer considers in any respect un-

salistaciory. The Buyer shall nol be liable for the cosl al replacng any Ky
Sitaff

Maragemen Conmuitency Frumssscrk Thees (MCFT| - FAGIRT
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Call-Off Schedule 8 (Business Continuity and

Disaster Recovery)
1. Dafinitions

1.1 Inthis Scheduls, the following words ehall have the fofiowing meanings and
ey shall supplement Joint Schedule 1 (Definitions):

BCDR Plan” [ naa the meaning given to it in Paragraph 2.2
of this Schedule;

"Business Continuity | has the meaning givan 1o it in Paragraph

Fian™ { 2.3.2 of this Schadula;

| - ;

"Disaster” | the ocourrenca of one or more events which,
| efthar separately or cumulatively, mean thal
| the Deliverables, or a malerial part thereof
| will B unavaitable (or could reasonably be
| anlicipaled 1o be unavailable),

I'Disaster Recovery the Deliverabies embodied in the processes

Deliverables™ | and procedunes Tor restoning the provision af
| Deliveraties following the eccumance of a
| Disaster,

"Disaster Recovery Plan® | has the maaning given 1o it in Paragragh
i 2.3.3 of this Schadula;

:"D|II‘ItI'I' Racovery [ the system ambodiad in the processes and

Systam” procaduras for resloring the provision of
| Deliverables following the cocurrence of a
| Disgdisler,

“"Related Supplier™ | any person who provides Deliverables o the
| Buyer which are relaled 1o the Deliverablés

frorm birme 1o firme,

“Review Report” | has the meaning given to it in Paragraph 6.3
| of this Schedule;, and

*Supplier's Proposals® | has the meaning given 1o it in Paragraph 6.3

of this Schedule;

2, BCDR Plan

2.1  The Buyer and the Suppler recognise thal, where spacilied in Scheduls 4
[Framewcsk BManagemsant), CCS shall hawa the right to enforce the Buyer's
rights under Ihis Schedule
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2.2 Alleast ninaty (90) Working Days prigr fo the Start Date the Supplier shall
prepare and deliver to the Buyer for the Buyer's writlen approval & plan (a
"BCOR Plan"), which shall delad the processes and amangarments (hat the
Supplier shall follow to:

2.2.1 ensure confinuity of the business processes and operalong supporbed
by thie Sondces folowing any failura or disraption of any elemant of the
Deliverables; and

2.2.2 lhe recovery of the Debverables in the evant of a Disaster
2.3 The BCOR Plan shall be divided into threse sechons:

231 Section 1 which shall sat out general principles appécable fo the BCDR
Plan;

232 Bection 2 which shall refate o business continuity (the “Business
Continuity Plan"}; and

2.3.3 Bection 3 which shall relate 1o disasier recovery (ihe "Disaster Recov-
&ry Plan™)

24  Following recaipl of the draft BCDR Plan from the Supplier, the Parties shall
uge reasonable sndeavouns (o agres the contents of the BCOR Plan. If the
Parlies are unable o agree the contents of the BCDR Plan within baenty (20}
Working Days of s submission, then such Dispube shall be resolved In ac-
cordance wilh e Dispute Resolubion Procedure,

3 Ganeral Principles of the BCDR Plan (Section 1)
31 Section 1 of the BCOR Plan shall:

310 s oull how the business continuily and disastar recovery elemants of
the BCDR Plan knk 1o sach othear;

312 provide detads of how the vocaton of any element of the BCOR Plan
may impact upon the provision of the Deliverables and any goods
andior services provided io the Buyer by a Related Supplier;

3413 contain an obligatsh upon 1he Suppleer 6o laise with e Buyer and @y
Related Supplers with respest to business continuity and disaster ra-
EOVETY,

314 detall how thae BCDR Plan interoperates with any overarching disaster
recaovery or business continuity plan of the Buyer and any of its othar
Retated Suppler in each case as notiied 1o the Suppliar by he Buyer
Trom tima to time;

315 contain a commianscation sirabeqy including details of an incident and

prioblam management service and advice and halp desk facility which
can be accessed via madliple channels;
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3.2

33

316 contain a risk anatysis, incheding:

(@) [laillure or diruption scenaros and assessments af likaly fre-
quency of ocoumence:;

(b}  Identdication of any single points of filure within the provesion of
Delverables and processas fof mahaging those risks;

(cp  identification of nsks ansing from the interaction of the provision
of Delverables with the goods andior services provided by a Re-
labed Supplier; and

(d} & business empact enatysss of different anticipated faillures or dis-
P,

T provide for docwmentation of processas, including business processes,
and procedures;

1B sef oul key contact details Tor the Supplier (and any Subcontraclons)
and for the Buyer;

318 identify the procedures for reverting 1o “normal Senice”,

3.1.10 s oud method{s) of recovaring or wpdating data collectad (or which
ought to have been collectad) during a failure or disniption b minkmise
data loss:

3.1.11 identdy the responsibilites (i any) that the Buyer has agresd it will as-
surmE in the even of the invocation of the BCDR Plan, and

3112 provide for the provision of lechnical assisiance o key contacts al the
Buyer ag required by the Bayer o inform decisions in support of the
Buyar's Business conmsly plans,

Tha BCOR Plan shall be designed =0 as to ansure that:

3.2.1 the Debverables are provided in accardance with this Canfract at all
timas during and afier the ivocation of the BCDR Plan,

322 1the adversa mpact of any Disaster is minimised as far as reasonably
passibl;

323 it complies with the relevant provisions of ISOAEC 27002,
IB02I01N8032313  and all other Indusiry slandards from bme o
fima in forca; and

324 it detaiis a8 process for the mansgement of disaster recoverny tesiing.
Tha BCOR Plan shall be upgradeable s sulficiantly lexible o support any

changes o the Deliverables and the business oparations supported by the
provdzion of Dellverables,
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4

4.2

5.2

The Supplier shall mod ba entlled 1o any redief from its obligations under the
Performance Indsators (P's) or Service Leveds, or 1o &ny increase n the
Charges fo the exlend thal & Disasber ooturs as @ consegquence ol any breach
by tha Supplier of this Confract

Businesa Continuity {Section 2)

Thae Businass Confinuity Plan shall set oul the amangemants that are to be m-
voked o ensure that the business processes faciiated by the provision of De-
liverables remain supported and 1o ensure conbinuily of the Business opses-
tions supported by the Senices incleding:

411 1he allernaiive processes, opbions and responsibllities thal may be
adopted in the event of a failum in or disruption o the provision of De-
ivarables; and

4.1.2 lhe stops o be taken by the Supplier upon resumplion of the provision
of Defverables in order to addmess the effect of the failure or dismuption,

The Business Continuity Plan shall;

4,21 address the various possible bvels of Eaillures of or distupbons o the
provision of Deliverables;

4,22 el oul the goods andlor senaces 1o be provided and the sleps o be
taken to remedy the different levets of failures of and disruption to the
Deliverables;

423 spocify any appScable Pedformance Indicators with respect 1o the provi-
shon of the Busness Continuity Services and detslls of any agreed re-
laxation 1o the Perormance Indicalors (PUs) of Sarvice Levals in me-
spact of the provision of ather Deliveratdes during any period of invoca-
ticn of the Buskess Continulty Plan; and

4.24 s oul the cimumstances i which the Business Continuily Plan |s in-
vioked.

Disaster Recavery (Section 3)

Tha Disaster Recovary Plan (which shall ba invoked only upon the ocourrenca
af & Disaster) shall be designed 1o ensure that upon the oocurrenca of @ Dig-
asber the Suppler enswmes continuty of the business oparations of the Buyer
supported by the Sarvices followsng any Disaster or during any period of ser-
vice tailure or dissuption with, a3 far &5 repsonably possibie, minimal adverss
impact

The Supplier's BCDR Plan shall iInclude an approach bo business continuiby
and disastor recovery that addresses B faliowing:

521 loss of acoess to the Buyer Pramisas;
522 lnss of ulilites fo the Buyer Premises;
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B2

523 loss of the SuppSers helpdesk or CAFM system,
524 lopss of a Subcontracior,

5,25 emaergancy notification and escalation process;
526 conact lists;

527 stall training and awaneness,

528 BCDR Plan tasting:

5208 postmplemeniaton review peocesa;

5.2.10 any applicabée Parformance ndicators (PI's) with respact o lhe proyi-
shon of the disaster recovery services and datails of any agreed relaxa-
lion to e Perfarmance indicators [P1's) or Servics Levels in resped of
the provision of cther Daliverabdes during any period of invecation of
ihe Deasier Recovery Plan,

5.2.11 detailts of how the Supplier shall ansure compliance with security stand-
ards ensuring thal compéiance is maintained for any pencd during
which the Disasber Recovery Plan (£ invoked;

5.2.12 access conbrols fo any disaster recovery sibes usad by the Supplier in
redathon b its obdgations pursuant 1o this Scheduls; and

5.2 1M esling and managemen] ammangements.

Review and changing the BCOR Plan

The Suppligr shall review tha BCOR Plan:

6.1.1 ona regular basis and as a minemum onca every six (6] Months;

6.1.2 within three {3) calendar Months of the BCDR Plan (or any pan) having
bean mwvoked pursuant 1o Paragraph 7; and

6.1.3 whera the Buyer requesis in writing any additional reviews {over and
above those provided lor in Paragraphs 8,11 and §.1.2 of thes Sched-
ule) whereupon the Swppber shall conduct such reviews In accordance
with the Buyer's witten requirernents, Prior to starting iis revies, the
Supplinr shall provide an accurate wrillen estimale of the tolal costs
payabla by the Buyers for the Buyer's approval. The costs of both Par-
fies of any such addibonad reviews shall be mel by the Buyer excep
that the Suppler shall not be entitted to charge the Buyer for any cosis
that & may incur above any estimate withoul the Buyer's pros writben
approval

Each review of the BCDR Plan pursuant to Paragraph 6.1 shall assess its
sultabililty having regard o any change bo the Deliverabiles o any underyang
business processes and oparations faciliated by or supported by the Sonvices
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6.3

6.4

6.5

T2

T3

T4

which have takan place sinca the later of the ariginal approval of the BCDR
Plan or the last review of the BCDR Flan, and shall also hawe regard 1o sy
oesurmence of any event sincoe thal dale (or the likelihood of any Such event
taking place in the foresesable future) which may increase the likelihood of
the need 1o nvoke the BCDR Plan. The reviesw shall be completed by the
Supplier within such penod as the Buyer shall masonably regquire,

The Supplier shall, within twenty (20) Working Days of the conclusion of each
such review of the BCDR Plan, provide o the: Buyer a repor (3 "Review Re-
part®) setting out the Supplier's proposals (the "Supplier's Propesals®) for
addressing any changes in the risk profile and ils proposals for amendments
i the BCDR Plan.

Following recelpt of the Review Repor and the Supplier's Proposals, the Par-
lies shall use reasonable endesvours bo agree the Review Repon and the
Supplier's Proposals, |f the Parties are unabla to agree Review Raport and
the Suppliers Proposals within baeenty (20) Working Days of Bs submisalon,
then such Dispute shall be resohed in accordance wilh the Dispube Resalu-
tion Procadura.

The Supplier shall a5 soon &8 is reasonably praclicable aller receiving the ap-
proval of the Supplier's Proposals effect any change in its practices or proce-
dures necessary so &3 o give effect to the Supplier's Proposats. Any such
change shall be al the Supplier’'s expense unless il can be reasonably shown
that the changes are reguired becausa of & matarial change to the risk profile
ol the Deliverables.,

Testing the BCDR Plan

The Supplier shall test the BCOR Plan:

T.1.1 regularly and n any evend nod less than once in every Conlract Yiear,
712 inthe event of any major reconfiguration of the Deliverables

T.1.3 at any lime where the Buyer congioers il necessany (acting in its sobe
discretion ).

If the Buyer requires an additenal test of the BCOR Plan, it shall give the Sup-
plicr writhen notice and the Supplier shall conduct the best in accordancs with
thia Buyer's requiremeants and the ralevan provisions of tha BCDR Plan. The
Supplier's eosts of the additional test shall be bome by the Buyer unlass the
BCDR Plan fails the additonal best in which case the Supplier's costs of that
failad test shall ba bome by the Supplier.

The Supplier shall undedake and manage lesling of the BCOR Plan in Tull
consultation with and under the supervision of the Buyer and shall liise with
the Buyer in respect of the planning, performance, and review, ol each test,
and shall comply with the reasonabls requirements of the Buyer,

The Supplier shall ensure that any use by it or any Subcontracior of “liva® data
in such lesting is firsl approved wilth the Buyer. Copies of live lest dala used in
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T5

1.8

any such testing shall be (if 50 equired by the Buyar} destroyed or refurned fo
e Buyer on compéetion of the tasi.

The Supplier shall, within baesly (20] Working Duys of the condusion of gach
teat, provide o the Buyer a report setbing out:

.37 ihe oulcame of he lest,

T.5.2 any failures @ the BCOR Plan (including the BCOR Plan’s proceduras)
revedbed by the test; and

753 the Supplier's propisals for remsdying any such failures,

Following =ach test, the Supplier shall take all measures requesied by tha
Buyer 1o remedy any fallures in the BCDOR Plan and such remedial activity and
re-tasting shall be compésted by the Supplier, at ks own cost, by the dals rea-
sonaily requinad by the Buyer.

Imvwoking the BCODR Plan

In the eveni of a complete loes of senvice or in the event of a Desasier, the
Supplier shall immedately invoke the BCOR Plan (and shall inform fhe Buyer
prompdly of such invocation]. in all oiher instances the Suppler shall invoke or
test the BCDR Plan only with the prior consent of the Buyer.

Cirgumsiances beyond your control
The Supplier shall not b= entiled 1o reliefl under Clause 20 (Circumsiances

beyond your control) f i would nol have been impacted by the Force Majeure
Ewvant had it not fadad bo comply with its obligations under this Schaduba,
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Call-Off Schedule 9 (Security)

Part A (Short Form Security Requirements)

Part A: Short Form Security Requirements

1. Definitions

1.1 Inihis Schedule, the following words shall hase the following meanings and
they shall supplement Joint Schedule 1 (Dafinitions):

"Breach of
curity™

"Sacurity
[Managamant Plan®

the ocouwmencs of

a)

B)

any unauthorised acoess o or use of the
Dedivarables, the Sitas andior any
Information and Communication Technokogy
("ICT™), infarmation or data (including tha
Confidential Information and the
Government Data) used by the Buyer andior
the Suppliar in connection with this Contract;
andior

the loss andior unauthonsed disclosure of
any infermation or data (including the
Cionfidantial Informaticn and the
Govermment Data), including any coples of
such information or daka, usad by the Buyar
andior the Suppliar in connection with thes
Caoniracl,

in either case as more paricularly sal out in the
Sacurity Policy where the Buyer has requirad
compliance therewith in accordance with
paragragh 2.2,

the Supplier's security managament plan
prepanad purseant 1o this Schedule, a draft of
which has been provided by the Supplier o fhe
Buyer and as updated from fime to tima.

2, Complying with security requirements and updates to them

2.1 The Buyer and the Suppler recognise that, where specified in Framework
Schedule 4 (Framework Management), CCS shall hawve the right o enforog
thia Buyer's rights under this Schadula.

2.2 The Supplier shall comgly with the requirernents in this Schedule in respect of
the Security Managameant Plan. Where specified by a Buyar that has undar-
taken a Further Compedition it ehall also comply with the Security Policy and

Marageman] Cormuiancy Framasvcrk Thiws (MCF| - RAIRT

Fromearic Sohecuin B - Cal-0R Oeder Formi
‘warnion 1 Sepiember 3101




2.3

2.4

2.5

4,1

3.2

3.3

34

shall ensura that the Security Management Plan produced by the Suppler
fully compieas with the Secunity Policy.

Whaere the Security Policy applies the Buyer shall notify the Supplier of any
changes or proposed changes io the Security Policy.

If the Supplier believes thal a change or proposed change 1o the Security Pal-
icy will have a malerial and unavoidabde cost implication to the provision of the
Daliverables it may propose a Varlation bo the Buyer. In doing so, the Supplier
musl suppon is request by providing evidence of the cause af any increased
costs and the steps that it has faken to miligate those costs. Any change 1o
the Charges shall be subject to the Variation Procedune,

Lintil andfor unlass a change 1o the Charges is agreead by the Buyer pursuand
o the Variation Frocedure the Supplier shail continue o provide the Delivera-
bles in accordance with ils exisling obligations,

Security Standards

The Supplier acknowledges thal the Buyer places greal emphasis on the reli-
ability of the perdformance of the Deliverables, confidentiality, integrity and
avallability of information and conseguently on sacurity.

The Supplier shall be respongible for the efective peformance of ils securnily
obligations and shall at all times provide a lavel of security which:

3.2.1 i3 in accordance with the Law and this Contract;
322 as a minimum demonstrates Good Industry Practics;

3.2.3 meels any specific securnity threats of iImmeadiate relevance to the Daliv-
erables andior e Government Data: and

3.24 where specified by the Buyer in accordance with paragraph 2.2 com-
plies with the Security Palicy and the ICT Palicy,

Tha references to standards, guidance and policies confained or 58 out in
Paragraph 3.2 shall b= deemed to be references to such lems as developed
and updated and o any sucoessor o or replacemen for such slandards,
guidanca and policias, as notified bo the Suppliar from tima to time.

In the event of any nconsistency in the provisions of the above standards,
Quidanca and policias, the Suppler shouwld notify the Buyer's Representative
of such inconsistency immediately upon becoming aware of the same, and
the Buyer's Representalive shall, as s00n as praclicabe, advise he Supplier
which provision the Supplier shall be requirad to comply with,
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4, Security Managament Plan
41 Introductien

4.1.1 Tha Supplier shall develop and maintain a Sacurity Managamasni Plan

in accordance with this Schadula. The Suppliar shall theraafter comply
with is abligatans sel oul in ihe Securily Manageman| Plan,

4.2  Content of the Security Managament Plan
4.21 The Securty Managemeant Plan shall:

()

)

=)

{d)

=)

i

1)

cormphy with the principles of sacunty set out in Paragraph 3 and any
oihar provisions of this Contract relevand 1o secunty;

identity the necessary delegated organisational roles for those ne-
sponsitle for ansuring it is compliad with by the Supplier;

dedail the process lof managing any sscurity rsks from Subconirac-
lors and third parbes authorised by the Buyes wilh access o the De-
Iverablas, procasses associated with the provision of the Delivara-
bles, e Buyer Premises, the Sites and any ICT, Infermation and
data {including tha Buyer's Confidential Information and the Govem-
ment Data) and any systam that could directly or ndinectly heve sn
impac on thal Informakion, data andior the Defiverables,

be developed to protect all sspects of the Deliverables and all pro-
cessas associabed with the pravision of e Deliverablas, induding
tha Buyar Premises, the Sias, and any ICT, Infermaltsn and data (in-
cluding the Buyer's Confidential Informaticn and the Govamment
Data) la the extent used by the Buyer of the Supplier in conmection
with this Confract or in connection with any systam that could directly
of indirectly hawve an imgact on thal Information, data andfor the De-
fverablos;

sat out the securly measures o be mplemeanied and maintained by
fhe Supplier in relation o all aspects of the Dedverables and all pro-
cesses associated with the provision of the Goods and/or Sansces
and shall at all tmes comply with and specify security measures and
provaduras which are sulficient o ensuns thal the Defiverables com-
ply with the provisions of this Contract;

sal oul the plans for tranaitioning aik security arangemeants and re-
sponsibiliies for the Suppliar to maes! the full obdigations of the secu-
niy requirements set out in this Confract and, where necessary in &c-
cordance wilh paragraph 2.2 the Securily Policy, and

b written in plain English in language which is readily comprehensi-
bile ta the slafl of the Supplier and the Buyer engaged in the provision
of the Deliverables and shall only referencs docwements which are in
tha possession of the Parlies or whose location is otherwise spacified
in this Sehedule.
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4.3  Development of the Security Managemant Plan

4.3.1

432

4.3.3

4.3.4

Within twenty (20] Working Days after the Start Date and in accord-
ance wilh Paragraph 4.4, the Sapplier shall prepang and deliver o the
Buyer for Approval 8 fully complate and up to date Security Manage-
meni Plan which will B2 based on the dralt Securily Managemeni Plan.

If the Security Managamant Plan submitted to the Buyer in accordance
with Paragraph 4 3.1, or any subseguent revision bo it in accordance
with Paragragh 4.4, i Approved il will be adopted immeadiately and will
replace the previows version of the Sacurity Managemant Plan and
therealter operated and maintained in accordance with this Schedule.
If the Security Managemaent Plan is not Approved, the Supplier shall
amend it within ten {10) Working Days of & notice of non-approval from
the: Buyer and re-subrmil 1o the Buyer lor Approval. The Parlies will use
all reasonable endeavours to ansure that the approval process takes
&8 little time &s possible and In amy event no longer than fifteen (15)
Working Days from the dabe of its first submission to the Buyer, IF the
Buyer does not approwe the Security Managemant Plan following its re-
submission, the matber willl be resolved in acconrdance wilh the Dispule
Rasolution Procedure.

The Buyer shall not unreasonably withhold or delay its declskon to Ap-
prove: ar nod the Security Managerment Plan pursuant 1o Paragraph
4.3.2. However a refusal by the Buyer to Approve tha Security Man-
agement Plan on the grounds that it does not comply with the requine-
manis 58 oyl in Paragraph 4.2 shall be deamed o be reasonable,

Approval by the Buyer of the Security Management Plan pursuant fo
Paragraph 4,33 or of any change o the Security Management Plan in
accordance with Paragraph 4.4 shall not ralieve the Suppliar of its obé-
gations under this Schedule.

4.4  Amandmant of the Security Managamant Plan

4.4

{a)
(L]

{c)

{d)
(=)
442

The Security Mansgement Flan shall be fully reviewed and updated by
the Supplier a1 keast annually o reflect:

emarging changes in Good Indusiry Practice;

amy change or proposed change 1o the Deliverables andior assoc-
aled procassas;

where necessary In accordance with paragraph 2.2, any change 1o
the Secirty Palicy,

amy new percaived or changed sacurity threats; and
any reasonable change in reguirements reguested by the Buyer,

The Supplier shall provida the Buyer with the results of such reviews as
5000 85 reasonably practicable after their completion and amendment
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of the Security Management Plan al no addifional cost fo the Bayer,
The resufts of the review shall include, without limvdlation;

{#) suggesied improvemants (o he efediveness of the Securly M-
agemeant Plan;

(b updaias to the sk assessments, and
{c] suggaested improvemants in measunng the affectivensess of controgs

443 Subject o Paragraph 4.4 4, any change or amendrment which the Sup-
plior proposes o make to the Security Managomaent Plan Jas a resul of
a raview camsd out in accordanca with Paragraph 4.4.1, & request by
the Buyes or elherwise] shall be subject to the Varation Procedure.

4.44 The Buyer may, acting reasonably, Approve and require changes or
amandments o the Security Managemsant Plan to be iImplemeanted on
lirmascales fasler han S0l oul in the Vafation Proceduns Bul, withoul
prejudice o thedr effectivensss, all such changes and amandments
ghall theseafter be subject 1o the Varation Procedure for the purposes
of foemalising and documenting the mievant change or amandmeant,

5. Security breach

51  Eilher Parly shall nodity the other in acoordance wilh the agresd security inc-
dent managament procass (a6 detaied in the Security Managemeant Flan)
upon becoming aware of any Breach of Sacurily or any polential or abemgled

Breach of Security

5.2  Without prejudice to the security incident mansgement process, upon BEcom-
ing awiare of any of the circoemstances relermad 1o i Paragraph 5.1, the Sup-
plier shall:

521 immediataly take all reasonable steps (which shall include any action
ar changes masonabdy reguined by the Buyer) necessany b

{8}  minimizsa the extent of actual or potential harm caused by any Breach
ol Security,

{b})  remady such Breach of Securnty to the exdant possible and protect tha
irdegrity al he Buyer and the provisson of the Goods andior Services
1o the exbenl within &5 control agarst any sech Breach of Secuinty o
attempted Breach of Sacurity;

[[H] prevent an equivalent breach n he lulure exploitng the Same Galuse
failura; and

{di &8 soon &S reasonably practicable provide 1o the Buyer, where the
Buyer so requesis. full dedails (using the reporting mechanism de-
fined by the Secunty Managemenl Plan] of the Breach of Security ar
attempted Breach of Securily, including a cause analysis wiere re-
quired by the Buyer.
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53  In the gveni that any action is faken in response o a Breach of Security
of polential or attempled Breach of Securily thal demonsirales non-
compliance ol the Secunity Managemant Plan with fhe Sacirly Policy
[whare relevant in accordance with paregraph 2 2) or the requirements
af this Schedule, then any required change o the Security Manage-

mani Plan shall ba at no cost (o the Buyer
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1. Background

1.1. What is the NHS Digital Information Security Policy?

The: Infarmaton Security Policy is a suite of documents thal sets cut how NHE Digital and is
dalvary painars and supgpliers manage and protect owr information. |t explains the
responsibilities and accountabilities thal vanous funclions, roles and individuals hawve for
enswing the Confidantiality, Inbagrity and Availabilty of infomation within our onganisation.

1.2. Why does NHS Digital need an Information Security Policy?
Having an nformation Secuwity Policy helps assure the quality, safety and security of data
and information across. WHS Digial, The indprmation Security Policy seis out the
requiremants bo ensure MHS Digilal is resdient 1o compromise and imMproves responss
following attack. This halps to damonstrate to tha Health and Social Care sector that NHS
Digital is a sale place 1o process and sione their dala.

1.3. Who does the Information Security Policy apply to?

This polcy applas o all MHE Digital infformartion, nebwarks, information sysbems,
applications, lpcabons and usars af thosa B-:p‘SI-B'm&. BEnaCaE and reeources sUpDlied undear
ooniract boit.

2, Purpose

NHS Digital’s {trade name for tha Health and Social Cane Information Cenbra) role is o
mproes health and social cane in England by putting fechnology, daka and information 1o
wark. We provide nalional lechnology and inlormalion services and ane a canire al
axcalipnce and lsadership in the development and usae of technology, data and informalicn
The: day-to-day business of NHS. Digilal nvalves responsibiity Tor some very large and
important data ‘assats’ as wall as technology syslems, We must ensure that thase ‘assets’
and sysbams are managed wall, probected securely and that our pracices are regulary
raviewad to idantify and manage any new risks

MHS Digital has a legal responsibiity o properly probect and mansge ils information assels,
as well as all the information made available to i by patiants, other haalkh and social cara
organisalions, usens of he serdce and nlorfmation provided by its employess, conlraclon
and businass parinars,

3. Scope

This policy apples to all NHE Digital information and information systems'. For the purpose
of this policy, nformaton includas dala stored on devicas, iransmitied ACTORS NBTWOrKE.
prinfed out or writlen on paper, sent oul by fax, siored on electronic media or spoken in
convarsalion, of over a communicaions medivm. Al information thal is collacted, creatad,
processed, stored, transmitted (physicaly or elecironically) or destroyed duning the course of
NHS hgitel bisiness aciwity is an assel of the organisaton and a5 such is governad by this
palkicy,

! irdarmation and kedormatian Syslams compromiss of reteork devices, servars, databasaes,
applications, data, locations and users of those sysiems, senices and resounoes suppled by or bo
HHE Digial
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4. Mandate

The mandste 1o develap snd snfarcs this policy & dalegsted bom e NHS Digital Board Lo
irea Senior Informanion Risk Cwrear

5. Accountabilities and Responsibilities

Thare are a numbsr of key robas thal are accountable and responsible for the successiul
Fmplernantation and ongoing managemsant of infarmation Secunty within MHS Digkal. The
key roles ane defined within this section, specific accountahilfies and responsibililies ane
documsariled within the complate suite of inlommalion securily policy documenls.

5.1. Senior Information Risk Owner (SIR0O)

Tha FIRD is accouniable lor information sk wilhin NHS Digital and advizes ihe Board on
1 affectraness of indoemation risk managemeant ecross tha organization, Operalional
acaauntabiily for Informalion Securily shall be delepatad by (he SERO o tha Chisf
Indormation Security Cfficar (C150),

5.2. Chief Information Security Officer (C150)
Tha CIS0 ts accourable for ihe definiton of the Infomation Security Podcy and s day to
day aperational afeciivencss and ofber associabed ptefacts.
Tha CISC's responsibdities include:
e Leading an the provision of expert sdvice to the cogarssstion o all matiers concerning Ir-
[ormation Sacurity, compliance with polices, setieng standards and ansuring best practice.
s Prosiding a central poing of contact for nformation Security within S Dagital,
& Enguring the operations) efectiveneds al sewiity conbrals and procedies acnoss MHS Digital
and all the sevvices MHS Digital provides to the wider Health and Soclal Care system.
& Moradonng a0d co-ordinating the operation of how the oigpinissban manages ik securiby
prowisions the [(information Security Management System).
#  Beirg accounfable to the 3iR0 and ather bodies for Information Secunty scroes WHS Digital
®  Maonfonag potemdial and aciusl securfy svwenty Gnd el dents With Sppraprisns sdped wedi-
ity resource across RS Dwgital and the wider Mealth and Sacial Care sysism.
®  Leading the response B0 major Ok inidenls across NHS Dignal and 1he wider Heall®h and
Sonial Care system.
®  Providing advice snd expertise to the wide Hesih and Socisl Cane system on séourity
thirnats,

& Providing Assurance an the security posturne at NS Digital

5.3. Data Security Centre Associate Director
Tha Data Secunty Centre Assockate Direcior &= rasponsibla for Bhe implementaticn,
manicing and operation af ihe informafion Secunty Policy.
Tha Associate Drecior's responsibiliies incuds:
s Leading the operaticn of the Matonal Cyber Security Operatsons Centre
®  Developing and delivering an infegrated Informaaan and Cyber Sedunty sirstegy and
roadmap for NH% Digital, while ensuring that NeS Digital™s stalf and stakeholders are assuned
of the security and safedy of systems ard procosses
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Embadding strong security policy and goreernanie acrodss MHS Digaal technology teams 10
ensure programmes deliver secwredy and ongoing BAL security governance (o ersure NS
Dighal are appdying security policess and standarnds.

Birrving technology security architecture, innovation and design,

Lead the implemnentation of nationally focussed infarmation and cyber security programmas
of waork to deliver nesw, mnovative and high guality security capabifities across the Care wys-
1#m. To dct &8 Depity Ridk Camer {SIRO) a3 and when required by tee NHS Digial S0, Duts
Profection Cfficer {DPO)

5.4, Data Protection Officer

Tha Data Protection Officer (DPO] is responsible for assisting MHS Digdal fo monior &s
comphance with Ihe Genaral Data Prolection Regulation (GDPR), tha Dala Prolection Act
2018 and WHS Digial's own policies n melabon 1o the prolection of personal data, Tho tasks
of ihe Daia Probecion Oficer as sel oul in GDPR Anlcle 39 ans:

ta infarm ard advise NeeS Digital of (s obfgatiors in relation to GOPR and the Data Protec:
paon ALt 2ME.

ta monitor NS Digitals compliance with GOFR; the Data Pratection Act 7018 and NHS Digi-
tai s awn policies in relation 10 the protecticn of perspnal data

10 provide advios an Data Protecton Impact Assessments [DP1&s) and monitor thelr perfor
mance

o co-operabe weh Tha BLO

ta be a cantact point for data subjects with regard fo all ssues related to the processing of
tniir persenal data and the exercise of their rights.

5.5. Information Asset Owners (LAOD)

Wl ImTormastion Adsel Owners are indaidually resporaible Tar ensipnng that this policy and ity ge
pondant poSicies are managed and maintained i their busiress area, This iecludes

WD ensude Ehal Al wiers of nPormadion o mhormation syslams withen e Business ared are
awans, traimesd and comply weth thes palicy.

1 prsures That Bodeds 10 dysteme. inlosmation or physical assels = gopropristely author-
med, monftoned and reviewed.

Awrarenesy of informstion securiby risks, threats and possible vulnerabdities within the busi-
ness area and comphytng with relevant poficies and procedures to monidor and manage such
riks

Supporting perscnal accourdab@ty of users within the business areafs] far information seous-
rity

Ensuning that all stafl urder thair management hawe access 1o the infarmation required (o
perfarm Their jol Tunetion withn the boundestes af this policy and sssocisied poficies and
procedanés.

5.6. All Staff

Al Stafl are responsitle for Information Security and emen accountabla for thel Individual
actians in rdation o NEHS Digtal information and nformabon systems. Saff ane definesd as.
all NHE Digital employess and third parly siafl {ag consulianis, conbrachors, Temparary
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BMpCYsSs, wWork DE.GREQE- FESOLNGSED, Staff shculd ensure hat 1|'IE'§' underslans thelr ros
and rssocnzibiliies, ard 1hsd “miure b comply with Bis poicy and its decandzat policies may
rasUin discizlinary action. 1 parteuar, &l sta¥should enderstand:
s Yehatinfarmation they oo using, how it should be arptestive ¢ hardled, storee ©e e
furred.
s Yhat procedines, stz dards and protacsls sost far the skacnng of infarmatics.
& Haw boosapart 3suspected senarlty Incldent.
v Thieir respoesikilivg lar vais e aew nleerne don Seomiby cencenes wills e Inlonriatize Secw-
Fiky Cicer in i with the RsE ard s Banapeiment Maliy

6. Governance

hiz zolicy 13 cwnad by the SIS0,
The Cyisr Design Aotherite (COAT Wil eoswts thet ths policy and its assocatsd atsfzots ars
revizend 20d approves or & regular basis s0d wil creste neds artefzcs 25 reguned.
Infermation secwsty dsss wheh exceed e accestsd threshald i 1he MHS Digitsl Risk
Appntite: Staleriend wil b csealded ke the GLEEO s pard af the normal npemtinong ane fromr
Iberes lor e Ewrscilie: ®Wlringeerrze | Teirn [ERT 3 aas appmescrialee. Sery vxcepliorss! risks: or
issunes il L psemilialend diceclly Qo e SR by e GLEO,

7. Policy Suite Structure

hie InforTration Sacunty oty 15 made up of 5 Euite o arbefac:s 1hs: provics s differant
purpoes, thers i3 alsc 5 nararchy 1o Base decomants a2 shawr in the disgran below

Stratepy
Principles |

Palicies
Reference Architectures ]

Standards

Pattorns

Figure 1 C0A arefact Kisrarzhy

7.1. Strategy

The srraiegy sats autthe madivm (3-8 yaars) i lonn ierm 05-10 veans) vison o the
departrant

WHTE R e A s hewe CADD D - RS
Fropecase® ohzd, e ol R Crder Fom
weph or 1 Sedmnoe 2



7.2. Principles
The secunty principles ame rarly changing gudelines that infarm and suppert he design and
dafirstion of cyber security within NHE Digital

T.2. Policies
The policy suite is a serles of documents which define the rules, as sal out in the strategy.
which must be folowed.

7.4, Reference Architectures
Rafarsnca architeciures are concopiual modals of securty thal descnbe required sacunty
capabiliies. They are technology agrastie and da nol deseribe implermaniation details.

7.5. Standards
Standards are lhe manimum technical baselines thal systems must adhene o meet Cyber
Secwrity policies and princples

7.6. Patterns

Pallams aré reusable gesigns 1hal can be wsed for & numbsar of diffessnt projects and
systems. These will ieed rom the standasds and define what requrements are appopriaie
foe different sysiems.

8. Waivers

In tha polces tha tarm “shall” i used to indcabe an sbsokiba requrament. Failuna to maed
haga requinaments will reguine 8 frmal waiver.

& Qg waivers for now systems or services that cannot meet Information Security Policy shall
b prespntid bo Che Techmcal Review and Govermancs Groug [TRGL This shall be carried
it perior 1o deployment and managed theough the design caveats o the walver procesis
ThE shall inform the Cyber Design Auhority of any warers granted.

& Ay wareers for esisting dystemns or ssrvices that canmot mees the confrols defired in the In-
formatien Sacurity Palicy shall be presented to the Cybar Design Authonity,

s Any wakvers far processes or procedures that cannaot meet iInformatian Security Poficg shall
i suibmitted io ghe Cybor Degign Autharity. Thes shall b carried st priar 10 doploymon
and managed through the Segign Caveals oo exiepian profess,

& Sach wasver Feguests many ewabke the Risk Management progess o arder to clarify the poten-
=l impact of any deviatian bt Ehe confrol delsded s this polcy

*  ‘Waivers far policies and sancards shall be mastained in aciosdance wiah the NHS Digaal
Rizk Management Framework for accouwntability, traceabdity and securify goesmance e
poeting 0 senior management

9. Compliance

Complance weh this polioy shall occur a5 foliows:
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r:==:-lll'l2| SySlems of (WoLassas

Within B manlhs ol tha agpraval of ha
Blandarc palicy

Complanss with (ke nformalon Sacuy Pohcy suile will b8 monddred through & number of
different mathods covaring the dasign, davelopment. go-Ive, live sendce and
decommissioning of syslems and dals

11.1. Revision History

Yargion
01
.2
3

11.2. Reviewers

10. Review and Updates

Fhis podncy will be reviewed, 35 8 mManamum, on an annusl basis and updaied a5
nisaded by the Cybar Design Authorily

11. Document Management

Diata

21062018
05072018
TRDE20108

1882018
1Ba2018
Q& 112019

21112018
202020

11.3. Approvals

Summary of Changes
Enitial Draft

Lipdalas follvaing Teedback Trom

Further uipdates
Upniaias bollowing

riiEn COmiments iram




11.4. Related Documents

Reference Title Location
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1. Purpose

The pursoss of the MHS Cigital Corporste Accsprable Usa Policy (AUP) is to detail tha
acoesiszle uss of notonly MHS Digital 2ssats. butthe beravours thst shall &5 chesrasd
wan inkaracking with sscurty contmals o0 MHS Coital's sstats

This zalicy vill szequard and reduca the risk Ao the cranisadion from a securiy neidant by
all slaff whe e arrcss NHS Digilal's asseds seshems, Boilz nges ol mfomration, thrmegh
Lhe: rnalurieg o e cngaarisasioer’s seoarily cualbare, Soebaainure s s,

i Dvrsesl ooy [ Goermimeenl Bevarily Furndion's T dirnzesions of Proleadiee Seoorily
vons deralions of cymen (Cweb3uc) perarnel (Per3ec) pligsical {PhySec] o Lachaical
(TeauZeh securily.

2. Scope

This zolicy describes Protectva Szoudty eonsderstions SybSes, Pardes, FhySec snd
TzoSac arcund acceptakle uze of MHS Digtsls sestams. This inzluzss all informetion
syEtoms, hardvare, software and chanrsls of communication. such a5 woics-delazhony,
wowcizl mnza vide, email, Festard reessacging, irdeeet and infrar
This zoliey sl vesors users peesoest qCrreion ehich s pronessasd by M Digilal=
wyuizrenl, Process iy ol persool infoonmalion is Tuilber definesd in e -2 Coygilal
Mrisslasnle s al IOT ard Wser Qbligabons Podce and Fe MHS ] Acceplalile Lse Fuolicy.
Thiz zalicy provides gudanze an bre saacles behaviours of all =alt wilh regarss Lo sacurnily
aquiziment ans coniraks, which may b2 enczantares wWhen perorming caly to day sutkes aor
ragponslbl Ties. This e further expancad upan In e NHS Cigikal Fhvscal ans
Ermironme1is Sscunty Folay,

he alrrent of this dozumend o the Sovamrment - ctional Standars : GowSciuy Sscunty,
far HE Dinital polizy sets ot Maticnal Cybsr Sacurty Cantre Cyber AssessTEt
Frameseors chiestives (NCSC-CAF) arsas is shown v Azpens = A — Liser Oblinations 20d
Behaviours,

3. Target Audience

hia Follzy I3 nksndes for use o
* Al SEaH

4. Applicability and Responsibility

4.1. Appllcabllity

Thoz proaliczy s sapapliczebles te sal WEES Crigilal cnplespees ol thived sy sl e, coresallanl=,
cunilaclors, bernparany enployees), bareby relenes Loom his dooamenl s 800 S50, el use
o Tl it Lo MHS Sigilal syslers aonlior nformealion and Leess el have aooess Lo

buildings anz places ol work ¢ the MHS Dgital eslabe.

AL SaF e wil b usod w idenlily that tis alicy is focused weards buis nec Imize 12 WS

g kal Erpkaynes Cantrackams. Soasulie s, S Parky Sapplices 2nd visioes,

*Proleclive Seecrily is e organisec sestenr ol celens w2 reasores irsialed, cperabed @rel
mardaire:d withir an ogarisezonircludng its sugply chain, with o am o achicys g and mairkining
RORLITY.
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4.2. Responsibility

4.2.1. All Staff

Al Siadl shall be sccourdatle for onsunng that they oo understand thesr responsibililios s
defired in this policy and contirge to mest tha reguirements, B additicnal support or atvice i
required in order fo meel tho requifaments of This policy, All Stafl shaould first discuss this
with Their fine managar, who wil advise on avadable trawming

4,22 Line Managers

All managars shall suppor! and encourage thair tleams in tha repariing of secunty incidents
and provide he necessan guidancs (o ensune compiancs i mansged efeclively scmoss the
organisabon, Additicnal education and Fwarenass mining should be available 1o support
Ine mansgers and Human Resources sollaaguas in Be applicaion of the palicy,

4.2.3. Head of Corporate Security

Tha MHS Digital Hasd of Corporate Security shall be resporaible for the alignment of gl
security related policies generaied by e business, 0 ensure thad the appropnate keeel of
sacurity coninods have been adopled based on &n agsessment of rizk and corsequances o
tha business.

4.2 4. Chief Informalion Security Officar (GIS0)

The Chief Irformation Securily Officar (C1S0) shall be respansitie lor producing and
approving tha NHS Corporaie Acceplable Lise Policy and ansuring it is adbered o aormss
NHS Digital

4.2.5. Benior Information Risk Owner (SIRO)

Tha WHS Digital Senlor information Risk Ownar (5IR0) shall be sceountabis for all
infarmation rek within MHS Digtal

5. Terminology

Theoughaut this polcy & numbar of kay terms will ba referanced, thay are ‘shall’, ‘should®
and ‘may’. Tho balow table provides tha definilion in redation i tho thres phrases:

Sl m:amlnmm:uu:wrwntﬂ:numq
i | Thik Ve b il 15 s bibe & B .8 thnﬂul:'r
May 1 This term 1y wved (o state an Optional requinement
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6. Policy

6.1. Policy Principles

This zalicy will help all staff understand what bznaviours, sotivizs, and responsiblitss ars
rraprersd of trem, in nrdes In suspnd accepeside and mspnnsibie vse of syscems o WMHE
Cragilal. Theeser Polizzy Prirnciples weil fwezoreeTizemend Lo Beler onin e elencarenl

Policy Principle 1
Aceeplihls Ll i Ve reszonsibilily ol all individoale. Al Staffof M5 Dig .:I swslorns shaall bux
vt ol lher sepcled Denvours, use seslens iespursilae, and repan susse
al the sosestable Use Paicy.

Polley Principle 2
All SKalt shall be avware of the resJdlred beray cura "EI|E|1I'IQ b ::,'tIEiBG and uze NHE= U|g|’|3|
E-'[.'EE-I'I'IE [LL= R trat mairialrs tra secur 11 o E-}‘EIIIEII'HE-. data, ans olhar usets at =1 1imeas.

Policy Principle 3
Al Staff shall b svaere: oo e requined sebineinoms nebeirg by PecSor: e asse WU Digila:
sylems iy waey Thaal s preofiess arsal, resspresct Tl vend Gawabal sl all feres,

Policy Primciple 4
Al Staff shall bue s of e eeguine: besmsiones relaling o PhySo: ool appiy
recurmnendsd szl securily conbrals W e use al NS Sogilal syslens aod assels @)l
Limss.

Policy Principle 5
All Staff ghall b2 =weqa ot e "EIqIJ|"-El:| sahavlaurs TBIE'|"'Q 10 lTacdac =nd EFIFI|!|-' F9CUre-2y-
UEE|iI‘1 jugdy e |..|93 whan uD“EI""EI’II’IﬁI e E|:l|:l| sellon ot technkcal controls and tralr usar
nk=raciions.

B6.2. General

MHS Sigital sxides =y curren: relsvant legistation, saic irclodes but i rek limibed b
Mata Protessinn &ct JR0AY FRIH.

tareral Daka Fratectlzn Ragulatinrs [GRFRT 201E

Huriar lghts Act JF 347 1304,

*
*
*
& Regulatiana” Irsestigabo s Pawars Act RIFG) 2rEID
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#  Teleoarminlaatans [Tawt, 3usiress Tractise] (rsereatiss of Game aleatizns) Regnla-
i cTR-LOR 2002,
® Cormputer i isuse St JCRAG 1995,

The uge af ary MHE Digilal sysbair shall be regulabad by the M-2 Digial Cods of Bus ness
Corguct Policy.

Al WHZ Sigltal's 11 evstams, servizes, end-ugar devices and shased rapostory sreaz s tor
MHE Dignal busingss vss ard limied personal uss only, MHS Ligital regarse the right to
rrznibcr all acdiky takig lace cn ihel 2ystams. This s In accodancs with tha DFa and
Arics 202 of the BEurszean Convention on Human Rights 65 incorporated v te HRA,

E.3. Management Responsikilities

Al maragers wilhin MHHS Digtz! shall be respansicle ‘or ercauraging 40d suzporling te
behsvizure a3 show =1 Appendls A Thay ehall Fave a key respois by b ead by
axarrple and demarstrate the recssaary behevicars & all Iimes.

E.4. Acceptable Use & Bahaviour Principles

Policy Principbe 1
Mrcczarnler e s Ve resszzaresibilily ol il individoals, A staff rooos] e aessre of e espoeciod
boelaraicours, e spsoenes ressconsibily, sl repnorl sosipecled breesaetbos ol e Seceplialake Lse
Falizy.

A LT shiall e reszonsibbes To sezporling aed sdberivg o U ebieion s sqon al
Appeadis A

The canzistent applaation of the Talkeing sincples w0l ensare an eleclive selesian af
S2CLATY cotrads across sl tour dimerskzng of Protactive Securty whilal 2= Improsing Ere
wdar undestanc ng and idertficatcn of e appropnate use 51d Zanswiolrs. regu rad by &
e,

E.3. Protective Security Behaviours

A sLalT shall b o sl ol prmizlhes coalfming Fee aecepasle use ol NHE Digilal's
pebams, considering sacariby of in*anmalion. evstems and pessde acGss e d Soraing o
S2CLATY

Policy Principle 2
&Il atall shall be avars of The reguires bevasiours relaling bz SybEac ans vse NHS Digital
FvElema A way thet malntalns the sacurily of vebans, Sats. and other users at all imes.

Policy Principla 3
Al staff shall b avevare: of the roquirsd behavinues relding in PoeSoee ard wse NHS Digral's
sysbares i sy ey Thaalis preessiomey, espoesctiu!, e Treful o all lieees,
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Palicy Principle 4
Al stalr ahall bea awssa of e I'El'.|ui"el:| salEviours fl':'l.:'i'.i“g [1] F'l'l:,'EEn.".‘ and E"_‘-ﬂ:.l'
recomnianded :-1:.-'a|:al sacanby contcls o the Lse of NHS UIQIIElIE- E:r'-atEll'ﬂE- an: sseats at all
TImes.

Folley Principle 5
Al etalf shall ke aware of the resvired babswicurs relabng £ | ecSes and apdy Bacira-by-
desigr procples when sorsizsnng t1e applzation of technizal controls and thsir ussr
TtEractions.,

6.6. Acceptable Use of ICT and User Obligations

This section details the eccaptablz use of MHS Cogital’'s IT herdware ans =afvears. Tra
ahlizaticns outlired are desinred 1o protect the orzanisaten and its user cammonity. A1 stad
are: repuined kosbide by dhe kermes of shis seclinn which s efferdive Sroem che time e ane
arardrd acress oour sysems, uedil e ccrnsaban af yoor nenimee wethohe nrgsaisation
arnd e meebarrn af sl ol wour prosidees: eeguipemenl

B.6.1. Principles

In crder to zrotec: all staff ang WHE Digital whea usirg corscrate T squipmert for o ther
husiness o personal pUrscsss ans 0 ensure comest, secune sorduct of Susiness ard
npnzntinees, i is maeckalery baal ey e nl his cpaizerenl cormplies sl e 0osinng
legisilialinne:

v The Carerdl Dala Protectizn fesole dor

w Cula Prol=ciun Sl 2018

v Cormpuler b jaume AL L5937

v Czpyrichy, Casipnoard Feoeqls Sl L9GE

v gzl Zommmny 2oL 2017

v Ay celaler 2aislaion

Further, any Lse ot 17 2quipmet must alzo comply Wit the iellovding pritcizlias
s I ikxes nnt risk Beingirg IHE Digtal abe dlsrepte or plac ag IHIe s acsitkzn 2* lakilny.
s Imdars natealanse & wy prowsioa set aut ok s arang ather palicg ar eantsecre ane skard
urds of coowe act.
v L does et couse darage or disroption to car sestars oo ausiress,

I relaalivn Loy sl wse, e Goloveing pois andezin Qe procples calined in s
guidan:e:

s I ikaes nabwaste afficlal B oo aterfere weh s elal datbles.

w0 ckxes nak SOPTesEne Ol e,

w0 ckxes nak Sipniicart W a0 ToSur runring (st

v Al paints e A2 ol alao e sdbare: 000r relat o i p2ezonsl s
Pzrsonal usa = not 3 rght s0d should be exarcissd with dizcratien and rrederstion. M=3

Cxgital 2oes ot accspt ey link ity f2- Zlaims anzing out o parsonal vsa of it5 |7 Eililies.
MHE Digial retains the right b
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Profibil parsgngl use of T laciBties withol wirming or coniufation etk collectivaly,
where evidence poinls 1o 5 ek io the business, o inded@ually, whine evidénce poirds 16§
breaih of 1his ar any other ofgansstional poficy

Mdanitor the uages ol IT faclitied Tor the purpases of protecting iy =gitimale concerns

B6.6.2. User Obligations - General Conirols

Unauihorsed access to amy of our IT gysbems or gervices s forbiddan, and you have a duby
of care 10 ensun:

The prewertion of unduthorised, maliceous, and ilegal aocess 1o 3y of our Syiiems, e
sumifees, of materiak,

Thi prevention of any individual from wsing any of aur IT systems, resounces, ar materials in
o b commit or faciiitate an lllegal offence or action counter to the organsational pod-
Thas

The prewention of unauthorised, malicous, dnd Begal moddication fo, ar cormaptian ol any
of aur IT systems, resources and § or matesials

T‘rﬂaﬂl:ludﬁ

Proactmaly sharing sctouint snd pitivword detaits,

Artempting to use 1he intornet or ol System o receive oF transmit pornagraghic, wislenl,
ar sexual imagoes.

Mttermpting to use the network ar resources to duplicse copymight protected softecans for
persanal and [ ar financial gan,

Arramgling 1o use the petwork arg § or resources 10 develop, creats or parpse e ary barm
al camputer virig oF maksiou sofeare, indluding 1he purposeful upkaading oF [ranamissann
al & kndrash {oamprilér wirus of Bem of malicisus saltwang 10 atheds, whst®her inbemal of ea-
termd fo the anganisation

ALPRITPLInE 10 e R LDy SCanning Tonls on [Orporale ressurcEs and web wes

*fou must pot personally underiske, Bnd should repor Immediaiely 80y suspicious attampl 1o
subsvart, amand, madiy, ar olharwise inappropriataly compromisa or affact, any of owr (T
applcalion Sysiems rMeources of mabarials, nouding

Mitempting to alter, erase, modify or othensise compromise, any legitimato software, files,
databases, ar any ather farm of stored nformation that is sither owned by, been developed
by or on behalf of, WHS Digital o i urder the guardianship of NHS Digital without proper
and appropriate astharity and Jar lppnimmats ot

Mttempting to copy or move 2y legitimate software or aswociated matesal to any storage
maedium ather than that which it is intended by the organisation

Engrwingly causiveg or taclitating damsde 10 ary of the NeS Dagital IT syspems, resources, of
maderihs, Includirg arry attemdl 16 Cause oF damage the relabldity af sy of MBS Digicat s IT
ppplication sysbermd, resources of materiah,

Proventing. of ciherasse hindering, legitimate electronic acoess by authorised staff to aither
HHS Dighal"s 3T network and application syvtems, or 1oy indormation kel within NHS
Dighal s BT network and application sysiemi

Commupting, or knowingly attempting to corrupt, the aoousracy and complebeness af arvy infor:
mation hold within the Corporate reteork and applcation systems,

AdoEss to any of the arganidation’s torporate syitemaierviced must be graried by Teth-
SEraces.

Yioud ang required to screen lock your terminals, workstations, lagtops, tablets andfor
smanphones when The device is not im uses, gwen i it 5 cnly for a short period of time

Al pser spssions on laptop devices will imecat and lodk after & minstes of insctiy. Mabile
devices should keep the time out set o 5 mirutes or less
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within M=5 Lighal off ces:
«  Whea mat e ase lapropsstaklets should be stecen inoa preeseoal lecker ar carricn wth KHY
Cip .2 e plowaes o lxide ol ercrking oors,

6.6.3. Authchiication Controls

The zzope af the othentication corfras sacticn s the auhertization used by NHS Digitsl
it iks Inzal Wirdnwas [Aedivn Dirrctone Netvenrk. Sothenlicaticn may ke arcderkakon osing
the: W nidrres: Hele: funstinmal oy or usiceg aousereame ane paasss Trrh Srrvirrs Lse

Pl czrcesnnll Sl terilicze Toe enbsreed solbenlicalian o sensil e oorpsorile mesoonas.,
Dhuarirgy Thoe inilizal sexbupn el wser anwounls, @ leepmoary esseand oeay be: mmesahad, Tie
wornmr cE e prucedues or lesse npoay passsonds shal abeses ensure Le
SecLcity of pesswends, Orces igsded with a v sarary pasewesad vou must chargs 1his wren
rirst izgging Ino ba sveb=m.

Yo mLst swsys cperste NHS Ligitel & aqu prrant Using s3EIqned 51d approves
credartiala. Fasavwords muer mesl complesty r2quirsmsnts ans nmJdsl nod be shaned wh
anyana. Loagng onta M=5 Digtals aquisment wit cressnbals thed wao 508 rot authodsed
B2 use is not sarmines

TechGarvizes wil sot passaeorss requ raments in ling with the NH3 Digits! Passaors Palizy
wetiest is arailahli in mwines nlhe Podicy Toal

Yot s reszonsihls for ot seoorily of yoor cresdentinls and are rremefore: respoesiide Toroal
veorrpaler Iaarssselivres e e mande vl e wser 10

Rewealiong an aceoeer, Esseacnd o olliers e alloesivg e use of an el By olhers is
prabizilad, This fwchades Tarily and alfer hoesetald oesmlers shier saorking roon bereeas 1
passesd teccinas Knodn o another perssa, ilmost be crangsd mmsdiately. For example,
pazsaonds muet not za stanad Inords o “cxyert tor somaons 4t of the othcs.

W recommed that you do not Lse he 25me peaswend for mulipks 3ystaris g5 s wioulk
incraase the sacurdly rsk  vour password 5 exposed k2 s0Mede othsrthan voursa”,
Keesnn ssparste passwords for hore and wark s stirongly rscommendad.

Repzated failed stenpls to autericats will result B evstemn lockeut, 1 eou zoa lockes ous,
plesse cantact the Servics Desk on 2113 316 0G0 Jeptian 1)

6.6.4. Dalegation of Email Access

WOl MEy, BT UM ST SISSrellion. permid cirer Jsars I:I.B. Parsonal sesstant'Bus nees
Supscrt) o socess your email. As the amail azcourd ovwnar, itis vour sassonsibi o k2 snEane
that accsss is apzropriate ard sees ret result 1 ndividus!s having irsppropdats secess
s tier infarmatinn. I is alsn yoor resgensibilily o remese any irappeocraie skam©d
FIrwzss i s wEisen s po, iy, rmovers assigeerent o lesres dhes neganisaticn. The
sirarringg oof crvel pressecnds s ol goond presselive: seod allezrrgalive: sobacions i b poal rie
pliaze; Turlher aovize can e chilaine:s o corgecling TeehZardoes vin Resoleel T,

6.6.53. Data Storage

Al WHS Crnital’s. dzia shewld be stzred in ons of the fallowing wostions, s0d nar
Tensally corn Baplenpe & dlesklaopn ol

v B HS Dipgital Shared Dava Crive

e B HS Digital SharePainl

v B HG Dipgital Parsoez Dhige

e B HS Digital Qr2Drive

v B HS Dipgital 2pproved rarieseble redia
Yol are nal |.."'EI'I'I'Ii|.|.E-\.1 e slors sarzanal "I'IL‘Ei:-].."'l'II:llI:IE an MHS Di; lals E:1.."‘I'I:ll.'Eﬂ makz

stoyage lozations.
MHZ Cogitsl Cralinve snd MHS Dighal ShsraHoint Gnlne are cioud-based solutions
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hioetsd oy MicrcscH in UK Deta Ssatres. (ngenars, docaments dass - ied vz 1o OFFIC AL
— SEMSITIVE may bestoras on thesa swstams (2o the [tz Handing and Security
Classificaton Standsrd fer cagssdication d270 tieas). Howswss. you must nota 1he
+  Gnele-we s farirdivicual capics of documraers ar drafs tak are wark e greg-oss.
v fimn memorns shauld only be stoear ar share 2zint Snliee, as portbe BES Jigtal Beoorns
Flanasernel Fuliss
v Ay skarage o Fetieal Contickertiz Data ard Fetent llert fialile Dats o dond-gasas <0 0-
tips must be rovicwed and cppraved fallzwing the prosedurss ident fied ie <he Fab e Claud
& Coa-Lodalion nrasbradiare Platlorms Fualics

6.6.4. Intemet Usage
Acrres b the Intemet s proeidod Inosappoe the o nnss, bar it mane bBe osed <o
el airnd nesasnaeakile preesoeal s 0L s rml T ailb Uhe gerfarmmainee of
Uulies wend cues rol conflicl il BMHS Sigilal palicies
St sl oty weill e Sogprighil Cesige and Palends Al 1288 when dusankxading
imatesial “raminderrst & es.
Ineart messages, erail, video carfeencng ans olher caomimunicalions echanizns
rrade across e Inkemet may not S securs. Onl MHE DIgRal’s autcread coimmoleatkzsn
rrecraniens can e used "o this
raragctcns sra not pmrited on EifsE raounng sofiwars to sa downloszad Cafcre

Profass nd.
Wea acospt ne resporsiblite for any charpess o o incuresd in relszion o parscnal
purzhases or fingcial rensacions usnn MHE Digial's | T faciliies snars sss of sause.
Inkzntinmaly acressicg ar forsamling mederial shas is defamabory. pomingraphis, soxis
rinissl, relinlened G omfroe qamabilivgg com rialeriz s puatdivaition s illegal or rsks masing
ol Tz o disreepwate: o B Digilial s prehibiled, 0 sezess oo reedriclod ralerial s eequins,
d reyuesl o TechServives wilh supooling boginsss aslilicalion and aserager erdonseimenl
srauld be subrmilles, wa «Skore using the Elevatsd Inlerns: Bravesing Righls farm. price 1o
attempling tc aczese the materlal © glke.
Aoraes control sz tware |8 In operation that vl blozk vou rom shteing eltes that ars
deame: inszpropiate. Circunmys 1Eng menibcnng controls & not 2amites. Ve rasarya the
nght 1o amens rsstnctcne s0d Hock Eitss a8 appropnats.
Al irmemat frafiz and sitss vstes by ussrs is monitcred (i, the number of times sies
have haen visted ard the valume of Zats ransfarred; This vses Secure Socket Laver
(EGLy decrypdinn: SEL-encrezoed reff o is decrypied. inspecksd, and ther m-encyped with
the: preney mert Sicade Before it is relaged wethe clined. This cnabies the clood prosey o soees
the: znereed sk Sicalinn pege Ao Thie fednvding catcagarizs are cecodee:s: fmm 551
Uerypilicrn:

* Tivancial Dz .z 20 Seiviees

»  Pracuibed Wadicaticas

»*  Educaticn

v Covernmierl

= Faalth Svebsites

SEL clenrwiiorr & eraldend oin e el conleol sersive fore indereel prosy seseeicre); inoar
e o esaidissr a rusl Deslveer e prosey ol e clier ], @ preey cerlilizabe s deployad o
Al rurpoale mschives, Tois puzlic aed privale key Ton his cenlif e temiaies on Feinler
nes proy service, The prvate key of he carbizale i nod shares Gith anpcne, & 2orpri-
rilza s nol 2oesizie, erd et il wark ke a normal eacare coinezion.

Al irtemat daia biat is comoossd, mansmites ardior ssosesd 2y M-5 Digta's
comsdter syslams, i= sorsizaned b fslong to WHS Cogital and is resogiissd as pa- of
itz affizial data. Itis tharafore subjest o disckeuna for legal ssazans o o ather
appropiaota thrd parizs.
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If iU prozucs. collect endds procses businass-raleted inforration in tra courss of wour
wizrl, ths formistion Wil remain the prossrtye of MHS Cigital. This noludes swsh
infermaten stored on Erird-pety wezsdes, such as webmzl sarvice providerss and social
nbwerking sies such as, Facehook and Linkes In,

B.6.7. Email Usagea

You must comphe with B1e 1erms and condiions of e NHSMEa! service

NHS Chgitsl emizls must not za autcmatics |y forwards: 1o et1er non-MHS or Sovemment
emal adresses e, Hotmail, Gmail stz

Yo should he avare bat emal zddresses anz comdend 5207 via NMHEmaIl or using an MHS
Ceeital chemex: riy b meszeriesd seithod ke i these appesss i b g caose inodosn
MGl showld abesaes e asesd o cerermoaeivabanes relationg s NEES Digile s buosivess,
Allermalive: crmanl revve bne asend i0 M ESmil is nolaeaikaide or e seplail aolbnrisiation
Fraas berenn i Ly & rarayg e,

W it cenly carreed o MHZmeEl usny horeepersoeal compoeses uging e MHSns0l
porkal fsterenhg relh ard should nolb 2osnlogs ary mailetzecarents b any devize s9ic
does nat have NHS Sglksls compllant encryzton inetslad.

G.6.5. Mobile Device Usage

A SLAlT fexcludding anlrdoes e vk pacsges) are prosides il e oplion o e
iesued will a corporalbe imehile device by TechSesdices when they jain Fe argar satian.
Al mobile dey ces issuad are intendsd 25 3 bhuginess 0ol b enabile staf 2 peror beeir
rae

Pzrecnal rrcbile devicas 2an be uzed for MHS Ligital worki-ralatad purpocsss. Flegsasaa
the Bang wou Ceen Deedca Folicy for funher in‘ormnaticn

zrazional parecnal use of sorserate mokile devizes (Moise, SMS, and Diatal is psmaitied,
Wiz o sl uszge of mobis devices and should perecnal usane appsar o be pEressve
this miay hex ireestinaled farter wech oo e oo renqusng the meenboer of stalf o Sueed
LRI L

Al MEES Drigilal's corposie rmlics miost Dee resgistersd eilbotbe: WS Segitald Endaerprisie

P ebrilily Rlaanagemenl sysler, ngboaclizes o Doree Lo corplsle cegeshalion s pesided o
Al slall il e g waill oo psoriabe misiele desios,

Intzrnel acceze via M=32 Diz s corporsie mobiles s subjscl 1o e sane resbicions as
outlines abowe, Spplcstidis sy ba Installes anta errart phores; hesaesarn, suscort will not be
oferad or frase applizations and shouk: theze be sostactes of C2UEM] S5USS WIh core
buEInasE fLII'IEIJl:Il'IFil'.:," hese apdicaticns miLet be removec.

Yo must S1s0ne that all corporste robles are ahsye shorel sacurey.

oo must not permil unsutzrized parscanal (such 55 frands or ralativss) o vsa MHS
Conital’s zorpormte 1T squipmerd 0 oyour sossession.

B.6.9. Instant Meszaging (IM) Tool Usage

Ird tools are part =f t1e | echSaracss Les<op buid szplicabon &1, svalable on all Corpo-
r=te | T dewicas. including moklas srd 1abats, I applizations arma sw5ec; bz tharge cwsr
tirma zazad on b2 sursnt aporovad apploation standards, sed by TactSernyizes

Al sy crealel semloor relricsers: meer I8 e e propery ol MEES Dagial sl
should me regarced as pabilicly aeaiable infenmatan,

Wol il rezelve T adu preant with the azzroead I echvwars apdicatizn pre-inztsilad.

The uza of any sereza, cbar than the apzrovad | B s2rece, is nod parmittad 55 e uss of
ren- sorsormte soUbens 5 a securty rsk.

Liridess v v ez should) lrgaeesizy? e, conlelenliol G, ar oy olboer sensilive,
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prwsta, oF Sropristey informaton be tiansfered using | B appliestions, for should s2nsl-
tivs, priveds, or preprietany infermation be disswessad uzing |14 applications.

If e chink thar g 6 wsereame o sessinn bas Seen cempeomised, 0 oo nob of ooee
wenirkingg hours, please s doeer ynor session mmediaiely ard call TocSeneicns s won
ias prresssizzler Do ey b renguorend e keogp sy seeperler sencurily incideen s Phesse conboe e
Sarys Desk on 0773 518 Q005 [oolion 7]

Ir iU are using B1e crgan &37o0's I eardoa. you sl ensure That vour use of the I
Earvica & ethical and lewfll, erd nothing is 2aid inan 1 sassion Thet would el damage bo
MHS Cigitsl's regatstion.

B.6.10. Contacl Cantre Voice Over IP (GOIF) Phone Lisage

VI phones sra srovlded &3 8 2us ness ool b snable epedis Eams b carbonr thelr raks
(e, Contact Canireas) or by soproved use csses. Ferscnal uga of desk S1ons 1B samite:,
but if e usage appsars 1o be excessiva his may be invastgated funhe. M-S Digtal lags
al s=sk zhone usage. Des< phonas should za lcqned 2ot of whar kawving the offics.

B.6.11. Cosl Conlrol and sustainability
¥odl sha exsacies 10 anadre |:lIJ|:l|l3 fundz are not westad unnscaaearlr,- tle Irsludas:

v Dy reguesling ardyeare seere 4 gzeairs busingss nead esisly,

& Arwsirg ochirracts 7 a paene athsdeare ar saftears s iz lorger eenaired.

v Paveerip cbary P odvaane 5T THe enc ol T8 wWorking day wlareeer possilns,

s Toking goac care af M2 Digital 2eJipTent inwae - canc.

v Lsirg T Exols B 2o the need B2 trave “0r ausir2ss whesear possiale asing allalzrs-
Liwen sofbacars pukicee.

& Lmit ag the nse 2 arall and Iks s50nn ated carkan fazsprint theagh actkee vse of Share-
FPainl aver sendivg 2 Laclhrnenis @ anby reglvirveg all wliesw Liesa i g bosines: paed,

6.6.12. Software

Yhees softwscs has specific boondaras of use. fris will be clearly artouated 20 the Sof-
weitrsr Rinroesl Forn, W Bis is applicable. sooff shall acere g dhe osage poor e,

6.7. Access to Patient Confidential Data

If you hawve aczess 1o Pelient Confdential Ciats, wou mest adhess 10 all releyeses stedubory
ard cqanisetions] rsquirsments. Funhes informztion zan be fcund inta A HE Digial Con-
fiderdia 1y Palicy,

I is slrivzly oeziddden T e G krnwsing' aeeesss MBS Digilial voeodealle: de b e e,
sesareh Tor or okl oy miferrrestion relalinng o gorse(T e e Trnily, Troends o ol ler
s, wid el o legilirle o psoss,

S1at are rsspons Lle o reccrt 80y SJS2GCNE r=labng to computer misdss i managariant
that rciade:

-

= Atterpt e bz ge 7 acoess ar ceeoed the soeoss ardor onvilege el o aryof dHE L gt s
IT £ gpplizationr systeras, wsources af rMaterials tor wrick saudo aot qave direct 2 athorizz-
Lo,

s Attempting ta wse another cser's ohedeatials to gair coeres ta ane af e MHE Dig s s 1T 2
plicaticy systanz, ressuri=:, or matarials
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B.8. Investigations

it may i nacassary for informasion to be accessed by TechSeraces or the Privacy, Trans-
parency and Elhics (PTE) bemm Tor ihe purposes of an investigation. Th infarmafan mnd
documantstion may be on medis such as

& laptopy/deskiops {incluging virtual machines on Virtual Deskiop Infrastruoaes (V01 ab-
bt |

®  Developer Solution bagesd virtual machine.

*  Maobde devicos incluiiirg 8YDD,

s Email

& MNebwirk drives,

& issupd remaovable media.

®  Clowd storage &g Cnelrive, SharePoel Online

& Paper indormatian,

®  ligdant Messenger.

& Internet bresysing histoey |This sall not isclude the data trarsfesrod).

This will oniy be permitted on the axpiess auihorisalion of eiher he Greal Peaple Officar or
tha SIR0, & formally nominated deputy for efhar post may also provide authorsation in
ihsir abaance

6.9. Incident Management

Ay suspactad or dabected coourrence of a potaniis! breach of infcrmation sacuriy within
NHS Digital, rsust be immediately nepored 1o the Mations Serdca Desk an 0300 3035222,
This includes fost or sioéan handwara (tablal |aptop andicr mobihe dewsca). This must also
e reporied b the Service Desk on 0113 518 0000 {(ophion 3) o erdure ol aguipmen is
dealt with in ne #ith security procadures.

B.10. Administration Righis

Elpvated {local adminitratian user righis are nol pemitied on corporate build machines.
Authonsad devalopers or other iIndividuals whose role reguines 1ha nead fo ulilkss alevabad
rights. subject i complation of the appropriate roguas! process, may be granied access 0
e TechServicas Davelapar Solubon, of if not appropeiate, 8 Developer [DevOpa) Lapiop.
For access ko tha TechServices Developar Solution plagse raise a ragues! wia aSione,
searching for ‘PC o PC migraion’

B.11. Developer Metwork

The Devetopar Matwork is & controlied netaark ardronment for wse by BHS Digaals
emplyees, including tempordry Slafl, contracion and work packages, carmying oul de-
walnpmant work for MHS Degitad, It s avallabls bo MHS Digital asseds and BYOD dewvicas.
It allews conbrolied aocess o NAHECH, Azure and AWS,

Tha Developer Mehwork Policy has to be rasd and agreed o bafom access b fhe Devel
opar MNabaork |Bﬂrﬂ1t&ﬂ.

For access ko the Developer Malbwork plasse raise & request via the aStore, saanching
for Dravmloper Nabwork'

6.12. Third Party Extranet Access
For third parfies lo operate in an eMicanl manner wih NHS Dgital § may be necessary

Mlyragamne] oty Framesscss, Thoes (MOFT] - FASIRT
Ermmewrk Sonedus B — Cal-lH Order Fom
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to zarmit them access 1o our infrane:, ShareFcint anddicr [eans s7es. IF you wash for a
third pariy {0 acosss the datz. tha nsk must ta asseszad by wou and you must put tha
aoproprate controls 0 olaca. Mo data clsssifed as "Odficalidfical - Senszites is 1o be
placed on sernslly facing weh sereees without szproval of the relewsas Inferration As
st Dearnar

Agriegs o rCoeriEbion edah s ool e e pabilic doraie shall be coeotrolles Ly idenlilc:-
tion an: aviheatizalion Mmechan sme ahich shall contol aczess by trind parlies. subjssl
ba rior appiaval oy MHS Dig el

For third paries srovading suppert for Comorsia Syetema and Sarvicas, MHS Digtsls
Corporats 1oois are gvailszle o alow the specific aczess thet = required. Approvel for
wse ans ascass b ihese bzals is novarned and administered by TechGevizes,

6.13. Responsikilities for Manager and Recruiting

Managers

Mansgars Faws 2 duty 10 mast tha obigatons sed aut for all staff but 0 addition, thay heve
respons Riliies of any MHS Cigital's staff thew mansge Jnduding confrectors, sscondess
i:|"l'| Lrdsid :i1|':!i!

6.13.1. Creating Usar Accounts

Aurigue identifier wil 2a given 1o allow s1eff 1o acceszing MHS Diodal's svetzms. Bsfase
acoess cen bs geinedte v comporsze nekaor Jand sussacuently are corpuier apoications
includinn smal interns: ans asteily 2atzhages) sutranzaton muost s chtained from a
Irartgss or pesrn tirgg miaraeer. Thee sresdine of neve ascr acznuets s caericsd oot as part of
the: standizned reeaibncns procnss
Fror smocesss oo S sysleres, o e resquinezs loeorngdele o0 Regisiealion Solborily JRAS
Fowern nfurmlion or g e e Towed Dere: Cane ldenlily Sereice Torens - NHS Cogilal. For
LS Loy b aczepled this must b 2pproved ans counier-sigred oy b fanage

he prozese tor alkzesting e unizage dantifer rogst ensare Bat avhentzetior cradentals
are akvays held secursly.
Wher relvasting acceEs 101 4 new starter, [1e marager cr rerL tIing ransger ia =eoensbla
for Bral ng trat the mronimun scoess that = neg red f=r the new 27aff member 1o parform
thsir nzle is racusstsd
Yehist maraners or ssouiing menanzs authorss the business ustification for acosss b
systers the | rfammation Asset Qwaer o0 spesific systenis] slse reads 1o confrr that qis
apprmpriate for tro staff member ko hivers aeocss o onuesten seshemgss
Thrs marmagger or reeraiting rneaner is rescangibls foe cormmericeesieg In TocSereicns: ary
cipirngezs o sl meerilser'ss rade o 00 heeir s vicnils s sornzeeliong. Foor escanpls, b
uinanges, resigrialion o beroeiralion, soslereily e, sablbalicss, o aay olher inleroplons
Lo canilinusds empleament,

6.13.2. Job Roles  Assignments

A slalT rrweer crceneses Doy e spsslizires sl sseemaienes e ressaines ke cien hsie reden, Thiis eechaches
shiarel eirives st SeireFuoinl silees, il i e o7 szendilis syslemes like e Elenzooein:
Slall Recnd, Jica ard Poweei-B1L

To contrel the information zsels appoapriziely, and 2 camply il best praclices and the
ey SGenesal Dela Protection Regulstion, acsess 0 eyskams and services 5 revieded
perkzxdically Zuring agsignments and 27 the end ofasskiments. Maragers hava

responaibll s for =N NG This atthe anc of ags gnmeants.

Resporsiblitiss for mananers, whan rzleasing semaona fror ther sssiprment:
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& Peyigw the assigres’s parmissiond 10 any sharad drivess, ShanePisrl dfed or seraces that
your teams use to pcform 1heir rode.

o  Chaeck the Unified Regicter and update any nformation assets that the aesignee had access
ta.

il the assignee |8 moving wikén the organistion, request they vodake their maneges in §he
Peoale Portal.

'lu'l'l'lﬁaﬂil'i' aEsgnea i5 due 1o join your projectieam;
Cheisgk wehal Boo@sy they need, Snd regquest Bicess fo any sharsd drives throagh ResaleslT
& gk your SharePoint Site Adminstraton 1o grant ary access 1o any ShanePoind or Office3es
sl
o Regied gy of your services on fhe Usilied Begister fo prshle seoewy 1o olher werdoes re-
viewy wbeether the new assignes’s curment equipment is suitable for Thesr rew asignment, if
not, ralse a ResaleelT call Ba have it vedtched

Vihen somanne yORE manags changes assignmant:
* Wik with thelr previous manager and new manaper, reviswing the Qeps above an permis-
sipr and access 1o servoe,
& Azkthe assigres o updato thair manager details on the People Portal to reflect thsr new
manager (this will update the imranet and arganisation charts in the futurne|
= This might be necessary because ol promolon, starting & secondment out of the crgares-
twon, starting a period of matesmity or paternity leave, or starting a career hreak.

When someone you manags = gaing bo laave the organsation:
*  Comphse a Teaver notifcatson request’ via the Peapie Partsl

Responsibiities for recruiling manogers = 1o strengihen access cantrals, TechServdces will
Mcﬂnab:allr diabbe accaoimbs and sooess for tﬂl’l‘lﬂﬂm workens and contractons whare
ther coniract end dake has passod. Managers will be prompled in advence of the contract
amif dale and will ba responsile for the iolowing
& Whaen & TeMpDrany WoSker o DONIFacTo s coming 1o the end of thedwr corract, the mmanagar
should compiete a ‘Matficadion of Varatan (Mo} form o e5tore as soon a5 hey have
agreed an gnd dats,
& Whan a temparany worker oF coniracios needs (o be prbended, a Moy form also needs fo be
compieted.
® Il youd do peot compdate @ NoW form for the indiaidual grior ta thair lesse date, Then access
b AR NHS Diginal IT systams will bedapblad on the (onirsct end dale

Please notec if you reed 1o exiend & contractor (band 8A and aboval, you will have to
complete a Professional Services Business Casa (PSBC) (PSECE can take betwean 22
and B0 days lor sppeaval).

B.13.3. Remowving Sialf Member Accounis

Accass o 8l sysiem msowcas. shal ba disabled on tha day any slall mambar lsavas NHS
Ctigetal. This includes the dsabiement of Active Direciory aodounts and MHSmail acoounis
which will ba marked as Tagwars’ on the NHSmad portal

O departine fhe =188 will surrender all MHS Digital sguipment 1o TechServces inciding
but raot bmited 0, computers, Pads, moble, ard ancrypied LSE sticks.

BE.13.4. Access 1o Leavers Information

Tha manager shall ansure that Isavers who dopart in a planned manner and over a K4S
Digetal infommation (o which they have access oo Acbess (o apecifc dala once a siaf
mamie has depaned in a planned marman will only be mass avalabia with authorisation

L ] C:l'-,:l.ln;f F rpmersc Tl'ulqll (RAETN| - REAIRT



fromn the Cnaf People Off cer o the Sencr Informetion Rigk Ceener 1S 1HCH,
A fermally remineted depaty “or eihar post may also provide awchodsston 1 thei
abzanza.

B.13.4. Emergency Accass 1o Usar Infarmation

Thesa gra Circimibarces wihare an individual has intoomatior stared b oo h [he plisirass needs
ACTess T0 M UrDrIscenr circum skarces, Insuzi casos acoess ta specic dakawill arly Be mada availa
Elewitlh autharisatizn ot The OF at Feapla TiHicar o the Sar ar akairmation 3k Swner (SIRT L A roe
mally nzminatec copaty “zrzitbar pzst may © so pravide authorisation intcirabsoroe.

s ncladas infarmaticn o

v POs WD Dazed iradir= ard laplops,

v Spanl phones o labkals S imokile davica:,

* Ernz

v Palgork diives

v Cloue sbarape 2 Qr=Diive, ZharePsinl Dniline
v Papeinlanmation.

614. Remole Access

Techihzvizes supzarts agile workinn 5y providnng a ramabs soess sarvics 1o enssle vou
to ronnect memnbcly b che MHES Drigital rebaors ssen oo ame ootz an BM=2 Oigital oficn
Iz,

vdhezzr wanarkive oy foemee e shesaled eoresoees il oo bz e appeccriiale Gazililives oo
supipuanl Ferene Acoass Lo e N2 Digilal nelvaark § s, e coern Brosdband cermnezLon),

@.15. User Damage/Lost Equipment

Al staff shall loak sfter the 1T squipment issued 1o tem sy TechServices 7 wour comoraie
Arvires ot darmnged or sl please anresactthe Service: Desk s wonn as possiblo o D115
SAG AR fepion 110 yeiar deice: s hosl TechSardoes operale s bnes sirike mabe, eebesoeby
il weor enquizzrrenl is charmagesd or ksl neee [ien Thirese: Bieoes. il waill neal bree reeplezzsd [Lhis oedl
e persseel allen 3 peierssd, o weill bie resquresdd Lo moee Lo Bring Yo Ceen Desice [BYOD0), wwill
WO as Ihe corparalbs service, o alematvely TechServizes will look 1o rezover [re costrom
YoUr SaEry.

&.16. Bring Your Own Device (BYOD)

Fror poalicziz=s regascelinng birivggingg e cowrn clessdees Tor usee sl W2 Diggilal MET systerns,
prhesieser vl ke BEES Sregilal OO0 Solicy, weitict can b sieesend o e Poliszy Tool e
lhe S0 SRS SharePoin sile,

617. USB/Remavable Meadia

Rerovabls mediz soud sacoms o sourse of matwste ntothe M-S Digital nedwark, with the
rexretizd for reajnr implizalinns
Caaampabes ol renwreasle neadia devices ivclude:

a3

= [WDe=
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= Optical Disks

#  Esloma Hird D

= LISE Memory Sticke (slzo known as pen drives or flash drivas)

o Peddiz Gard Roasors

=  Embeddec Microchips [includirg Srrart Cards and Mobi'e Phone S Carde)
o PE Players

= [igital Camaras

«  Backip Casselpg

« Audio Tapes {including Dictzphoraes ard Anssweering Machines)

s Mnkie cevices cannedted via LUEE Laed 33 stocage.

To arotecd the organ isalion, the usa of all {ypes of ramovabla media devicas i= pro-
hitilos, urilcss e bosivaess: wse is justilicd and approsed. Al rcravable medis roosl
L s seed approaecad Tor use by L Inleomalion sedurily hem,

RFequeats for removable media musat e made oy ragicrg 2 Resalve T ard purchased
by WHS Crigital.

6 18. Govermance

This zolicy vaill b revinverd anraally, and incacncedzees wit the falloaing, oo zed webon
oL

v Lupicls e chianpezs

v Coud praclce puidernic:

v L ow

v S Ticar.ing denils reper aed

v beagy vy rerzhilities

v Charmes Lo Granizabiznal inrasradlbare,

7. Exceptions

In zhis polizy 5nd ks dependant Sclices o standsds the =T “shall ‘13 usad o ind csTe an
BIE0ULE reSUIreman:. Falure B maet thass rsquirementa Wil r=guire a fomial exernr shion 55
detniad baloa:
Ay oxemptions o the zaplcatior of his palicy ar where contre s cannat be acacred o
shall e presapted e The Cats Tty Dentre b seek appaoeal, EF 5 then may e 2:zcalatel
b thir CILYEM | for fartber appross
& Liner anorxrmptar 1as are grantae ay the reeiov eroopdececrrs e kaard i shall ke
raainilained ir sccirdarae with Ure MBS Digital Misk and lsoe Wara2irer Lsrs ey and
Fraracscark far acrauntabilty, teeeahility ard securty gavermarcr.
If wemn brelizeers that sopedlieny that hixs heeee puabillished ardd apermeed by thes CRA s inenereesct,
resquinezs e discssom or e srlelae reguines rodosion plessse infone Qe GO s
lbs Soelsersescsileri@e s rrey b,

8. Compliance

Coriplisncs with this policy Bhall ozcur as follows:

Comipliance | Crue Date=
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On-going From the Brst day of approwa

HEFlraEpin g Witkin b months of the approval ol the Mandecd policy

In Bddition, NHS hgtal contracis of amployment requine @saryona o comply wah
arganisational policies

9. Review and Updates

This pokcy will ba reviewad on an anmnual basis and updaled a8 naaded by tha Conporaba
Security Team and approved by the Cyber Design Suthoriy (GOA)

10. Document Management

10.1. Revision History

Warsien Date surﬂmur\' al fl‘l.;lnltlg.
1.0 L5A0F 2000 Approwal at COW Board and published
.l 11132050 Addition of KT ALIP

10.2. Approached for Review

Aevsirayiar Marne Tithe 'R & i bty Department Dage

10.3. Reviewers




10.4. Approvals
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10.6. Definitions

Referance  Definiticn

1 <Al Esal borm w0l b s T ldenk = Ehat Erls saley 15 oonssd tows s But Bt i nbee
o M Ui Ll Coep ey, Sl ers, Sansllsss, 19 2ara Soaplers ol visiles

2 Frete e Senaile s = g=cisen spal=eon delensive e asnnes Folilal=s, vpsnales anl
rinzarcsd with roan ersarisat oo orelading ks saapke chain., wath o @ of achizang zod

i Aitie g il

Appendix A — User Obligations and Behaviours

Bchawiour User Obligatian or Behaviauwr to be Obscrved {Management)

I

Bl |7z acczvakle asz ~cguirzments oatined 14tk Pelize shall Be zlzz -y art cakotzd to esaff

all Zkadf shall be arodded with 2czcss bathls Policy & canfrmat oot understarc rg avd
:13 Arveps A sheald aeckeme-e wlise e appegn sle cma e = p - peasizal spraln= e
clzazbmn e a5acr.
Nezpuiv=sneeils va line:l =i hia Pals o shauld e cee el sepalsly oo kegl e lise silk
oJTent %45 Oghal seourky @ colines.
aps el sl nivisdvaties shall e “armec] alee ST le-se HHE TG - e
B coparteis, In ard=- by haee thoir WEE Diglkz) azooa vt disablzd © aocandz sz wit she
Jairiees Waysrs gl Lesranrs Sabea gl ool e and Scsees Barapenenl Hensg,
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Hehawiaur User Obligatian ar Behaviaur to be Observed {Cybar & Technical]

r

155 Llgwes ehdl poae: gind vonlies bey oevlersiamd Cirep sy oo L ose ol B Ll s
enLRET, Plermar e o lacle s, A e sheukd aa kepr of 175 ag@enment, 1 rhis SLUEF
Ao suppocting AL, mderslaneieg bal vk mp i poicy mas vesall o dissiplesey
i ren s,

ES Wz shall anply e =5 Dgieal Secai -y Cassilicarian Paloy appraprisoel rydasueees
Feaders oarc crmail sazct lines o4 sz~diz all cato ane infeTatian a2 manner

i B L il = iy ansiles

A

ET Haps sball e ialconeals v el eena el acaieneal in el HHS Tigilalsseoon g aee
In“ar=izzion Bzragement ool e o eug. 4% Dpial Soeaaby Comfiza-akos 2ol op or NE:
iz L= Appli alier Seonnily Pales

FR s el innesial=ly sepeel sy =g ol IE s &eppl bk e Pale e amdfes sappaeling,
AUPstoa Irc marage- and adhzec b3 thc MHE Cig sal ir-armatcr S=curds ~cldzat
Flsepseeirar, Palcy seiren e Bres-al Uie aalce e suspee e oy sepeelsd

el Imfermat oo eaneerning & 4% D gital wh s ros o meadvin bz posl e domas shiall nes ot
Any i el wnlesd sy ueant ] s

B1Q Haps shall tapale speiire pasaanans llesing Les piacline gaizlase e oascelaied in il = HHS
iz ta Faseweord 2ol ey,
Ell Waes shall ensirs shar all csdermarcd is ereated, msed, sharen ane dispraes o0 lng win

Ev s ress reed and v comphanze sitytbe MHS Wi sal iearmaber S=curny sdanane s
Frdizg, a0 el v Sty &qael lncaaliey g cane=

El Hapes shall il e s il
Cenicns ot sushors, U kes In seocptlanal cincdmsks wozs whers sherz = a dace etcd
Lo e veptl drel ailh b= prisnappeces e7 e Coopersle Secoanly Team,

ilice ] spcnesalile e 4w h HHS

El Uszw shall net oskznpt s 2coces perseral dz7a relading pat ors dota unless trere s a wzlid
Lo emmvrrtl i daapgengeisle o bein canele,

Bl4 Wags shall ner aTramar = aoeess, amend, damage, delare o Jhasniaate 20w peraan’s
fles, 213 £, commumicatsas ar caka withoat the cpo-optats auksar oy,

EL& se shall net dawen oo sortsans crta HHS DIZEal covkens, wit ik erccpclan atk MHS

Wiz ta cewces whers softeare ses been permitzed from an aff ¢ 2] source, zaamaraksy
lizensed, aad dans aar campraniisn 10 perboiearcs o seciing at rhe deadse.

Behawiaur User Obligatian ar Behaviaur to be Observed {Persanneal & Physicll

n]

Usz= should uncertzkz zealablz covcotion and yearznzss srar rg on sesuribe cersrals mooossory te
prele oS Tpital’s il
Wags shall ineersrs sl thar thiey ane: HHS Setal wwae 5 lagal resonnsing 18 ra aeimee: peesanal ane
vizmuitran format oo

1516

Al i A dsepls

ELT
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Behawiaur
v}

LB

El3

(F1.1d]

[F1]

B0

I5EX

=E]

LT

E40

User Obligatian ar Behaviaur to be Observed {Persannal & Physicall

Uses shall upcerckz - shat wodb Buos ress and persanal se ol by snonbores as aspropr ats

Usz-s shall praboct vscrnames, stz num a2, srart cards 2d aoaswords appropriatziy,

Ulgees shusll vk we Loy resquirssrisegl Lo urn souismmen i geeels oo beay mp Ly
orgs i satlan bine with te MHS CIg sal lalners. Mevs s and Leavers Palicy

Uss shall comiphs o sh tees RS Cpgrtal S bser Dess prlicy

Waes shall enonaply v mh e diemer s fweas 0027 a0 0 nes whilar war dng wirais ke MHS Digira
cEkITE Or TCmiseE.
Llgwes ehd] Lecaipanl soel sgise s voreerilil s Belivaed sl sermeose ismisosing <00 Lgilal's
b aTian ar eleereanis agaiamenr.

sz shall be resaonslalz =ar shelr on 2ot ons arc ac rosxoslaly and arodessianal g, follawing tho
FHS Zipi al’s Boei
Heraer arcler abe ilbpal an ivily, 1 20w azlisily Feo aras i Le hacalul 1ocbo35 Topital™s repoatal b e

|eapardisz ssatt/ctizen data, en HHE QIS sals techro oy,

pan Cntle ol Ceradazd

Llaps ehll vl onnlen b=y "o ol gseniege, Batiecs e sl g osisg HHS Ty al ccopenael

szo shadl net trade o carvass suppcrt -orany oganlsxten en cFkcls premiszs. whether It @ -ar
persumal ain Tee dny Lepes el ossgscivr o oan beliall ol ealeeal begiee,
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Call-Off Schedule 10 (Exit Management)
1. Definilions
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1.1 Inthis Scheduls, the following words shall have the following meanings and
they shall supplemsant Joint Schedule 1 [Definiions);

"Exclusive Assats"

“Exit information”

"Exit Manager™

‘Exit Plan™

Supplier Assats used exclusively by tha
Supplier or a Key Subeoniracior in the
provision of the Delverables;

has the meaning given 1o it in
Paragraph 3.1 of this Schedubs;

the person appainbed by each Parly lo
manage their respactive obligations under
this Schedule,

the plan produced and updated by the
Supplier during the Initial Period In
accordance with Paragraph 4 of this
Schedule;

FMet Book Value®

"Mon-Exclusive Asseis™

the current net book value of the relevant
Supplier Assel(s) calculaed in accordance
with the Framewaork Tendar or Call-Ciff
Tender (il stated) or (if nol stated) the
dapreciation policy of the Supplier {which
the Supplier ehall ensure is in accordance
with Good Indusiny Praclics);

those Supplier Assels used by the
Supplier or & Key Subcontractor in
conneclion with the Deliverables bul which
are also used by the Suppliar or a Key
Subcontractor for other purposes;

"Registers™

the register and configuralion dalabase
rafarred to in Paragraph 2.2 of this
Schedule;

"Replacement Goods™

"Replacemant Services"

*Termination Assistance"

any goods which are substantially similar
o any of the Goods and which the Buyer
resceives in substilution for any of tha
Goods following the End Date, whather
those goods are provided by the Buyer
imernally andior by any third party,

any services which are substantially
siméar to any of the Services and which
ihe Buyer neceives in substilution for any
of the Services following the End Date,
whether those goods are provided by the
Baryer indermally andior by any third party;

tha activities o be parformad by tha

Supplier pursuant 1o the Exit Plan, and
olher assistance requined by the Buyer
pursuant to the Termination Assistance
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Hotsce;
"Termination Assistance | has the meaning given fo it in Paragraph
otice™ 5.1 of this Schaduls;
*Termination Assistance | the penod specified in a8 Termination
riced” Agsislance Nobice far which the Supplier |5

reguarad bo provide the Termination
Assstance a8 such period may be
exbended purseant 1o Paragraph 5.2 of
this Schedule;

“Transierable Assets™ Exciusive Azsats which are capable of
bngal transher to the Buyer,

"Transferable Contracts” | Sub-Contracts, licences for Suppher's
Saoftware, licencas for Thind Party
Software or other agreaments which are
necassary bo enable the Buyer or any
Replacemeant Supplier 1o provide The
Daliverables or the Replacement Goods
andior Replacemant Servicas, incuding in
rafation io licences all relevan
Documantation:

"Translerring Assets™ has the meaning abven 1o it in Paragragh
8.2.1 of this Schedula;

“Transferring Contracts” | has the meaning given 1o it in
Paragraph 8.2 3 of this Schedule,

21 If requested by the Buyer, the Suppber shall within 30 days provide to the
Buyer a copy of |15 degreciabon policy 1o be used for the purposes of calculal-
ing Met Book Value, as is relavant fo the work packaga's being provided

22  During the Contraci Perad, i reguested by the Buyer and as is relevant io the
work, package's being provided. the Supplier Shall promgdly.

2,21 create and mainiain a detafdled register of all Supplier Assets (including
description, condiban, acabion and delails of ownarshig and slalus as
eilhar Exclusive Assals or Mon-Exclusive Assets and Ned Book WVahus )
and Sub-contracts and other relevan! agreemeants required n connec-
liser with the Daliverables; and

222 creale and maintain a configuration database detailing the technical in-
frastruciure and operating proceduras thraugh which the Supplier pro-
vidas the Deliverabies

[*Rleglsters®)
2.3 The Supplier shall:
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2.4

4.1

3.2

3.3

3.4

4.2

231 ensura thal all Exclusive Assels listed in the Registers are clearly phys-
ically identified as such; and

232 procure thal all licences for Third Party Softwane and all Sub-Confracls
shall be assignable andior capable of novation (&t no cost or restriction
ter the: Buyer) al the requesi of the Buyer 1o the Buyer [andior its momi-
nea| andlor any Replacemant Supplier upon the Supplier caasing fo
provide the Delverables (or part of therm) and if the Supplier is unabls
ie da 5o then the Suppler shall promplly notify the Buyer and the Buyer
may require the Supplier o procure an altermative Subcontractor or
provider of Delverables,

Each Party shall appoint an Exit Manager within three (3) Months of the Start
Date. The Partes’ Exit Managers will liaise with one another in relation to all
isSues relevant o the expiry or lerrmination of this Coniract.

Assisting re-<competition for Deliverablas

The Supplier shall, on reasonable nolice, provide 1o the Buyer andior its po-
tential Replacement Suppliers (Ssubgect to the potential Replacement Suppliers
aentaring inte reasonable written confidentiality undertakings), such information
fincluding any access| as ihe Buyer shall reasonably require in order bo tacili-
tate the praparation by tha Buyar of any invitation 1o tendar andior to facilitate
any potential Replacement Suppliers underaking due diligence (the “Exit In-
forrmalion”),

The Supplier acknowledges that the Buyer may disclose the Supplier's Condi-
dential Information (excluding the Supplier's or ils Subconiraclons’ prices or

costs) o an aciual or prospective Replacemeant Supplier to the axient thai
such dischosure ks necassary In connaction with such engagemeant.

The Supplier shall provide complele updales of the Exil Information on an as-
requesied basis a5 s0on a5 reasonably practicabla and notify the Buyer within
five (5) Working Days of any material change to the Exit Information which
may advarsely mpact upon the provision of any Deliverables (and shall con-
sult the Buyer in relation to any swch changes).

The Exil Information shall be sccursle and complete in all maleral respects
and shall ba sufficient bo enable a third party to prepare an informed offer for
those Deliverabées; and nol be disadvantaged in any procurement process
compared to the Suppier,

Exit Plam

The Supplier shall, wihin three (3) Momhs afler the Start Dale, deliver o the
Buyear an Exit Plan which complies with the reguiremeants sef out in Para-
graph 4.3 of this Schedule and is otherwise reasonably salisfactory o the

Biuyr

The Parties shall use reasonable endesvours to agree the contents of the Exit
Flan, If the Famies are unabde [0 agree the contents of the Exil Flan wilhin
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4.3

.4

twnty (20} Working Days of the atest datle for its submission pursuant fo Par-
agraph 4.1, then swch Dispule shall be resobved in accordance with the Dis-
pula Resolution Procadurns,

The Euxit Plan shall sei cut, s 8 minirmasm:

4.3

432

4.3.3

4.3.4

4.3.5

436

4.3.7

438
439

a detailed descriplion of badh Ihe iransler and cessalion processes, in-
cluding a timedabla;

b the Delverables will transier to the Replacament Supplier anddorn
iy Bluyas,

detais of any contracts which will be availaide for transfer to the Buyer
andior the Repiacement Supplier upan the Explry Date together with
any reasonablde costs required bo effect such transfer;

proposals for the training of key membears of the Replacement Sup-
plier's slaff in connecton with the continuation af the provision of tha
Drefiverables folowing the Expiry Date;

proposaks for providing the Boayer or 8 Replacement Supplier cogees of
all documsantation relating to tha use and operation of the Deliverables
and requined for their confinued wsa;

proposals for the assigament oF novation of all sersces utilised by the
Supplier o connection with the supply of the Deliverablias,

propasals lor the denification and relum of &l Buyer Property in the
possession of andior control of the Supglier or any third party;

proposais for the desposal of any redundant Deliverables and materials;

how thiy Supplier will ensure that there is no disruption 10 o degrada.
tion of the Defvarables during thie Terminalion Assistance Period; and

4,310 ary otfeer (nfarmabion or assstance reasonably required by the Buyes

or 3 Replacemant Suwppder

The Supplier shall;

441

fa)
o)

{c)

raindain and updabe the Exdl Plan (and nsk manpgemeant plan) no lass
fraquendly than:

every slx (B) monihs throughout the Conlrad Period, and

ey |aber than bwanty (20) Workeng Drays after a request from the Buyer
for an up-to-date copy of the Exit Plan,

iks S000 as reasonably possiile olowing & Termination Assistance
Motica, and in any event no iater than ten (10} Working Days after tha
date of the Terminaton Assistance Motlos,
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4.5

4.8

ol

5.3

5.4

{dl a5 s00n as reasonably possible fofowing, and in any awvent no later
than teenty (200 Working Days following, any matenisl change o the
Delivirables (inchiding all changes under {he Vasadion Procadure )
End

447 jointy review and verity the Exit Plan il reguired by the Buyer and
promgdly comact any identifiad failures,

Oindy if (by notfication 1o the Suppder in writing) the Buyer agrees with & draft
Exit Plan provided by the Supplier under Paragraph 4.2 or 4.4 (a8 the conlexi
requires ), shall that draft become the Exit Plan for this Confract.

A wergion of an Exit Plan agresd babweean the parfies shall nof be superseded
by any drafl submted by the Supplier

Termination Assisiance

The Buyer shall be éntitled Lo require the provision of Terminafion Assislance
at any time duning the Contract Pariod by giving written notice to the Supplier
(@ “Termination Assistance Natice™) at leas! four (4) Months proor 1o the Ex-
piry Ciate or 85 s00n as reasenably practicable (bul in any event. nod Bier
than one {1) Month] following the service by aither Party of & Termination Mo-
lice, The Tarminalion Assistance Nolice shall specify:

51.1 tha nature of the Temmination Assistance raquirad: and

5.1.2 ihe star dale and insial perod during which it is anticipated thal Temni-
nation Assislance will ba sequined, which shall conlinue no longar than
twalve (12] Months after the End Date.

Thie Buir shall have an oplion o exténd B Terminalion Assslancs Panod
beyond the initiad period specifiad in the Termination Assistance Notica i ona
or mone extersions, i each case provided that:

5.2.1 o such exdension shad pdend the Termination Assistance Period be-
yord the date twalve (12} Months after the End Dats; and

527 ihe Buyer shall notify the Supplier of amy such extension no (abes Han
teanty (200 Working Days prior to the date on which the Termination
Assistance Period = othensise due o expire.

The Buyer shall have the right o terminate its requirement for Termination As-
slstance by senang not lees than twenty (20) Working Days" written notica
upon the Suppier

In the ewant thal Temmination Assistance is required by tha Buyer but at the
relevant lime the partes ane still agresing an update 1o the Exit Plan pursuant
i Paragraph 4, the Suppses will provide the Termination Assislance in good
faith and in accondance with the principdes in this Schedule and the last Buyer
approved vemnsion of the Exit Plan (inaolar as it silll applies),

Tarmination Assistance Pericd
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G

6.2

6.3

71

T2

Throughout the Termination Assistance Pancd the Supplier shall-

6.1.1 continue to provide the Deliwerables (a3 applicable) and oftherwise per-
forrm s abligalions wader this Contract and, if required by the Buyer,
provide the Termination Assisiance;

6.1.2 provide o lhe Buyer andior ils Replacement Supplier any reasonabis
assistance and/or access requested by the Buyer andlor ifs Replace-
meni Suppler incleding assistance andlor access to facilitate the or-
derly lransher of responsibility for and conduct of the Deliverables o the
Buyer andior its Replacement Suppliar;

B6.1.3 use all reasonable endeavours o reallocale resources 1o provide sueh
assistance without additional costs to the Buyer;

6.1.4 subject to Paragraph 6.3, provide the Delverables and the Termination
Assistance at no delriment 1o the Performance Indicators (P1's) or Ser-
vice Lavels, the provision of the Managemant Information or any other
reports nof Lo any other af the Supplier's obligations wder this Con-
tract;

6.1.5 gt the Buyers requast and on resscnable notice, deliver up-to-date
Regisbers o ihe Buyer,

6,16 saak the Buyer's prior written consant fo access any Buyer Pramisas
from which the de-installation or remosal of Supplier Assels s reguined,

If it is nod possible for the Supplier o reallacate msources o provide such as-
sistance as is referred to i Paragraph 6.1.2 without additional costs to the
Buyer, any addiional cosls incurmed by the Supplier in providing such reéasan-
able assistance shall be subject to the Variation Procedure,

If thie Suppler demonstrates to the Buyers reasonable satisfaction that the
provision of the Termination Assistance will have a matberial, unavoidable ad-
varse affact on the Suppliers ability to maat one or more particular Sarvica
Levels, the Paries shall vary the relevan Service Levels andior the applicabe
Senice Credits accondingly,

Obligations when the contract |s terminated
The Supplier shall compdy with all of its obligations contained in the Exl Plan,

Lipon termination or expiny or at the end of the Termination Assistance Perod
(o earier if this does nol adversely alfect the Supplier's pedommance ol the
Daliverables and the Tarmination Assistanca), the Supplier shall:

.21 wvacate any Buyer Premises;

T.2.2 remove the Supplier Equipment iogather wilth any othar materials used
by the Supplier to supply the Deliverablas and shall lsave tha Sites in g
clean, sale and lidy condilion. The Supplier is solely responsible fos
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making good any darmage bo the Sites or any objects conlained
ihareon, other than fair wear and tear, which s caused by he Supplier,

T.2.3 provde accass durng normal woerking hours o the Buyer andios the
Replacement Suppder for up fo welva (12) Months aftar expiry or ter-
minatian 1o,

{a) such information relating fo the Daliverables as remains in the pos-
sasaion or condral of the Supplier; and

(&)  such members of the Supplier Saf as have bean vabved in the de-
sign, dewvelppmant and provision of the Deliverables and who are still
employed by the Supplier, provided (hat the Buyer andior tha Re-
placamenl Supplier shall pay the reasonable costs of the Supplier ac-
tually incurred in responding to swch reguests for access.

7.3 Except whens (his Conbract provides otherwise, all icences, leases and au-
thonsations granied by the Buyer 10 the Supplier in relation o the Delvarables
shall be terminated with afect frarm the end of the Termination Assistance Pe-
ricd

B Assais, Sub-contracts and Software

E1  Following notice of erminaton of hes Contrsct and during the Termination As-
sistance Pariod, the Supplier shall not, without the Buyer's prior writlen con-
gant;

B.1.1 larminate, enler o o vary any Sub-conirac or licence for any soff-
ware in connection with the Deliverables; or

B.1.2 [subjact lo pormal manlenancs requiremenis) make matenal modifica.
ticns to, or dispose of, any exisling Supplier Assats or acquire any new
Supplier Assais.

B2  Within twonty (20) Working Days of receipd of the up-lo-date Regisiers pro-
vided by the Supplier, the Buyer shafl notify the Supplier satling out

B.2.1 which, il any, af the Transferable Asseis e Buyer requires o be rans-
farmad to the Buyer andior the Replacament Supplier {"Transferring
Angets™),

B.232 which, il any, of,

{a) the Exchssive Asseis that are not Transferable Assets; and
() the Non-Exclusive fssels,

the Buyer andior the Replacement Supplier reguires the continweed use of;
and
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8.2.3 which, if any, of Transferable Contracts tha Buyer reguires to be
assigned or novatad 1o the Buyer andior the Replacemeant Sup-
plier (the "Transferring Contracts™),

in crder for the Buyer andfor its Replacemeant Suppser to provide the
Deliverables from the expiry of the Termination Assistance Perod. The
Suppliar shall provide all reasonable assislance requirad by the Buyer
andior ita Replacement Supplier fo enable it o determing which
Transharabie Assels and Translerable Conlracts are required lo
provida the Dedvarables or the Replacemant Goods andior
Regiacameant Services,

B3  With effect from the expiry of the Termination Assistance Fenod, the Suppler
shall sell the Translening Assals 1o the Buyer andior (he Replacement Sup.-
plier for their Mel Book Value less any amount slresdy paid for them through
ihe Charges,

B4  Risk in the Transfarring Asseis shall pass 1o the Buyer or the Replacament
Supplier {as apprograta) at the end of the Termination Assistance Pernod and
lithe shall pass on paymand Tor tham,

BS5 ‘Where the Buyer andior the Replacament Supplier requires continued use of
any Exclusive Asgeds that are not Transferable Assats or any Mon-Exclusive

Agspts, the Supplier shall as soon as reasonably practicable:

851 procuse a non-exciGsive, pempetual, royalty-free licence for the Bayer
andior the Replacemen Supplier o use such assels (will a nighl of
sub-icence or assignmant on the same terms); or failing which

B5.2 procufe a suitable altemative to sech agsels, the Buyer of the Replace-
mad Supelar 1o bear the masonable proven costs of procuring the
BAME.

B.6  The Supplier shall &5 5000 &5 reasonably prachicable assam oF procune the
niovation of the Transfarring Contracts to the Buyar andfor the Replacemeant
Supplier, The Suppser shall execube such documents and provide auch other

assistance as the Buyer masonably reguines o ¢ffed this novalion or assign-
ment,

B.7  The Buyer shall

B.7.1 accepl assignments from the Supplier ar join wilh the Supplier n pro-
curtng a novaton of each Transterring Conlract, and

B.7.2 oncae a Transferring Conbract is novated or assignad to the Buyer
andfor thea Replacemsant Supplier, discharge all tha obligaticns and lia-
bililies creabed by or afsing under thal Transfering Contract and axer-
cise ifs rights amsing wnder that Transferming Contract, or as applicable,
procuss thaf the Replacement Supplier does the samea,
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8.8  The Supplier shall hold any Transferring Contracts on trust for the Buyer unbi
the transfer of the relevant Transferring Contract bo the Buyer and/or the Re-
placerment Supplier has faken place,

8.9 The Supplier shall mdemnify the Buyer {andior the Replacemant Supplier, as
applicable) againsi each loss, lability and cost arising out of any daims made
by a countarparty to a Transfarring Contract which is assigned or novaled fo
the Buyer [andior Replacement Supplier) pursuant 1o Paragraph 8.6 in rela-
lign 1o any mallers ansing prior o the dabe of assignrment or novation af sach
Transfarring Conftract. Clausa 19 (Other peopla's rights in this contract) shall
niot apply to this Paragraph 8.9 which & intended 1o be enforceable by Third
Parties Banaficianies by virtue of the CRTPA,

o, Mo charges

81  Unless alherwise sialed, the Buyer shall nol be obliged 1o pay lor cosls -
curmad by the Supplier in relation to its complianca with this Schedula.

10. Dividing the bills

10,1 Al guigoings, expanses, rents, royalies and other periodical payments recaiv-
able in respect of the Transferring Assats and Transferning Contracts shall be
apportiongsd bebween the Buyer andior the Replacemant and the Supplier as
fiollees:

10.1.1 the amounis shall be annualized and divided by 365 1o reach a dady
rabe;

10.1.2 the Buyer or Replacement Supplier (a5 applicable) shall be responsible
for or enitled 1o (as the case may be) that part of the value of the in-
voice pro rata to the number of complate days following the transfer,
multiplied by the daily rate; and

10.1.3 the Supplier shall be responsible for or enfiled o (as the case may be)
the rest of the wvoice.
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Call-Off Schedule 15 (Call-Off Contract Management)

1.

1.1

2.2

2.3

3.2

Dafinitions

In this Scheduls, the following words shall hawve the following meanings and
Iy shiall supplemen Joint Schedule 1 (Daefinilions)

"Operational the board estabished n accordancs wilh parsgraph
Board™ 4.1 of this Schaduls.
B ey e et e et e
paragraph 2.1 of this Schedule;

Project Managameant

The Supplier and (he Buyer shall each appaint a Project BManager for (he pur-
posas of this Condract through whom the provision of the Services and the
Deliverghles shall ba managed day-1o-day

The Parties shall ensure that appropriate msource is made avallable on a reg-
ular basis such that the alms, objectives and specific provisions of this Con-
traci can be fully realised,

Without prejudica to paragraph 4 balow, the Padies agree to operate tha
boards specibed as sei oul in the Annex to this Schedule.

Rala of tha Supplisr Contract Manager
The Supplier's Contract Managers] shall be:

311 he primary poend of contact b recing communication Trom fhe Buyer
and will atso be the persen primanity responsible for providing nfor-
mation 1o the Buyer,

312 able o delagate his position bo another parson at the Suppliar but maust
inform thie Buyer before proceeding with the delegation and it will be
delegabed person’s responsibility b il the Suppber's Contract Man-
apger's respansibiliies and obligations;

313 able o cancel any delegation and recommence the position himself;
and

314 replaced only afier ihe Buyer hes recalved notification of the proposed
change

Tha Buyer may provide ravisad instructions to the Supplier's Contract Man-
aper(s) in regarnds 1o the Contract and 1| will be the Suppless Contract Man-
ager's responsibility o ensure the iInformation s provided 1o the Supaler and
the actions iImplementsd,
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3.3

.2

4.1

4.4

4.5

5.2

53

5.4

Raceipt of communscation from the Sweppiers Contract Managen(s) by the

Buyer does not absolve the Suppler from is responsibdities, obligations or lia-
bililies undar e Contracl

Role of the Operational Board

The Diperational Board shall be established by the Buyer for the purposes of
this Canbract on which the Supplier and the Buyer shall ba representad.

The Operaticnal Board members, freguency and location of board mesatings
and plannad starl date by which the boand shall be established ane sel oul in
the Cirder Form

in e event ihat eilfver Parly wishes 1o replece any of is appolnied boand
mambers, that Party shall natify the other in wmling for approval by tha othear
Party {such approval not to be unreasonably withheld or defayed). Each Buyar
board member shall hande at all limiss B counlerpan Supplier board mimber of
equivalant seniority and experisa,

Each Party shall ensure that its board members shall make all reasonable ef-
forts bo atiend board mestings al which that board member's attendance is re-
quired. If any board member 5 not able bo attend & board meating, that per-
son shall use all reasonable endernours o ansure that o delegale Mbends (he
Ciparational Board meating in histher place (wherevar possible) and that the
delegate iz properly briefed and prepared and that ha/she is debriefed by
such delagate altar the board mesting,

The purposa of the Operationad Board mestings will be to review iha Sup-
plier's parfarmance under this Conlracl. The agenda lor esch mesting shall be
saf by the Buyer and commamicated to the Supplier in advanca of that meel-

ing.
Contract Risk Managemant

Both Parties shall pro-actively mansge risks attributed o them under tha
tarms of his Call-0Of Contract,

Tha Supplier shall devalop, oparate, maintain and amand, as agraed with tha
Buyer, processes for:

521 thy identdication and managemant of risks,
522 the |dentfication and managemeant of issuas; and
5,23 monioring and controlling propect plans,

The Supplier afiows the Buyer to inspect at any tima within working hours tha
accounts and reconds which the Supplier is reguined to keep,

Thae Supplier will maintasn a rsk register of the nsks relxting to the Cad O
Confract which tha Buyer and the Supplier hawe identified.
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Call-Off Schedule 20 (Call-Off Specification)
This Schedule sets oul the characieristica of the Deliverabies that the Supplier will
b required 1o provide bo the Buyper under this Call-Off Contract

The Deliverables ane to be agreed s individual work packageproject level howesvear
the lufure Services and Delverables wil be aligned o Lot 3 Complex and
Transformalion, a5 Sel oul below,;

Business;
. Chandge managsmeant;
L] Complex programmes;

- Digital, technology and cyber services,
- Financa;

. HR;

u Organisation and operalng model

. Performance transfonmation;

' Procurermenl andior supgly chain,

. Project and programme management;
. Slrategy andies policy,

. Supplier side sensces and delvary,

. Transtormalon management,

Tha Parties acknowiedgn that thesa requinments ame not fully defined af the poiml of
awarding this Call-0f Contract and will be davelopod aver the berm of this Call-O8 Contract
a5 soveral propects [Fulune Serdoes™], Fulure Seraoes will be called off wsing the
Cammissioning Prooass oullined at Appendx 1 1o this Call-0ff Order Form.

The Burger is nol obligad 1o request any Fulure Sarvices. In Bhe eveni thal the Buyer doas
raise & reguasi for Fubure Sarvices, [he Supplier 8 required b respond n accondanse wilh
ik Commissioning Process aullined @ Apgendix 1 Lo this Ordes Form and e Cal-0Of
Conlrss
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