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Call-Off Schedule 1 (Transparency Reports)- N/A
Call-Off Schedule 2 (Staff Transfer) - N/A
Call-Off Schedule 3 (Continuous Improvement) - N/A
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Call-Off Schedule 4 (Call Off Tender)

The Statement Relatin Good Standin

Contract Title: The Provision of CRIMES - Cyber Crime Centre — Cellebrite UFED Digital
Forensic Software Licence Renewals.

Contract Number: 702751450

1.

We confirm, to the best of our knowledge and belief, that [insert potential supplier]
including its directors or any other person who has powers of representation, decision
or control or is a member of the administrative, management or supervisory body of
boxxe LTD has not been convicted of any of the following offences within the past 5
years:

a. conspiracy within the meaning of section 1 or 1A of the Criminal Law Act 1977
or article 9 or 9A of the Criminal Attempts and Conspiracy (Northern Ireland)
Order 1983 where that conspiracy relates to paricipation in a criminal
organisation as defined in Article 2 of Council Framework Decision

2008/841/JHA;

b. corruption within the meaning of section 1(2) of the Public Bodies Corrupt
Practices Act 1869 or section 1 of the Prevention of Corruption Act 1906

C. common law offence of pribery:

d. bribery within the meaning of section 1,2 or 6 of the Bribery Act 2010; or section
113 of the Representation of the People Act 1983.

e. any of the following offences, where the offence relates to fraud affecting the
European Communities financial interests as defined by Aricle 1 of the
Convention on the protection of the financial interests of the European
Communities:

{1) the common law offence of cheating the Revenue:
{2) the common law offence of conspiracy to defraud;

{3) fraud or theft within the meaning of the Theft Act 1968, the Theft Act
{Northern Ireland) 1969, the Theft Act 1978 or the Theft (Northern Ireland)
Order 1978;

{4) fraudulent trading within the meaning of section 458 of the Companies Act
1985, Article 451 of the Companies (Northern Ireland) Order 1936 or
section 933 of the Companies Act 2006;

(5) fraudulent evasion within the meaning of section 170 of the Customs and
Excise Management Act 1979 or section 72 of the Value Added Tax Act
1994

(6) an offence in connection with taxation in the European Union within the
meaning of section 71 of the Criminal Justice Act 1993

(7} destroying, defacing or concealing of documents or procuring the
extension of a valuable security within the meaning of section 20 of the
Theft Act 1968 or section 19 of the Theft Act (Morthern Ireland) 1969;

(8) fraud within the meaning of section 2,3 or 4 of the Fraud Act 2006; or
1
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(9) the possession of articles for use in frauds within the meaning of section 6
of the Fraud Act 2006, or making, adapting, supplying or offering to supply
articles for use in frauds within the meaning of section 7 of that Act:

f. any offence listed:
(1)  in section 41 of the Counter Terrorism Act 2008; or

(2)  in Schedule 2 to that Act where the court has determined that there is a
terrorist connection;

g. any offence under sections 44 to 46 of the Serious Crime Act 2007 which relates
to an offence covered by (f) above;

h. money laundering within the meaning of section 340{11} and 415 of the
Proceeds of Crime Act 2002;

i. an offence in connection with the proceeds of criminal conduct within the
meaning of section 93A, 93B, or 93C of the Criminal Justice Act 1988 or article
45, 46 or 47 of the Proceeds of Crime {Morthern Ireland) Crder 1996;

j- an offence under section 4 of the Asylum and Immigration (Treatment of
Claimants etc) Act 2004

k. an offence under section 594 of the Sexual Offences Act 2003;
I an offence under section 71 of the Coroners and Justice Act 2009;

m. an offence in connection with the proceeds of drug trafficking within the meaning
of section 49, 50 or 51 of the Drug Trafficking Act 1994; or

n. an offence under section 2 or 4 of the Modemn Slavery Act 2015;

o. any other offence within the meaning of Aricle 57{1) of Public Contracts
Directive —

(1) as defined by the law of any jurisdiction outside England and Wales and
Morthern Ireland; or

(2) created in the law of England and Wales or Morthern Ireland after the day
on which these Regulations were made;

p. any breach of its obligations relating to the payment of taxes or social security
contributions where the breach has been established by a judicial or
administrative decision having final and binding effect in accordance with the
legal provisions of the country in which it is established or with those of any
jurisdictions of the United Kingdom.

2 boxxe LTD further confirms to the best of our knowledge and belief that within the last
3 years it:

a. has fulfilled its obligations relating to the payment of taxes and social security
contributions of the country in which it is established or with those of any
jurisdictions of the United Kingdom;

b. is not bankrupt or is not the subject of insolvency or winding-up proceedings,
where its assets are being administered by a liguidator or by the court, where it
is in an agreement with creditors, where its business activities are suspended
oritis in any analogous situation arising from a similar procedure under the laws
and regulations of any State;

Pt
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Appendix 1 to Annex C

702751450 (QpfoCany/0210)
c. has not committed an act of grave professional misconduct, which renders its
integrity guestionable;
d. has not entered into agreements with other suppliers aimed at distorting
competition;
e. Is not subject to a conflict of interest within the meaning of regulation 24;
f. has not been involved in the preparation of this procurement procedure which

would result in distortion of competition which could not be remedied by other,
less intrusive, measures other than exclusion from this procedure;

g. has not had a contract terminated, damages or other comparable sanctions
taken as a result of significant or persistent deficiencies in the performance of a
substantive requirement under a prior public contract, a prior contract, or a prior
concession confract as defined by the Concession Contracts Regulations 2016;

h. is not guilty of serious misrepresentation in providing any information required
by this statement.

i has not unduly influenced the decision-making process of the Authority or
obtained confidential information that may confer upon it undue advantages in
the procurement procedure;

j. in relation to procedures for the award of a public services contract, is licensed
in the relevant State in which he is established or is a member of an organisation
in that relevant State where the law of that relevant State prohibits the provision
of the services to be provided under the contract by a person who is not so
licensed or who is not such a member;

established by EU law, natlonal law, collective agreements or by the
international environmental, social and labour law provisions listed in the Public

Contracts Directive as amended from time to time (as listed in PPN 8/16 Annex
C).

| confirm that to the best of my knowledge my declaration is correct. | understand that the
contracting authority will use the information in the selection process to assess my
organisation’s suitability to be invited to paricipate further in this procurement, and | am

signing on behalf of my organisation. | understand that the Authority may reject my
submission if there is a failure to provide a declaration or if | provide false or misleading
information.

Organisation's name poxxe LTD

Signed [REDACTED]
(By Director of the Organisation or equivalent)

Name [REDACTED]
Position Senior Account Manager

Date 22.11.2022
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Call-Off Schedule 5 (Pricing Details)

PRICING PROPOSAL FOR:

702751450 (DInfoCom/0210)

702751450 (DInfoCom/0210) - THE PROVISION OF CRIMES - CYBER CRIME CENTRE — CELLEBRITE UFED DIGITAL FORENSIC SOFTWARE LICENSE RENEWALS

Fotential Providers are requested to complete the relevant fields on the table below. Potential Providers are required to complete all fields in order to provide a complete break down of all costs associated with this tender proposal

All fields highlighted in Green MUST be completed.

PLEASE NOTE:

Price must be i

of all

of YAT.

P but excl

Price must be in GBP [£)

Prices must remain valid for 30 days after the deadline For return of bids.

The tatal value of the core twelve [12) month contract in Table 1below and the Dption Period in Table 2 is what vill be evaluated. Any prices not included within this Annex B will be deemed to have been waived.

Supplier Name:

boxxe LTD

TABLE 1: (CORE) Twelve [12) Month Contract, 06 Dec 2022 - 05 Dec 2023 (Goods, Support Services & Maintenance)

Cost[][Ex

TOTAL CastIE]

Stor Description Part No. Unit Product Number | Quantity| "~ ©o Py
Fremium a¢ 3 Sevice E-PAAS-02:005 E-PAAS-02-005 1 [REDACTED] [REDACTED]
Pro packige
Franiun 3355 10 wlocks and wnlmiad catrsction ||\ oo oo - v | jReacTen [REDACTED]
annwal subseription
Premium S5 End Peint U-AI3-02-133 U-AIS-02-133 5 | [RECACTED) [FECACTED]
Celldbrite Premium adupter U-AI3-02-133 U-AIS-02-133 5 | [REDACTED] [RECACTED]
Digital Celector Subscription Serials
EEAAQ00000000001552, E-ELE-01013 E-BLE-01-013 2 | [REDACTED] [REDACTED]
Cllbrite UFED Preminm Digiti Forensic EBAA0000000000015T
) Froner Celebrite | Software Licence Frenewsl, — —
Callebrite ' el Digitl Cellster Subzeription Sarialz:
Licence 2;’2‘;‘""”"‘ Yeur 106 Dec 2022- 05Dee | B s 000000000001E52, E-BLE-01-013 B-BLE-01-0T5 2 | [REDWCTED] [REDACTED
EB440000000000015T5
Inspecter Subscription Seriol o _——
B s baeann barsonongzggs | |E-ELE-0M0E BELE-01022 2 | [RECACTED) [REDACTED]
Inspecter Subscription Seriols —_— s
B ann Eenongzggs  |E-ELE-02005 B-BLE-02-003 2 | (REDACTED) [REDACTED]
UFED 4PG Ulkimats Subscription License ID:
TSERTIIT, SIEIETS, 1SHERETT E-LIFD-10-001 E-UFD-10-001 3 [REDACTED] [REDACTED]
Conmandsr for UFED 4PC Ultimats Subssription || \er o o
iconse ID: 1365592337, 335534875, Btdgtsery | BHr 0 BUFD-5ATE § | [REDACTED] [REDACTED]
Rezpander Physical Extraction Kiosk Lizence [0
1564234457, 1670363356, 38030353, E-UFD-10-045 E-UFD-10-045 4 | [RECWCTED] [RECACTED]
323715400
o el | bt Kok (igh UFED) Dgil Forensc | pondsr Pyl Exrucian Kiceh e
Cellebrite ancit Callebrite | Softuiare Licence Renawal, TREAZI445T, I6T0363356, TR3E030353, E-LIFD-16-50 E-UFD-16-030 4 [REDACTED] [REDACTED]
Licence Tuchrs Monthz: Year 106 Doc 2022+ 05 Dec |y
2025
Commandsr for Rasponder Licenze |0%:
1564234457, 1670363356, 133030353, 5-UFD-5-068 SAUFD-15-065 & | [REDACTED] [RECACTED]
32371400
Total cost for the CORE Twelve (12) Month Contract, 06 Dec 2022 - 05 Dec 2023 (Goods. Support Senvices & Maintenance] - Ex VAT | £ 71,096.40
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Call-Off Schedule 6 (ICT Services)

1. Definitions

1.1 In this Schedule, the following words shall have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

"Buyer Property" the property, other than real property and IPR,
including the Buyer System, any equipment issued or
made available to the Supplier by the Buyer in
connection with this Contract;

"Buyer Software" any software which is owned by or licensed to the
Buyer and which is or will be used by the Supplier for
the purposes of providing the Deliverables;

"Buyer System" the Buyer's computing environment (consisting of
hardware, software and/or telecommunications
networks or equipment) used by the Buyer or the
Supplier in connection with this Contract which is
owned by or licensed to the Buyer by a third party and
which interfaces with the Supplier System or which is
necessary for the Buyer to receive the Deliverables;

"Defect" any of the following:

(@) any error, damage or defect in the
manufacturing of a Deliverable; or

(b) any error or failure of code within the Software
which causes a Deliverable to malfunction or to
produce unintelligible or incorrect results; or

(c) any failure of any Deliverable to provide the
performance, features and functionality
specified in the requirements of the Buyer or the
Documentation (including any adverse effect on
response times) regardless of whether or not it
prevents the relevant Deliverable from passing
any Test required under this Call Off Contract; or

(d) any failure of any Deliverable to operate in
conjunction with or interface with any other
Deliverable in order to provide the performance,
features and functionality specified in the
requirements of the Buyer or the Documentation
(including any adverse effect on response times)
regardless of whether or not it prevents the
relevant Deliverable from passing any Test
required under this Contract;

"Emergency ad hoc and unplanned maintenance provided by the

Maintenance" Supplier where either Party reasonably suspects that
the ICT Environment or the Services, or any part of the
ICT Environment or the Services, has or may have
developed a fault;

"ICT Environment" the Buyer System and the Supplier System;
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"Licensed Software"

"Maintenance
Schedule"

"Malicious Software"

"New Release"

"Open Source
Software"

"Operating
Environment”

"Permitted
Maintenance"
"Quality Plans"

"Sites"

"Software"

702751450 (DInfoCom/0210)

all and any Software licensed by or through the
Supplier, its Sub-Contractors or any third party to the
Buyer for the purposes of or pursuant to this Call Off
Contract, including any COTS Software;

has the meaning given to it in paragraph 8 of this
Schedule;

any software program or code intended to destroy,
interfere with, corrupt, or cause undesired effects on
program files, data or other information, executable
code or application software macros, whether or not its
operation is immediate or delayed, and whether the
malicious software is introduced wilfully, negligently or
without knowledge of its existence;

an item produced primarily to extend, alter or improve
the Software and/or any Deliverable by providing
additional functionality or performance enhancement
(whether or not defects in the Software and/or
Deliverable are also corrected) while still retaining the
original designated purpose of that item;

computer software that has its source code made
available subject to an open-source licence under
which the owner of the copyright and other IPR in such
software provides the rights to use, study, change and
distribute the software to any and all persons and for
any and all purposes free of charge;

means the Buyer System and any premises (including
the Buyer Premises, the Supplier's premises or third-
party premises) from, to or at which:

(@) the Deliverables are (or are to be) provided; or

(b) the Supplier manages, organises or otherwise
directs the provision or the use of the
Deliverables; or

(c) where any part of the Supplier System is
situated;

has the meaning given to it in paragraph 8.2 of this
Schedule;

has the meaning given to it in paragraph 6.1 of this
Schedule;

has the meaning given to it in Joint Schedule
1(Definitions), and for the purposes of this Call Off
Schedule shall also include any premises from, to or
at which physical interface with the Buyer System
takes place;

Specially Written Software, COTS Software and non-
COTS Supplier and third party Software;
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3.2

"Software Supporting has the meaning given to it in paragraph 9.1 of this
Materials" Schedule;
"Source Code" computer programs and/or data in eye-readable form

and in such form that it can be compiled or interpreted
into equivalent binary code together with all related
design comments, flow charts, technical information
and documentation necessary for the use,
reproduction, maintenance, modification  and
enhancement of such software;

"Specially Written any software (including database software, linking
Software" instructions, test scripts, compilation instructions and

test instructions) created by the Supplier (or by a Sub-
Contractor or other third party on behalf of the
Supplier) specifically for the purposes of this Contract,
including any modifications or enhancements to COTS
Software. For the avoidance of doubt Specially Written
Software does not constitute New IPR;

"Supplier System" the information and communications technology

system used by the Supplier in supplying the
Deliverables, including the COTS Software, the
Supplier Equipment, configuration and management
utilities, calibration and testing tools and related cabling
(but excluding the Buyer System);

When this Schedule should be used

This Schedule is designed to provide additional provisions necessary to facilitate the
provision of ICT services which are part of the Deliverables.

Buyer due diligence requirements

This paragraph 3 applies where the Buyer has conducted a Further Competition. The
Supplier shall satisfy itself of all relevant details, including but not limited to, details
relating to the following;

311

3.1.2
3.1.3

3.1.4

suitability of the existing and (to the extent that it is defined or reasonably
foreseeable at the Start Date) future Operating Environment;

operating processes and procedures and the working methods of the Buyer;

ownership, functionality, capacity, condition and suitability for use in the
provision of the Deliverables of the Buyer Assets; and

existing contracts (including any licences, support, maintenance and other
contracts relating to the Operating Environment) referred to in the Due
Diligence Information which may be novated to, assigned to or managed by
the Supplier under this Contract and/or which the Supplier will require the
benefit of for the provision of the Deliverables.

The Supplier confirms that it has advised the Buyer in writing of:

3.2.1

3.2.2
3.2.3

each aspect, if any, of the Operating Environment that is not suitable for the
provision of the Deliverables;

the actions needed to remedy each such unsuitable aspect; and

a timetable for and the costs of those actions.
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4.
4.1

6.2

6.3

Software warranty
The Supplier represents and warrants that:

4.1.1 it has and shall continue to have all necessary rights in and to the Licensed
Software made available by the Supplier (and/or any Sub-Contractor) to the
Buyer which are necessary for the performance of the Supplier’s obligations
under this Contract including the receipt of the Deliverables by the Buyer;

4.1.2  all components of the Specially Written Software shall:
(@) be free from material design and programming errors;

(b) perform in all material respects in accordance with the relevant
specifications and Documentation; and

(c) notinfringe any IPR.
Provision of ICT Services
The Supplier shall:

5.1.1 ensure that the release of any new COTS Software in which the Supplier owns
the IPR, or upgrade to any Software in which the Supplier owns the IPR
complies with any interface requirements of the Buyer specified in this
Contract and (except in relation to new Software or upgrades which are
released to address Malicious Software) shall notify the Buyer three (3)
Months before the release of any new COTS Software or Upgrade;

5.1.2  ensure that all Software including upgrades, updates and New Releases used
by or on behalf of the Supplier are currently supported versions of that
Software and perform in all material respects in accordance with the relevant
specification;

5.1.3  ensure that the Supplier System will be free of all encumbrances;

5.1.4  ensure that the Deliverables are fully compatible with any Buyer Software,
Buyer System, or otherwise used by the Supplier in connection with this
Contract;

5.1.5 minimise any disruption to the Services and the ICT Environment and/or the
Buyer's operations when providing the Deliverables;

Standards and Quality Requirements

The Supplier shall, where specified by the Buyer as part of their Further Competition,
and in accordance with agreed timescales, develop quality plans that ensure that all
aspects of the Deliverables are the subject of guality management systems and are
consistent with BS EN ISO 9001 or any equivalent standard which is generally
recognised as having replaced it ("Quality Plans").

The Supplier shall seek Approval from the Buyer (not be unreasonably withheld or
delayed) of the Quality Plans before implementing them. Approval shall not act as an
endorsement of the Quality Plans and shall not relieve the Supplier of its responsibility
for ensuring that the Deliverables are provided to the standard required by this
Contract.

Following the approval of the Quality Plans, the Supplier shall provide all Deliverables
in accordance with the Quality Plans.
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6.4

8.2

8.3

8.4

The Supplier shall ensure that the Supplier Personnel shall at all times during the Call
Off Contract Period:

6.4.1 be appropriately experienced, qualified and trained to supply the Deliverables
in accordance with this Contract;

6.4.2 apply all due skill, care, diligence in faithfully performing those duties and
exercising such powers as necessary in connection with the provision of the
Deliverables; and

6.4.3  obey all lawful instructions and reasonable directions of the Buyer (including,
if so required by the Buyer, the ICT Policy) and provide the Deliverables to the
reasonable satisfaction of the Buyer.

ICT Audit
The Supplier shall allow any auditor access to the Supplier premises to:

7.1.1 inspect the ICT Environment and the wider service delivery environment (or
any part of them);

7.1.2  review any records created during the design and development of the Supplier
System and pre-operational environment such as information relating to
Testing;

7.1.3 review the Supplier's quality management systems including all relevant
Quiality Plans.

Maintenance of the ICT Environment

If specified by the Buyer undertaking a Further Competition, the Supplier shall create
and maintain a rolling schedule of planned maintenance to the ICT Environment
("Maintenance Schedule") and make it available to the Buyer for Approval in
accordance with the timetable and instructions specified by the Buyer.

Once the Maintenance Schedule has been Approved, the Supplier shall only undertake
such planned maintenance (which shall be known as "Permitted Maintenance") in
accordance with the Maintenance Schedule.

The Supplier shall give as much notice as is reasonably practicable to the Buyer prior
to carrying out any Emergency Maintenance.

The Supplier shall carry out any necessary maintenance (whether Permitted
Maintenance or Emergency Maintenance) where it reasonably suspects that the ICT
Environment and/or the Services or any part thereof has or may have developed a
fault. Any such maintenance shall be carried out in such a manner and at such times
so as to avoid (or where this is not possible so as to minimise) disruption to the ICT
Environment and the provision of the Deliverables.

Intellectual Property Rights in ICT
Assignments granted by the Supplier: Specially Written Software

9.1.1 The Supplier assigns (by present assignment of future rights to take effect
immediately on it coming into existence) to the Buyer with full guarantee (or
shall procure assignment to the Buyer), title to and all rights and interest in the
Specially Written Software together with and including:

(@) the Documentation, Source Code and the Object Code of the Specially
Written Software; and

10
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9.2

(b) all build instructions, test instructions, test scripts, test data, operating
instructions and other documents and tools necessary for maintaining
and supporting the Specially Written Software and the New IPR
(together the "Software Supporting Materials").

9.1.2  The Supplier shall:

(@) inform the Buyer of all Specially Written Software or New IPRs that are
a modification, customisation, configuration or enhancement to any
COTS Software;

(b) deliver to the Buyer the Specially Written Software and any computer
program elements of the New IPRs in both Source Code and Object
Code forms together with relevant Documentation and all related
Software Supporting Materials within seven days of completion or, if a
relevant Milestone has been identified in an Implementation Plan,
Achievement of that Milestone and shall provide updates of them
promptly following each new release of the Specially Written Software,
in each case on media that is reasonably acceptable to the Buyer and
the Buyer shall become the owner of such media upon receipt; and

(c) without prejudice to paragraph 9.1.2(b) provide full details to the Buyer
of any of the Supplier's Existing IPRs or Third Party IPRs which are
embedded or which are an integral part of the Specially Written
Software or New IPR and the Supplier hereby grants to the Buyer and
shall procure that any relevant third party licensor shall grant to the
Buyer a perpetual, irrevocable, non-exclusive, assignable, royalty-free
licence to use, sub-license and/or commercially exploit such Supplier's
Existing IPRs and Third Party IPRs to the extent that it is necessary to
enable the Buyer to obtain the full benefits of ownership of the Specially
Written Software and New IPRs.

9.1.3 The Supplier shall promptly execute all such assignments as are required to
ensure that any rights in the Specially Written Software and New IPRs are
properly transferred to the Buyer.

Licences for non-COTS IPR from the Supplier and third parties to the Buyer
9.2.1  Unless the Buyer gives its Approval the Supplier must not use any:
(@) of its own Existing IPR that is not COTS Software;
(b) third party software that is not COTS Software

9.2.2  Where the Buyer Approves the use of the Supplier’s Existing IPR that is not
COTS Software the Supplier shall grant to the Buyer a perpetual, royalty-free
and non-exclusive licence to use adapt, and sub-license the same for any
purpose relating to the Deliverables (or substantially equivalent deliverables)
or for any purpose relating to the exercise of the Buyer’s (or, if the Buyer is a
Central Government Body, any other Central Government Body’s) business
or function including the right to load, execute, store, transmit, display and
copy (for the purposes of archiving, backing-up, loading, execution, storage,
transmission or display) for the Call Off Contract Period and after expiry of the
Contract to the extent necessary to ensure continuity of service and an
effective transition of Services to a Replacement Supplier.

9.2.3  Where the Buyer Approves the use of third-party Software that is not COTS
Software the Supplier shall procure that the owners or the authorised licensors
of any such Software grant a direct licence to the Buyer on terms at least

11
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9.3

9.4

9.24

9.2.5

equivalent to those set out in Paragraph 9.2.2. If the Supplier cannot obtain
such a licence for the Buyer it shall:

(@) notify the Buyer in writing giving details of what licence terms can be
obtained and whether there are alternative software providers which the
Supplier could seek to use; and

(b) only use such third party IPR as referred to at paragraph 9.2.3(a) if the
Buyer Approves the terms of the licence from the relevant third party.

Where the Supplier is unable to provide a license to the Supplier's Existing
IPR in accordance with Paragraph 9.2.2 above, it must meet the requirement
by making use of COTS Software or Specially Written Software.

The Supplier may terminate a licence granted under paragraph 9.2.1 by giving
at least thirty (30) days’ notice in writing if there is an Authority Cause which
constitutes a material Default which, if capable of remedy, is not remedied
within twenty (20) Working Days after the Supplier gives the Buyer written
notice specifying the breach and requiring its remedy.

Licenses for COTS Software by the Supplier and third parties to the Buyer

9.3.1

9.3.2

9.3.3

9.34

The Supplier shall either grant, or procure that the owners or the authorised
licensors of any COTS Software grant, a direct licence to the Buyer on terms
no less favourable than those standard commercial terms on which such
software is usually made commercially available.

Where the Supplier owns the COTS Software it shall make available the
COTS software to a Replacement Supplier at a price and on terms no less
favourable than those standard commercial terms on which such software is
usually made commercially available.

Where a third party is the owner of COTS Software licensed in accordance
with this Paragraph 9.3 the Supplier shall support the Replacement Supplier
to make arrangements with the owner or authorised licencee to renew the
license at a price and on terms no less favourable than those standard
commercial terms on which such software is usually made commercially
available.

The Supplier shall notify the Buyer within seven (7) days of becoming aware
of any COTS Software which in the next thirty-six (36) months:

(@) will no longer be maintained or supported by the developer; or

(b)  will no longer be made commercially available

Buyer’s right to assign/novate licences

9.4.1

9.4.2

The Buyer may assign, novate or otherwise transfer its rights and obligations
under the licences granted pursuant to paragraph 9.2 (to:

(@) a Central Government Body; or

(b) to any body (including any private sector body) which performs or
carries on any of the functions and/or activities that previously had been
performed and/or carried on by the Buyer.

If the Buyer ceases to be a Central Government Body, the successor body to
the Buyer shall still be entitled to the benefit of the licences granted in
paragraph 9.2.

12
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9.5 Licence granted by the Buyer

9.5.1

The Buyer grants to the Supplier a royalty-free, non-exclusive, non-
transferable licence during the Contract Period to use the Buyer Software and
the Specially Written Software solely to the extent necessary for providing the
Deliverables in accordance with this Contract, including the right to grant sub-
licences to Sub-Contractors provided that any relevant Sub-Contractor has
entered into a confidentiality undertaking with the Supplier on the same terms
as set out in Clause 15 (Confidentiality).

9.6 Open Source Publication

9.6.1

9.6.2

9.6.3

Unless the Buyer otherwise agrees in advance in writing (and subject to
paragraph 9.6.3) all Specially Written Software and computer program
elements of New IPR shall be created in a format, or able to be converted (in
which case the Supplier shall also provide the converted format to the Buyer)
into a format, which is:

(@) suitable for publication by the Buyer as Open Source; and
(b) based on Open Standards (where applicable),
and the Buyer may, at its sole discretion, publish the same as Open Source.

The Supplier hereby warrants that the Specially Written Software and the New
IPR:

(a) are suitable for release as Open Source and that the Supplier has used
reasonable endeavours when developing the same to ensure that
publication by the Buyer will not enable a third party to use them in any
way which could reasonably be foreseen to compromise the operation,
running or security of the Specially Written Software, New IPRs or the
Buyer System;

(b) have been developed using reasonable endeavours to ensure that their
publication by the Buyer shall not cause any harm or damage to any
party using them;

(c) do not contain any material which would bring the Buyer into disrepute;

(d) can be published as Open Source without breaching the rights of any
third party;

(e) will be supplied in a format suitable for publication as Open Source ("the
Open Source Publication Material") no later than the date notified by
the Buyer to the Supplier; and

()  do not contain any Malicious Software.

Where the Buyer has Approved a request by the Supplier for any part of the
Specially Written Software or New IPRs to be excluded from the requirement
to be in an Open Source format due to the intention to embed or integrate
Supplier Existing IPRs and/or Third Party IPRs (and where the Parties agree
that such IPRs are not intended to be published as Open Source), the Supplier
shall:

(@) as soon as reasonably practicable, provide written details of the nature
of the IPRs and items or Deliverables based on IPRs which are to be
excluded from Open Source publication; and

13
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9.7

10.

10.1

10.2

10.3

10.4

(b) include in the written details and information about the impact that
inclusion of such IPRs or Deliverables based on such IPRs, will have on
any other Specially Written Software and/or New IPRs and the Buyer’s
ability to publish such other items or Deliverables as Open Source.

Malicious Software

9.7.1  The Supplier shall, throughout the Contract Period, use the latest versions of
anti-virus definitions and software available from an industry accepted anti-
virus software vendor to check for, contain the spread of, and minimise the
impact of Malicious Software.

9.7.2 If Malicious Software is found, the Parties shall co-operate to reduce the effect
of the Malicious Software and, particularly if Malicious Software causes loss
of operational efficiency or loss or corruption of Government Data, assist each
other to mitigate any losses and to restore the provision of the Deliverables to
its desired operating efficiency.

9.7.3  Any cost arising out of the actions of the Parties taken in compliance with the
provisions of paragraph 9.7.2 shall be borne by the Parties as follows:

(@) by the Supplier, where the Malicious Software originates from the
Supplier Software, the third party Software supplied by the Supplier or
the Government Data (whilst the Government Data was under the
control of the Supplier) unless the Supplier can demonstrate that such
Malicious Software was present and not quarantined or otherwise
identified by the Buyer when provided to the Supplier; and

(b) by the Buyer, if the Malicious Software originates from the Buyer
Software or the Buyer Data (whilst the Buyer Data was under the control
of the Buyer).

Supplier-Furnished Terms
Software Licence Terms

10.1.1 Terms for licensing of non-COTS third party software in accordance with
Paragraph 9.2.3 are detailed in Annex A of this Call-Off Schedule 6.

10.1.2 Terms for licensing of COTS software in accordance with Paragraph 9.3 are
detailed in Annex B of this Call-Off Schedule 6.

Software Support & Maintenance Terms

10.2.1 Additional terms for provision of Software Support & Maintenance Services
are detailed in Annex C of this Call-Off Schedule 6.

Software as a Service Terms

10.3.1 Additional terms for provision of a Software as a Service solution are detailed
in Annex D of this Call-Off Schedule 6.

Device as a Service Terms

10.4.1 Additional terms for provision of a Device as a Service solution are detailed in
Annex E to this Call-Off Schedule 6;

10.4.2 Where Annex E is used the following Clauses of the Core Terms shall not
apply to the provision of the Device as a Service solution:

Clause 8.7

14
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1.
111

11.2

12.

Clause 10.2
1.1.1.1. Clause 10.3.2]

Customer Premises

Licence to occupy Customer Premises

1111

11.1.2

11.1.3

11.1.4

11.15

Any Customer Premises shall be made available to the Supplier on a non-
exclusive licence basis free of charge and shall be used by the Supplier solely
for the purpose of performing its obligations under this Call- Off Contract. The
Supplier shall have the use of such Customer Premises as licensee and shall
vacate the same immediately upon completion, termination, expiry or
abandonment of this Call-Off Contract [ and in accordance with Call-Off
Schedule 10 (Exit Management)].

The Supplier shall limit access to the Buyer Premises to such Supplier Staff
as is necessary to enable it to perform its obligations under this Call-Off
Contract and the Supplier shall co-operate (and ensure that the Supplier Staff
co-operate) with such other persons working concurrently on such Buyer
Premises as the Buyer may reasonably request.

Save in relation to such actions identified by the Supplier in accordance with
paragraph 3.2 of this Call-Off Schedule 6 and set out in the Order Form (or
elsewhere in this Call Off Contract), should the Supplier require modifications
to the Buyer Premises, such modifications shall be subject to Approval and
shall be carried out by the Buyer at the Supplier's expense. The Buyer shall
undertake any modification work which it approves pursuant to this paragraph
11.1.3 without undue delay. Ownership of such modifications shall rest with
the Buyer.

The Supplier shall observe and comply with such rules and regulations as
may be in force at any time for the use of such Buyer Premises and conduct
of personnel at the Buyer Premises as determined by the Buyer, and the
Supplier shall pay for the full cost of making good any damage caused by the
Supplier Staff other than fair wear and tear. For the avoidance of doubt,
damage includes without limitation damage to the fabric of the buildings, plant,
fixed equipment or fittings therein.

The Parties agree that there is no intention on the part of the Buyer to create
a tenancy of any nature whatsoever in favour of the Supplier or the Supplier
Staff and that no such tenancy has or shall come into being and,
notwithstanding any rights granted pursuant to this Call-Off Contract, the
Buyer retains the right at any time to use any Buyer Premises in any manner
it sees fit.

Security of Buyer Premises

11.2.1

11.2.2

The Buyer shall be responsible for maintaining the security of the Buyer
Premises. The Supplier shall comply with the reasonable security
requirements of the Buyer while on the Buyer Premises.

The Buyer shall afford the Supplier upon Approval (the decision to Approve
or not will not be unreasonably withheld or delayed) an opportunity to inspect
its physical security arrangements.

Buyer Property

15
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12.1

12.2

12.3

12.4

12.5

12.6

12.7

13.
13.1

13.2

13.3

13.4

13.5

Where the Buyer issues Buyer Property free of charge to the Supplier such Buyer
Property shall be and remain the property of the Buyer and the Supplier irrevocably
licences the Buyer and its agents to enter upon any premises of the Supplier during
normal business hours on reasonable notice to recover any such Buyer Property.

The Supplier shall not in any circumstances have a lien or any other interest on the
Buyer Property and at all times the Supplier shall possess the Buyer Property as
fiduciary agent and bailee of the Buyer.

The Supplier shall take all reasonable steps to ensure that the title of the Buyer to the
Buyer Property and the exclusion of any such lien or other interest are brought to the
notice of all Sub-Contractors and other appropriate persons and shall, at the Buyer's
request, store the Buyer Property separately and securely and ensure that it is clearly
identifiable as belonging to the Buyer.

The Buyer Property shall be deemed to be in good condition when received by or on
behalf of the Supplier unless the Supplier notifies the Buyer otherwise within five (5)
Working Days of receipt.

The Supplier shall maintain the Buyer Property in good order and condition (excluding
fair wear and tear) and shall use the Buyer Property solely in connection with this Call-
Off Contract and for no other purpose without Approval.

The Supplier shall ensure the security of all the Buyer Property whilst in its possession,
either on the Sites or elsewhere during the supply of the Services, in accordance with
Call- Off Schedule 9 (Security) and the Buyer’s reasonable security requirements from
time to time.

The Supplier shall be liable for all loss of, or damage to the Buyer Property, (excluding
fair wear and tear), unless such loss or damage was solely caused by a Buyer Cause.
The Supplier shall inform the Buyer immediately of becoming aware of any defects
appearing in or losses or damage occurring to the Buyer Property.

Supplier Equipment

Unless otherwise stated in this Call Off Contract, the Supplier shall provide all the
Supplier Equipment necessary for the provision of the Services.

The Supplier shall not deliver any Supplier Equipment nor begin any work on the Buyer
Premises without obtaining Approval.

The Supplier shall be solely responsible for the cost of carriage of the Supplier
Equipment to the Sites and/or any Buyer Premises, including its off-loading, removal
of all packaging and all other associated costs. Likewise on the Call-Off Expiry Date
the Supplier shall be responsible for the removal of all relevant Supplier Equipment
from the Sites and/or any Buyer Premises, including the cost of packing, carriage and
making good the Sites and/or the Buyer Premises following removal.

All the Supplier's property, including Supplier Equipment, shall remain at the sole risk
and responsibility of the Supplier, except that the Buyer shall be liable for loss of or
damage to any of the Supplier's property located on Buyer Premises which is due to
the negligent act or omission of the Buyer.

Subject to any express provision of the BCDR Plan (if applicable) to the contrary, the
loss or destruction for any reason of any Supplier Equipment shall not relieve the
Supplier of its obligation to supply the Services in accordance with this Call Off
Contract, including the Service Levels.

16
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13.6 The Supplier shall maintain all Supplier Equipment within the Sites and/or the Buyer

Premises in a safe, serviceable and clean condition.

13.7 The Supplier shall, at the Buyer’s written request, at its own expense and as soon as
reasonably practicable:

13.7.1 remove from the Buyer Premises any Supplier Equipment or any component
part of Supplier Equipment which in the reasonable opinion of the Buyer is
either hazardous, noxious or not in accordance with this Call-Off Contract;
and

13.7.2 replace such Supplier Equipment or component part of Supplier Equipment
with a suitable substitute item of Supplier Equipment.

Annex A: Non-COTS Third Party Software Licensing Terms
- N/A
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Annex B: COTS Licensing Terms
[Supplier to enter]
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Annex C: Software Support & Maintenance Terms
Start date is 06.12.2022 —05.12.2023 -

Limited Warranty: Hardware: 12 Months; Software: 60 days; Touch Screen: 30 days

EULA: Software is licensed by Cellebrite in accordance with an end user license agreement
available at https://legal.cellebrite.com/End-
User-License-Agreement.html

19
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Annex D: Software as a Service Terms

[n/a

Annex E: Device as a Service Terms - N/A

702751450 (DInfoCom/0210)
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Call-Off Schedule 7 (Key Supplier Staff) - N/A

Call-Off Schedule 8 (Business Continuity and Disaster
Recovery) - N/A
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Call-Off Schedule 9 (Security)

Part A: Short Form Security Requirements
1. Definitions

1.1 In this Schedule, the following words shall have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

"Breach of Security" the occurrence of:

(a) any unauthorised access to or use of the
Deliverables, the Sites and/or any Information
and Communication Technology ("ICT"),
information or data (including the Confidential
Information and the Government Data) used by
the Buyer and/or the Supplier in connection
with this Contract; and/or

(b) the loss and/or unauthorised disclosure of any
information or data (including the Confidential
Information and the Government Data),
including any copies of such information or
data, used by the Buyer and/or the Supplier in
connection with this Contract,

in either case as more particularly set out in the
Security Policy where the Buyer has required
compliance therewith in accordance with paragraph

2.2;
"Security the Supplier's security management plan prepared
Management Plan" pursuant to this Schedule, a draft of which has been

provided by the Supplier to the Buyer and as
updated from time to time.

2. Complying with security requirements and updates to them

2.1  The Buyer and the Supplier recognise that, where specified in Framework Schedule 4
(Framework Management), CCS shall have the right to enforce the Buyer's rights
under this Schedule.

2.2 The Supplier shall comply with the requirements in this Schedule in respect of the
Security Management Plan. Where specified by a Buyer that has undertaken a Further
Competition it shall also comply with the Security Policy and shall ensure that the
Security Management Plan produced by the Supplier fully complies with the Security
Policy.
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2.3

2.4

2.5

3.2

3.3

3.4

4.2

Where the Security Policy applies the Buyer shall notify the Supplier of any changes
or proposed changes to the Security Policy.

If the Supplier believes that a change or proposed change to the Security Policy will
have a material and unavoidable cost implication to the provision of the Deliverables it
may propose a Variation to the Buyer. In doing so, the Supplier must support its request
by providing evidence of the cause of any increased costs and the steps that it has
taken to mitigate those costs. Any change to the Charges shall be subject to the
Variation Procedure.

Until and/or unless a change to the Charges is agreed by the Buyer pursuant to the
Variation Procedure the Supplier shall continue to provide the Deliverables in
accordance with its existing obligations.

Security Standards

The Supplier acknowledges that the Buyer places great emphasis on the reliability of
the performance of the Deliverables, confidentiality, integrity and availability of
information and consequently on security.

The Supplier shall be responsible for the effective performance of its security
obligations and shall at all times provide a level of security which:

3.2.1. isin accordance with the Law and this Contract;
3.2.2. as a minimum demonstrates Good Industry Practice;

3.2.3. meets any specific security threats of immediate relevance to the Deliverables
and/or the Government Data; and

3.2.4. where specified by the Buyer in accordance with paragraph 2.2 complies with
the Security Policy and the ICT Policy.

The references to standards, guidance and policies contained or set out in
Paragraph 3.2 shall be deemed to be references to such items as developed and
updated and to any successor to or replacement for such standards, guidance and
policies, as notified to the Supplier from time to time.

In the event of any inconsistency in the provisions of the above standards, guidance
and policies, the Supplier should notify the Buyer's Representative of such
inconsistency immediately upon becoming aware of the same, and the Buyer's
Representative shall, as soon as practicable, advise the Supplier which provision the
Supplier shall be required to comply with.

Security Management Plan
Introduction

4.1.1. The Supplier shall develop and maintain a Security Management Plan in
accordance with this Schedule. The Supplier shall thereafter comply with its
obligations set out in the Security Management Plan.

Content of the Security Management Plan
4.2.1. The Security Management Plan shall:

(@) comply with the principles of security set out in Paragraph 3 and any
other provisions of this Contract relevant to security;

(b) identify the necessary delegated organisational roles for those
responsible for ensuring it is complied with by the Supplier;
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(c) detail the process for managing any security risks from Subcontractors
and third parties authorised by the Buyer with access to the
Deliverables, processes associated with the provision of the
Deliverables, the Buyer Premises, the Sites and any ICT, Information
and data (including the Buyer's Confidential Information and the
Government Data) and any system that could directly or indirectly have
an impact on that Information, data and/or the Deliverables;

(d) be developed to protect all aspects of the Deliverables and all processes
associated with the provision of the Deliverables, including the Buyer
Premises, the Sites, and any ICT, Information and data (including the
Buyer's Confidential Information and the Government Data) to the
extent used by the Buyer or the Supplier in connection with this Contract
or in connection with any system that could directly or indirectly have an
impact on that Information, data and/or the Deliverables;

(e) setout the security measures to be implemented and maintained by the
Supplier in relation to all aspects of the Deliverables and all processes
associated with the provision of the Goods and/or Services and shall at
all times comply with and specify security measures and procedures
which are sufficient to ensure that the Deliverables comply with the
provisions of this Contract;

() set out the plans for transitioning all security arrangements and
responsibilities for the Supplier to meet the full obligations of the security
requirements set out in this Contract and, where necessary in
accordance with paragraph 2.2 the Security Policy; and

(g) be written in plain English in language which is readily comprehensible
to the staff of the Supplier and the Buyer engaged in the provision of the
Deliverables and shall only reference documents which are in the
possession of the Parties or whose location is otherwise specified in this
Schedule.

4.3 Development of the Security Management Plan

4.3.1.

4.3.2.

4.3.3.

Within twenty (20) Working Days after the Start Date and in accordance with
Paragraph 4.4, the Supplier shall prepare and deliver to the Buyer for
Approval a fully complete and up to date Security Management Plan which
will be based on the draft Security Management Plan.

If the Security Management Plan submitted to the Buyer in accordance with
Paragraph 4.3.1, or any subsequent revision to it in accordance with
Paragraph 4.4, is Approved it will be adopted immediately and will replace the
previous version of the Security Management Plan and thereafter operated
and maintained in accordance with this Schedule. If the Security
Management Plan is not Approved, the Supplier shall amend it within ten (10)
Working Days of a notice of non-approval from the Buyer and re-submit to the
Buyer for Approval. The Parties will use all reasonable endeavours to ensure
that the approval process takes as little time as possible and in any event no
longer than fifteen (15) Working Days from the date of its first submission to
the Buyer. If the Buyer does not approve the Security Management Plan
following its resubmission, the matter will be resolved in accordance with the
Dispute Resolution Procedure.

The Buyer shall not unreasonably withhold or delay its decision to Approve or
not the Security Management Plan pursuant to Paragraph 4.3.3. However a
refusal by the Buyer to Approve the Security Management Plan on the
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4.4

52

4.3.4.

grounds that it does not comply with the requirements set out in Paragraph
4.2 shall be deemed to be reasonable.

Approval by the Buyer of the Security Management Plan pursuant to
Paragraph 4.3.1 or of any change to the Security Management Plan in
accordance with Paragraph 4.4 shall not relieve the Supplier of its obligations
under this Schedule.

Amendment of the Security Management Plan

4.4.1.

4.4.2.

4.4.3.

4.4.4.

The Security Management Plan shall be fully reviewed and updated by the
Supplier at least annually to reflect:

(@) emerging changes in Good Industry Practice;

(b) any change or proposed change to the Deliverables and/or associated
processes;

(c) where necessary in accordance with paragraph 2.2, any change to the
Security Policy;

(d) any new perceived or changed security threats; and
(e) any reasonable change in requirements requested by the Buyer.

The Supplier shall provide the Buyer with the results of such reviews as soon
as reasonably practicable after their completion and amendment of the
Security Management Plan at no additional cost to the Buyer. The results of
the review shall include, without limitation:

(@) suggested improvements to the effectiveness of the Security
Management Plan;

(b) updates to the risk assessments; and
(c) suggested improvements in measuring the effectiveness of controls.

Subject to Paragraph 4.4.4, any change or amendment which the Supplier
proposes to make to the Security Management Plan (as a result of a review
carried out in accordance with Paragraph 4.4.1, a request by the Buyer or
otherwise) shall be subject to the Variation Procedure.

The Buyer may, acting reasonably, Approve and require changes or
amendments to the Security Management Plan to be implemented on
timescales faster than set out in the Variation Procedure but, without prejudice
to their effectiveness, all such changes and amendments shall thereafter be
subject to the Variation Procedure for the purposes of formalising and
documenting the relevant change or amendment.

Security breach

Either Party shall notify the other in accordance with the agreed security incident
management process (as detailed in the Security Management Plan) upon becoming
aware of any Breach of Security or any potential or attempted Breach of Security.

Without prejudice to the security incident management process, upon becoming aware
of any of the circumstances referred to in Paragraph 5, the Supplier shall:

5.2.1.

immediately take all reasonable steps (which shall include any action or
changes reasonably required by the Buyer) necessary to:
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5.3

(@)

(b)

(c)

(d)

minimise the extent of actual or potential harm caused by any Breach of
Security;

remedy such Breach of Security to the extent possible and protect the
integrity of the Buyer and the provision of the Goods and/or Services to
the extent within its control against any such Breach of Security or
attempted Breach of Security;

prevent an equivalent breach in the future exploiting the same cause
failure; and

as soon as reasonably practicable provide to the Buyer, where the
Buyer so requests, full details (using the reporting mechanism defined
by the Security Management Plan) of the Breach of Security or
attempted Breach of Security, including a cause analysis where
required by the Buyer.

In the event that any action is taken in response to a Breach of Security or potential or
attempted Breach of Security that demonstrates non-compliance of the Security
Management Plan with the Security Policy (where relevant in accordance with
paragraph 2.2) or the requirements of this Schedule, then any required change to the
Security Management Plan shall be at no cost to the Buyer.

Part B: Long Form Security Requirements — N/A

Part C: Commodity Service Security Requirements

1.

11

1.2

Definitions

In this Schedule the following words shall have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

"ISMS"

"Security

means Information Security Management System and
process developed by the Supplier in accordance with
paragraph 1.2 as updated from time to time;

means the Supplier's security management plan prepared

Management Plan" pursuant to paragraph 1.2.

The Supplier will ensure that any Supplier system which holds any protectively
marked Government Data will comply with:

1.2.1  the principles in the Security Policy Framework at
https://www.gov.uk/government/publications/security-policy-framework and

the Government Security Classification policy at
https://www.gov.uk/government/publications/government-security-

classifications;

1.2.2 guidance issued by the Centre for Protection of National Infrastructure on
Risk Management at https://www.cpni.gov.uk/content/adopt-risk-
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1.4

15

management-approach and Accreditation of Information Systems at
https://www.cpni.gov.uk/protection-sensitive-information-and-assets;

1.2.3  the National Cyber Security Centre’s (NCSC) information risk management
guidance, available at https://www.ncsc.gov.uk/guidance/risk-management-
collection;

1.2.4  government best practice in the design and implementation of system
components, including network principles, security design principles for
digital services and the secure email blueprint, available at
https://www.gov.uk/government/publications/technology-code-of-
practice/technology-code-of-practice;

1.2.5 the security requirements of cloud services using the NCSC Cloud Security
Principles and accompanying guidance at
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles;

If requested to do so by the Buyer, before entering into this Call-Off Contract the
Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop
(and obtain the Buyer’'s Approval of) a Security Management Plan [and an
Information Security Management System]. After Buyer Approval the Security
Management Plan [and Information Security Management System] will apply during
the Term of this Call-Off Contract. The/Both plan[s] will protect all aspects and
processes associated with the delivery of the Services.

The Supplier will immediately notify the Buyer of any breach of security of the Buyer’s
Confidential Information. Where the breach occurred because of a Supplier Default,
the Supplier will recover the Buyer Confidential Information however it may be
recorded.

Any system development by the Supplier should also comply with the government’s
‘10 Steps to Cyber Security’ guidance, available at
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security



https://www.cpni.gov.uk/content/adopt-risk-management-approach
https://www.cpni.gov.uk/protection-sensitive-information-and-assets
https://www.ncsc.gov.uk/guidance/risk-management-collection
https://www.ncsc.gov.uk/guidance/risk-management-collection
https://www.cesg.gov.uk/risk-management-collection
https://www.cesg.gov.uk/risk-management-collection
https://www.cesg.gov.uk/risk-management-collection
https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security

Call-Off Schedule 10 (Exit Management) 702751450 (DInfoCom/0210)
Crown Copyright 2018

Call-Off Schedule 10 (Exit Management)

Part A: Long Form Exit Management Requirements — N/A

Part B: Short Form Exit Management Requirements

1.1.

1.2.

1.3.

1.4.

Within 20 (twenty) working days of the Start Date the Supplier must provide the Buyer
with an exit plan which ensures continuity of service and which the Supplier will follow.

The Supplier must ensure that the exit plan clearly sets out the Supplier's methodology
for achieving an orderly transition of the Services from the Supplier to the Buyer or its
Replacement Supplier at the expiry or if the contract ends before the scheduled expiry.

The exit plan should set out full details of timescales, activities and roles and
responsibilities of the Parties for:

1.3.1. the transfer to the Buyer of any technical information, instructions, manuals
and code reasonably required by the Buyer to enable a smooth migration from
the Supplier;

1.3.2. the strategy for export and migration of Buyer data from the Supplier system
to the Buyer or a Replacement Supplier, including conversion to open
standards or other standards required by the Buyer;

1.3.3. the transfer of project- specific IPR items and other Buyer customisations,
configurations and databases to the Buyer or a replacement supplier;

1.3.4. the testing and assurance strategy for exported Buyer data;
1.3.5. ifrelevant, TUPE-related activity to comply with the TUPE regulations;

1.3.6. any other activities and information which are reasonably required to ensure
continuity of Service during the exit period and an orderly transition.

When requested, the Supplier will help the Buyer to migrate the Services to a
Replacement Supplier in line with the exit plan. This will be at the Supplier's own
expense if the Call-Off Contract ended before the Expiry Date due to Supplier cause.
Otherwise any additional costs incurred by the Supplier in providing such assistance
shall be subject to the Variation Procedure.
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Call-Off Schedule 11 (Installation Works) - N/A
Call-Off Schedule 12 (Clustering) - N/A

Call-Off Schedule 13 (Implementation Plan and Testing) -
N/A

Call-Off Schedule 14 (Service Levels) - N/A
Call-Off Schedule 15 (Call-Off Contract Management) - N/A

Call-Off Schedule 16 (Benchmarking) - N/A
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Call-Off Schedule 17 (MOD Terms)

1.
11

1.2

1.3

2.2

2.3

Definitions

This Schedule 17 shall be incorporated into all Call-Off Contracts placed by the
Ministry of Defence

In this Schedule, the following words shall have the following meanings and they
shall supplement Joint Schedule 1 (Definitions):

"MOD Terms and Conditions" the terms and conditions listed in this
Schedule;
"MOD Site" shall include any of Her Majesty's Ships or

Vessels and Service Stations;

"Officer in charge" shall include Officers Commanding Service
Stations, Ships' Masters or Senior Officers,
and Officers superintending Government
Establishments;

Supplying to the Ministry of Defence- the Supplier shall comply with all specified
MOD additional terms where required. MOD source of CCS catalogue content is
Basware Government eMarketplace. Orders, invoice and payment will be transacted
through the Contracting Purchasing and Finance payment system.

Access to MOD sites

The Buyer shall issue passes for those representatives of the Supplier who are
approved for admission to the MOD Site and a representative shall not be admitted
unless in possession of such a pass. Passes shall remain the property of the Buyer
and shall be surrendered on demand or on completion of the supply of the
Deliverables.

The Supplier's representatives when employed within the boundaries of a MOD Site,
shall comply with such rules, regulations and requirements (including those relating
to security arrangements) as may be in force for the time being for the conduct of
staff at that MOD Site. When on board ship, compliance shall be with the Ship's
Regulations as interpreted by the Officer in charge. Details of such rules, regulations
and requirements shall be provided, on request, by the Officer in charge.

The Supplier shall be responsible for the living accommodation and maintenance of
its representatives while they are employed at a MOD Site. Sleeping accommodation
and messing facilities, if required, may be provided by the Buyer wherever possible,
at the discretion of the Officer in charge, at a cost fixed in accordance with current
Ministry of Defence regulations. At MOD Sites overseas, accommodation and
messing facilities, if required, shall be provided wherever possible. The status to be
accorded to the Supplier's staff for messing purposes shall be at the discretion of the
Officer in charge who shall, wherever possible give his decision before the
commencement of this Contract where so asked by the Supplier. When sleeping
accommodation and messing facilities are not available, a certificate to this effect
may be required by the Buyer and shall be obtained by the Supplier from the Officer
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2.4

2.5

2.6

2.7

2.8

3.2

in charge. Such certificate shall be presented to the Buyer with other evidence
relating to the costs of this Contract.

Where the Supplier's representatives are required by this Contract to join or visit a
Site overseas, transport between the United Kingdom and the place of duty (but
excluding transport within the United Kingdom) shall be provided for them free of
charge by the Ministry of Defence whenever possible, normally by Royal Air Force or
by MOD chartered aircraft. The Supplier shall make such arrangements through the
Technical Branch named for this purpose in the Buyer Contract Details. When such
transport is not available within a reasonable time, or in circumstances where the
Supplier wishes its representatives to accompany material for installation which it is
to arrange to be delivered, the Supplier shall make its own transport arrangements.
The Buyer shall reimburse the Supplier's reasonable costs for such transport of its
representatives on presentation of evidence supporting the use of alternative
transport and of the costs involved. Transport of the Supplier's representatives
locally overseas which is necessary for the purpose of this Contract shall be provided
wherever possible by the Ministry of Defence, or by the Officer in charge and, where
so provided, shall be free of charge.

Out-patient medical treatment given to the Supplier's representatives by a Service
Medical Officer or other Government Medical Officer at a Site overseas shall be free
of charge. Treatment in a Service hospital or medical centre, dental treatment, the
provision of dentures or spectacles, conveyance to and from a hospital, medical
centre or surgery not within the Site and transportation of the Supplier's
representatives back to the United Kingdom, or elsewhere, for medical reasons, shall
be charged to the Supplier at rates fixed in accordance with current Ministry of
Defence regulations.

Accidents to the Supplier's representatives which ordinarily require to be reported in
accordance with Health and Safety at Work etc. Act 1974, shall be reported to the
Officer in charge so that the Inspector of Factories may be informed.

No assistance from public funds, and no messing facilities, accommodation or
transport overseas shall be provided for dependants or members of the families of
the Supplier's representatives. Medical or necessary dental treatment may, however,
be provided for dependants or members of families on repayment at current Ministry
of Defence rates.

The Supplier shall, wherever possible, arrange for funds to be provided to its
representatives overseas through normal banking channels (e.g. by travellers'
cheques). If banking or other suitable facilities are not available, the Buyer shall,
upon request by the Supplier and subject to any limitation required by the Supplier,
make arrangements for payments, converted at the prevailing rate of exchange
(where applicable), to be made at the Site to which the Supplier's representatives are
attached. All such advances made by the Buyer shall be recovered from the Supplier

DEFCONS AND DEFFORMS

The DEFCONS and DEFORMS listed in Annex 1 to this Schedule are incorporated
into this Contract. Where a DEFCON or DEFORM is updated or replaced the
reference below shall be taken as referring to the updated or replacement
DEFCON/DEFORM.

In the event of a conflict between any DEFCONs and DEFFORMS listed in the Order
Form and the other terms in a Call Off Contract, the DEFCONs and DEFFORMS
shall prevail.
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Annex 1 - DEFCONS & DEFFORMS

The full text of Defence Conditions (DEFCONSs) and Defence Forms (DEFFORMS) are
available electronically via https://www.gov.uk/acquisition-operating-framework.

The following MOD DEFCONSs and DEFFORMSs form part of this contract:

DEFCONSs

DEFCON No Version Description

Applicable to all Lots:

DEFCON 5J 18/11/16 Unique Identifiers

DEFCON 76 11/22 Contractors Personnel at Government
Establishments

DEFCON 90 06/21 Copyright

DEFCON 129J 18/11/16 The Use of Electronic Business Delivery Form

DEFCON 507 07/21 Delivery

DEFCON 513 04/22 Value Added Tax

DEFCON 514 08/15 Material Breach

DEFCON 515 06/21 Bankruptcy and Insolvency

DEFCON 516 04/12 Equality

DEFCON 518 02/17 Transfer

DEFCON 520 08/21 Corrupt Gifts and Payments of Commission

DEFCON 522 11/21 Payment And Recovery OF Sums Due

DEFCON 524 12/21 Rejection

DEFCON 525 10/98 Acceptance

DEFCON 526 08/02 Notices

DEFCON 527 09/97 Waiver

DEFCON 529 09/97 Law (English)

DEFCON 530 12/14 Dispute Resolution (English Law)

DEFCON 531 09/21 Disclosure Of Information

DEFCON 532B & 09/21 Protection Of Personal Data (Where Personal

DEFORM 532 Data is being processed on behalf of the
Authority)

DEFCON 534 06/21 Subcontracting and Prompt Payment

DEFCON 537 12/21 Rights of Third Parties

DEFCON 538 06/02 Severability
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DEFCON 539 01/22 Transparency

DEFFORM 539A

DEFCON 550 02/14 Child Labour and Employment Law

DEFCON 566 10/20 Change of Control of Contractor

DEFCON 602B 12/06 Quiality Assurance (without Quality Plan)

DEFCON 620 06/22 Contract Change Control Procedure

DEFCON 632 11/21 Third Party Intellectual Property - Rights and
Restrictions

DEFCON 644 07/18 Marking of Articles

DEFCON 660 12/15 Official Sensitive Security Requirements

DEFCON 671 10/22 Plastic Packaging Tax

DEFFORMSs (Ministry of Defence Forms)

DEFFORM No

Version

Description
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Call-Off Schedule 18 (Background Checks)

1.
11

2.1

3.1

3.2

When you should use this Schedule

This Schedule should be used where Supplier Staff must be vetted before working on
Contract.

Definitions
“Relevant Conviction” means any conviction listed in Annex 1 to this Schedule.
Relevant Convictions

The Supplier must ensure that no person who discloses that they have a Relevant
Conviction, or a person who is found to have any Relevant Convictions (whether as a
result of a police check or through the procedure of the Disclosure and Barring
Service (DBS) or otherwise), is employed or engaged in any part of the provision of
the Deliverables without Approval.

Notwithstanding Paragraph 2.1 for each member of Supplier Staff who, in providing
the Deliverables, has, will have or is likely to have access to children, vulnerable
persons or other members of the public to whom the Buyer owes a special duty of
care, the Supplier must (and shall procure that the relevant Sub-Contractor must):

3.2.1  carry out a check with the records held by the Department for Education
(DfE);

3.2.2  conduct thorough questioning regarding any Relevant Convictions; and

3.2.3 ensure a police check is completed and such other checks as may be
carried out through the Disclosure and Barring Service (DBS),

and the Supplier shall not (and shall ensure that any Sub-Contractor shall not)
engage or continue to employ in the provision of the Deliverables any person who
has a Relevant Conviction or an inappropriate record.
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Annex 1: Relevant Convictions

Any conviction passed in a Court of Law
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Call-Off Schedule 19 (Scottish Law) — N/A
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Call-Off Schedule 20 (Call-Off Specification)

This Schedule sets out the characteristics of the Deliverables that the Supplier will be
required to make to the Buyers under this Call-Off Contract

OFFICIAL OFFICIAL-SENSITIVE COMMERCIAL
Annex A - Statement of Requirement

702751450

PROVISION OF CRIMES HQ SPCB CELLEBRITE LICENCES
AND SUPPORT RENEWAL

(DInfoCom/0210)

Statement of Requirement

CONTENTS
1 PURPOSE ...ttt e s st e e s et e e e 2
2 BACKGROUND TO THE CONTRACTING AUTHORITY . 2
3 BACKGROUND TO REQUIREM ENT/OVERVIEW OF REQUIRBMENT ... 2
4 D E R I T S e e emer et e e et e e e 2
5 SCOPE OF RECUIREM BN T e e 3
6 THE REGUIREM EN T et e 3
7 SUPPORT AND MAINTENANCE ..ot e e 3
8 INSTALLATION, CONFIGURATION, COMMISSIONING AND TESTING: ... 4
9. Y ML E S T O S e e 4
100 AUTHORITY'S RESPONSIBILITIES. . e 4
1 REPORTING 4
12 VOLUMES 4
13 CONTINUOUS IMPROVEMENT 4
14 SUSTAINABILITY 4
15 QUALITY 4
16 STAFF AND CUSTOMER SERVICE 4
17 SERVICE LEVELS AND PERFORMAMNCE 5
18 INTELLECTUAL PROPERTY RIGHTS (IPR) 5
19 ADDITIONAL INFORMATION 5
20 LOCATION ]

OFFICIAL-SENSITIVE COMMERCIAL
OFFICIAL

1



Call-Off Schedule 20 (Call-Off Specification) 702751450 (DInfoCom/0210)
Crown Copyright 2018

OFFICIAL ‘OFFICIAL-SENSITWE COMMERCIAL

Annex A - Statement o Requirement

1. PURPOSE

11 The Service Police Cnme Bureau (SPCB), Cyber Crime Centre (3C), Southwick Park
require the renewal of the existing Cellebrite digttal forensic software running on
appliances known as Universal Forensic Extraction Devices (UFED), together with an
uplift of the existing Tier One Digital Forensic capability currently being utilised within
the Service Police Scientific Support Hubs (SSH) to Cellebrite Infield Kiosks.

12  The MoD may be referred to as “the Authority” hereafter
2. BACKGROUND TO THE CONTRACTING AUTHORITY

21 Army Headquarters is responsible for overseeing all non-M ODNET ICS procurements
for the Army

BACKGROUND TO REQUIREMENT/OVERVIEW OF REQUIREMENT

31 SPCB 3C is responsible for extracting Electronically Stored Information (ESI) from
digital storage devices and the subsequent forensic analysis of the ESI in support of
Service Police investigations.

3.2  SPCB 3C currently utilise Cellebrite specialist tools for mobile, smartphone and PDA
forensics known as Universal Forensic Extraction Devices (UFED) to search,
interrogate, extract, and analyse electronic media on a multtude of digital devices in
order to generate a standardised evidential product.

33 SPCB 3C currently utilise an offline version of Cellebrite Premium for advanced
exploitation. A more efficient Premium product is now available, Premium as a service,
which downloads exploit tokens to defeat mobile locking mechanisms, making this
product more efficient and improved service support Changing the offline package to
the Premium as a Service with 140 credits is required to speed up the processes and
reduce costs

34  The ServicePolice currently operate four Tier One hubs, utilising Cellebrite Responder
and Commander software to deal with requests for digital evidence in
relation to volume crime to help minimise delays within the Service Justice System

4. DEFINITIONS

Expression or Acronym Definition
MOD Means: Ministry of Defence

AST Means: Application Support Team
SJS Means: Service Justice System
SPCB Means: Service Police Crime Bureau
UFED Universal Forensic Extraction Devices
SSH Scientific Support Hub(s)

OFFICIAL-SENSITIVE COMMERCIAL
2

OFFICIAL
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OFFICIAL
Annex A - Statement o

fOFFICIAL-SENSI'I'IVE COMMERCIAL

SCOPE OF REQUIREMENT

Twelve (12) month (06 Dec 2022 ~ 05 Dec 2023) renewal of the current Cellebrite
UFED software licences inclusive of perpetual Software (SW), Maintenance and
Support (SM S) from 06 Dec 22

THE REQUIREMENT

702751450 (DInfoCom/0210)

Suppliers are asked to provide pricing for the following products:

Requirement

Part. No

Cellebrite UFED
Software (SW)

Twelve (12)
months
(06 Dec 2022 - 05
Dec 2023)

B-PAAS-02-005

Premium as a Service
Pro package

U-AIS-02-135

Premium Saa$S 140 unlocks
and unlimited extraction annual
subscription

U-AIS-02-139

Premium SaaS End Point

U-AIS-02-105

Cellebrite Premium adapter

B-BLB-01-019

Digttal Collector Subscription

Senals:
BBAA00D000000001632,
BBAA00D000000001678

B-BLB-01-013

Digital Collector Subscription

Serials:
BBAA000000000001632,
BBAA000000000001678

B-BLB-01-022

Inspector Subscription
Serials.
BBT070B61B92229C980,
BBT4000002099

B-BLB-02-003

Inspector Subscription
Serials:
BBT070861B92229C980,
BBT4000002099

B-UFD-10-001

UFED 4PC Ultimate
Subscription

License |D.
1385392337, 995594675,
1914819277

B-UFD-15-071

Commander for UFED 4PC
Ultimate Subscription

License ID:
1385392337, 995594675,
1914819277

Cellebrite UFED

B-UFD-10-045

Responder Physical Extraction
Kiosk

OFFICIAL

3

OFFICIAL-SENSITIVE COMMERCIAL
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OFFICIAL OFFICIAL-S5ENSITIVE COMMERCIAL
Annex A — Statement of Requirement

Kiosk Software

(5W) Licence |D°s:
1564294457, 16703569354,
Twelve (12) 1738090353, 928718400
months Responder Physical Extraction
(06 Dec 22 -05 Kiosk
Dec 23)
BUFD-16-030 1| seonce 1Ds: 4

1564294457, 16703569354,
1738090353, 929712400
Commander for Responder

S-UFD-15-068 Licence ID's: 4
1564294457 1670369356,
1738090353, 920712400

6.2 License/Serial Mumber 1Ds are included within para.6.1

6.3 The contract is for a period of Twelve (12} months, which shall begin on the delivery
date offered by the successful Supplier during the Tender Stage. This Twelve (12}
month period is to include:

6.3.1 Software (SW) for Twelve 12 months — 1 vyear, inclusive of
perpetual Software (SW), Maintenance and Support (SMS).

6.3.2 Software (SW) Licences for Twelve months — 1 year, inclusive of
perpetual Software (SW), Maintenance and Support (SMS).

7. SUPPORT AND MAINTENANCE

71 Potential Providers are requested to provide a PDF quotation, outlining a detailed
breakdown of the required software (3W), support and maintenance renewal as part
of their tender submission

T2 Potential Providers are gable o contact the below for quotations for this requirement
7.21 [REDACTED] — Sales Director
722 Telephone: [REDACTED]
723 Email: [REDACTED]
7.2.4 Customer ID: SF-00037932
8. INSTALLATION, CONFIGURATION, COMMISSIONING AND TESTING:

a1 Caontract is for the delivery of the SW, and subsequent support and maintenance only.
Installation of requisite SW can be conducted by SPCB staff ufilising remote vendor
suppart if required.

9. KEY MILESTONES

a1 The Potential Provider should note the following project milestones that the Authority
will measure the quality of delivery against:

Milestone Description Timeframe

OFFICIAL-5EMSITIVE COMMERCIAL

OFFICIAL
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OFFICIAL OFFICIAL-SENSITIVE COMMERCIAL )
Annex & - Statement of Requirement

1 Successful renewal of Cellebrite UFED 3SW | Within 7 days of

licenses, support and maintenance contract Award
. . . Within 28 days of

2 Successfuldelivery of Cellebrte Kiosk SWiicenses contract award.
Adherence to the all the required service levels as Tzrn':';?:' jn"';;':e

3 part of the Cellebrite support and maintznance c y
contract. ontract term

10. AUTHORITY'S RESPONSIBILITIES
101 Mot applicable.

11. REPORTING

111 MA - Mo reports reqguired.

12. VOLUMES

121  Volumes are as descnbed in Section 6.
13. CONTINUOUS IMPROVEMENT

131 The Supplier wil be expected to continually improve the way in which the required
Services are to be delivered throughout the Contract duration.

13.2 Changes to the way in which the Services are to be delivered must be brought to the
Authonty's attention and agreed prior to any changes being implemented

14. SUSTAIMNABILITY

141 Mot applicable

15.  QUALITY

151 Mot applicable.

16. STAFF AND CUSTOMER SERVICE

16.1  The Authority requires the Potential Provider to provide a sufficient level of resource
throughout the duration of the Contract in order to consistently deliver a quality service
to all Parties.

16.2 Potential Provider's staff assigned to the Contract shall have the relevant qualific ations
and experience to deliver the Contract

16.3 The Potential Provider shall ensure that staff understand the Authority's wvision and
objectives and will provide excellent customer service to the Authority throughout the
duration of the Contract

17. SERVICE LEVELS AND PERFORMANMCE
171 The Authority will measure the quality of the Supplier's delivery by:

KPI/SLA | Service Area KPI/SLA description Target

OFFICIAL-SENSITIVE COMMERCIAL
5

OFFICIAL
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OFFICIAL OFFICIAL-SENSITIVE COMMERCIAL
Annex A — Staterment of Requirement

Delivery Timescales:

Successful renewal of Cellebrite UFED
SW licenses, support and maintenance
within seven (7) days of Confract award: 100%
Successiul delivery of Cellebrite Kiosk HW
and SW licenses within twenty-eight (28}
days of Contract award;

Delivery
timescales

Support and Maintenance:

Adherence to the following service levels:

Faultbreakdown resolufion — full issue

2 a:?r?tgﬁ:nnge resolution within 24 hrs {on working days 100%
Mon-Fri 0800-1700) within 48 hrs {on

sat/sun/bank holidays) throughout the one

(1) year Contract term;

Support and Maintenance;

Routine maintenance should be completed
in line with customer operational 100%
availability, throughout the one (1) year
Contract term:

Support and
Maintenance

17.2  Where a Potential Provider fails the KPI's listed above, the Authority will, in the first
instance, seek a mutually agreeable resolution with the Supplier. However, if this is not
possible, the Authority reserves the right to cancel the agreement and seek alternative
supply from the next ranked Potential Provider identified during the procurement event

17.3 This is a COTS item therefore there are no security requirements on this occasion.
18. INTELLECTUAL PROPERTY RIGHTS {IPR)

13.1 Mot applicable.

19. ADDITIONAL INFORMATION

191 Mil

20. LOCATION

20.1  The location for delivery of the goods are to be delivered fo:

Cyber Crime Centre, Service Police Crime Bureau, Bassett Wilson Building, Southwick
Park, Farecham. PO17 6EJ

Email [REDACTED]

OFFICIAL-SENSITIVE COMMERCIAL

OFFICIAL
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Call-Off Schedule 21 (Northern Ireland Law) - N/A
Call-Off Schedule 22 (Lease Terms) - N/A
Call-Off Schedule 23 (Optional Provisions) - N/A



